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INTEGRITY SCOPE CHECKLIST

The purpose of this checklist is to assist covered entities determine the scope of their integrity for their environment.  Organizations should consult with technical staff to help answer the survey.

How have you considered the following in your integrity planning:
	1.
	Staff

	
	 FORMCHECKBOX 

Management

 FORMCHECKBOX 

IT Staff 

 FORMCHECKBOX 

Other Staff

 FORMCHECKBOX 

Volunteers
 FORMCHECKBOX 

Financial Staff
 FORMCHECKBOX 

Contractors

 FORMCHECKBOX 

IT Staff

 FORMCHECKBOX 

Visitors
 FORMCHECKBOX 

Others___________________________________________________________________________


	2.
	Data

	
	 FORMCHECKBOX 
    EPHI

 FORMCHECKBOX 
    De-Identified Data

 FORMCHECKBOX 
    Limited Data Set

 FORMCHECKBOX 
    Data at Rest
 FORMCHECKBOX 
    Data in Transit
:
    FORMCHECKBOX 
    Internet

    FORMCHECKBOX 
    Dial-Up

    FORMCHECKBOX 
    Other __________________________

 FORMCHECKBOX 
    Data Created 
 FORMCHECKBOX 
    Data Received

 FORMCHECKBOX 
    Email




	
	Data Characteristics

	
	 FORMCHECKBOX 

Current Level of Controls:  (could use high/medium/low or describe the controls) _____________________ ______________________________________________________________________________________
 FORMCHECKBOX 

Level of Risk:  (could use high/medium/low or describe the risks)__________________________________

 FORMCHECKBOX 

Age of Data ________________________________________________

 FORMCHECKBOX 

Difficulty to Recreate Data:  (could use high/medium/low or describe the difficulties ____________________  ______________________________________________________________________________________


	3.
	Equipment

	
	 FORMCHECKBOX 

Hard drives (list) ________________________________________________________________________
 FORMCHECKBOX 

Servers (list) ___________________________________________________________________________
 FORMCHECKBOX 

Memory (list)___________________________________________________________________________
 FORMCHECKBOX 

Desktops (list)__________________________________________________________________________
 FORMCHECKBOX 

Media (list)_____________________________________________________________________________
 FORMCHECKBOX 

Laptops (list)___________________________________________________________________________
 FORMCHECKBOX 

PDAs (list)_____________________________________________________________________________
 FORMCHECKBOX 

Remote Computers (out stationed - list)_______________________________________________________

______________________________________________________________________________________

 FORMCHECKBOX 

Back Up Storage (list)_____________________________________________________________________
 FORMCHECKBOX 

Other Devices (list)_______________________________________________________________________

______________________________________________________________________________________


	4.
	Software

	
	 FORMCHECKBOX 

Data Bases (list)

______________________________________________________________________________________


______________________________________________________________________________________

 FORMCHECKBOX 

Applications (list)


______________________________________________________________________________________


______________________________________________________________________________________




	5.
	Business Associates/Trading Partners

	
	 FORMCHECKBOX 

List Business Associates and trading partners


______________________________________________________________________________________

______________________________________________________________________________________


______________________________________________________________________________________

______________________________________________________________________________________

______________________________________________________________________________________


______________________________________________________________________________________
 FORMCHECKBOX 

Type of Data business associate maintains, receives or creates (describe)  ______________________________________________________________________________________

______________________________________________________________________________________
 FORMCHECKBOX 

Current Level of Controls __(could use high/medium/low or describe the controls)_______________________________________________________________________________
 FORMCHECKBOX 

Level of Risk __(could use high/medium/low or describe the risks)__________________________________

 FORMCHECKBOX 

Age of Data ____________________________________________________________________________

 FORMCHECKBOX 

Difficulty to Recreate Data __(could use high/medium/low or describe the difficulties)______________________________________________________________________________


