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	PURPOSE
	To provide generic tools that you may use to begin implementing the HIPAA Security Rule.  These tools will help your organization:

· Understand the requirements of the Security Rule,
· Map the flow of electronic protected health information (EPHI) in your organization, and
· Perform the analysis of the gap between your current business practices and the practices required by the HIPAA Security regulations. 
~The implementation deadline for Security is April 21, 2005~


	BACKGROUND


	In our role of oversight of the implementation of HIPAA, CalOHI is issuing generic templates and tools that you may use in implementing the HIPAA regulations.  The HIPAA Steering Committee and its subject matter workgroups are pooling their resources to collectively develop generic templates.  The products referred to in this policy memorandum were developed by the Security Workgroup and represent collaborative efforts of both State and county representatives.  We thank the members of that workgroup for their assistance in developing and reviewing these products.

In the final Security Rule, implementation specifications referred to as “required” and “addressable” were adopted.  Addressable implementation specifications allow covered entities more flexibility with respect to compliance of the Security standards.  It does NOT, however, mean that the specification is optional.  

Please remember, there is no substitute for reading the rule. 

Addressable

In order to meet addressable implementation specifications, a covered entity must do one of the following:

1) Implement one of more of the addressable implementation specifications;

2) Implement one or more alternative security measures;

3) Implement a combination of both; or

4) Not implement either an addressable implementation specification or an alternate security measure, based on the outcomes of your assessment.  

The entity must decide if the specification is a reasonable and appropriate security measure to apply within its security structure.  The decision should be based on information from the entity’s risk analysis, risk mitigation strategy, what security measures are already in place, the cost of implementation, and so on.    Based on your department’s decision, the following applies:

1) If an addressable implementation specification is determined to be reasonable and appropriate, the covered entity must implement it.

2) If an addressable implementation specification is determined to be inappropriate and/or unreasonable security measure for the covered entity, but the standard cannot be met without implementation of an additional security safeguard, the covered entity may implement an alternate measure that accomplishes the same end as the addressable specification.  The alternate measure must be documented outlining the decision not to implement the specification, 

	
	the rationale behind that decision, and the alternative safeguard implemented to meet the standard.  

3)  A covered entity may decide that a given specification is not applicable (neither reasonable nor appropriate) to its situation and that the standard can be met without implementation of an alternative measure in place of the addressable implementation specification.  In this case, the covered entity must document the decision not to implement the specification, the rationale behind that decision, and how the standard is being met.  

Required

For those implementation specifications that are required in the standard, a covered entity must employ the implementation specifications. 

The Statewide HIPAA Security Workgroup will be developing tools related to these tasks.  (See Exhibit 1 for the workgroup’s work plan.)

____________________________________________________________

	ACTION
	To be compliant with the regulations, Departments are required to complete a wide variety of tasks before April 21, 2005.  These tasks are identified in CalOHI’s Implementation Schedules issued in Policy Memoranda 2002-08 and 2004-40.

This Policy Memorandum provides templates and tools developed by the Security Workgroup.   These exhibits include:

1. Security Implementation Work Plan

2. Summary of the Final HIPAA Security Rule

3. Guidelines for Security Tools/Template Use – Mapping the Flow of EPHI and Gap Analysis of Business Practices (Chapter 1)

3A.  HIPAA Security Questionnaire

3B.  Data Flow Questionnaire on EPHI

3C.  Overview of EPHI Flow Within an Organization

3D.  Gap Analysis of HIPAA Security Business Practices

3E.  Business Associate Agreement Gap Analysis

4. Baseline Analysis Security Requirements

These tools will assist you in performing your mapping of EPHI and gap analysis tasks.  It is likely that with implementation of the Privacy rule, you have already completed many of these tasks when mapping the flow of PHI, identifying business practices which include PHI, and identifying

	ACTION

continued
	where the gaps for HIPAA compliance were.  Further, many of the tasks are already required in the State Administrative Manual (SAM) and the Statewide Information Management Manual (SIMM).  (See Exhibit 4 for a side-by-side analysis of security requirements already in place.) 

These tools are available on the CalOHI website (www.ohi.ca.gov) and are provided for your adaptation to your business practices, as you deem appropriate.  

	
	


	NEXT STEPS
	1.  Appoint a Security Official
Covered entity and business associate departments must appoint their HIPAA-required security official, if they have not already done so.  This individual is responsible for policy and procedure development, and oversight of HIPAA security implementation.  Appointment of your security official is the first step to implementing security and is important in demonstrating due diligence toward meeting the HIPAA requirements by the compliance date.  

2.  Participate in HIPAA Workgroups
To achieve an economy of scale in resource utilization, we suggest that many of the tasks (development of tools and templates) can be accomplished in collaboration with the HIPAA Work Groups and/or among departments.  Participation with these work groups would assist your staff members in becoming familiar with the security and other regulations and provide early access to tools that can be adapted for your use.  

3.  Take Action and Monitor Progress
We recommend that you start now to begin mapping your EPHI and perform a gap analysis between your current business practices and those required in the regulations.  Track your progress toward meeting the April 21, 2005 compliance date.  The templates referred to in this memorandum provide your department with the tools necessary to initiate and complete major required activities within your department.  (See Exhibits 3 A–E, as well as Policy Memorandum 2004-40, which provides a Security Implementation Schedule which identifies tasks to be completed to implement this rule.)

__________________________________________________________


	RESOURCE AVAILABILITY
	· The referenced exhibits are available on the CalOHI website, at www.ohi.ca.gov 

· HIPAA Security Rule: www.cms.hhs.gov/hipaa/hipaa2 

___________________________________________________________


	CONTACT


	For more information or questions, please contact:

Elaine Scordakis

California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-8066    escorda1@ohi.ca.gov










Original Signed by Burt R. Cohen


BURT R. COHEN


Director
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