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SUMMARY OF THE FINAL HIPAA SECURITY RULE

The following is a synopsis of the final HIPAA Security Rule published on February 20, 2003.

Introduction

· Adopts only the security standard – deletes the electronic signature regulations.

· Moves the security regulations into the section with the privacy regulations.  Also, changes some of the language in the security regulations to conform to the final language in the privacy regulations.  For example, the requirement for a chain of trust agreement is changed to a requirement for a business associate agreement.

· Emphasizes the link between privacy and security, while noting differences between the two rules.  For example, the Privacy Rule applies to protected health information in any form (for covered entities), whereas the Security Rule applies only to protected health information in electronic form.

· The regulations also respond to questions about what constitutes an electronic transmission.  Facsimile, voice, and telephone are not considered to be transmissions via electronic media because the information being exchanged did not exist in electronic form before the transmission.  This standard could also be relevant to the determination of which providers are covered entities.

Security Standards

· The Security Rule establishes a minimum level of security.

· Covered entities are required to have an official who has final responsibility for security within the organization.  This may be the person who is also the privacy official.

· The regulations require the adoption of administrative, physical, and technical safeguards to protect the confidentiality, integrity, and availability of electronic protected health information from unauthorized access, alteration, deletion, or transmission.

· Each major area (administrative, physical, and technical) of responsibility contains certain standards that must be addressed (see attachment).  For example, under administrative safeguards the standards include information access management, security awareness and training, security incident procedures, contingency plan, evaluation, etc.

· Each standard, in turn, may contain several implementation specifications.  The regulations create two types of implementation specifications, required and addressable.  Required implementation specifications must be met.  Addressable specifications provide flexibility to the covered entity to assess its approach based on its size, capacity, and risk factors.  

· Covered entities may implement the addressable specification, an equivalent alternative, or nothing based on their assessment.  However, if the specification is not implemented, the organization must document its rationale for that decision.

· For example, the contingency plan standard under administrative safeguards includes the following implementation specifications:  data backup plan (required), disaster recovery plan (required), emergency mode operation plan (required), testing and revision procedure (addressable), and applications and data criticality analysis (addressable).

Business Associates   

· Similar to the Privacy Rule requirement, covered entities must enter into a contract or other arrangement with business associates.
· The contract must require the business associate to:
(1) Implement safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits;

(2) Ensure that any agent, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate safeguards;
(3) Report to the covered entity any security incident of which it becomes aware;
(4) Make its policies and procedures, and documentation required by the Security Rule relating to such safeguards, available to the Secretary for purposes of determining the covered entity’s compliance with the regulations; and,
(5) Authorize termination of the contract by the covered entity if the covered entity determines that the business associate has violated a material term of the contract.
· The regulations contain certain exemptions to the above rules when both the covered entity and the business associate are governmental entities.  This includes deferring to existing law and regulations, and allowing the two organizations to enter into a memorandum of understanding, rather than a contract,  that contains terms that accomplish the objectives of the business associate contract.

Preemption

· Generally, the Security Rule preempts contrary state law, except for exception determinations made by the Secretary.

Enforcement

· Enforcement of the Security Rule is the responsibility of CMS.  The compliance deadline for the Security Rule is April 21, 2005.

ADMINISTRATIVE SAFEGUARDS

	Standards
	Sections
	Implementation Specifications 

R =Required, A=Addressable

	Security Management Process
	164.308(a)(1)
	Risk Analysis
	R

	
	
	Risk Management
	R

	
	
	Sanction Policy
	R

	
	
	Information System Activity Review
	R

	Assigned Security Responsibility
	164.308(a)(2)
	
	R

	Workforce Security
	164.308(a)(3)
	Authorization and/or Supervision
	A

	
	
	Workforce Clearance Procedures
	A

	
	
	Termination Procedures
	A

	Information Access Management
	164.308(a)(4)
	Isolating Health Care Clearinghouse Function
	R

	
	
	Access Authorization
	A

	
	
	Access Establishment and Modification
	A

	Security Awareness Training
	164.308(a)(5)
	Security Reminders
	A

	
	
	Protection from Malicious Software
	A

	
	
	Log-In Monitoring
	A

	
	
	Password Management
	A

	Security Incident Procedures
	164.308(a)(6)
	Response and Reporting
	R

	Contingency Plan
	164.308(a)(7)
	Data Backup Plan
	R

	
	
	Disaster Recovery Plan
	R

	
	
	Emergency Mode Operation Plan
	R

	
	
	Testing and Revision Procedure
	A

	
	
	Applications and Data Criticality Analysis
	A

	Evaluation
	164.308(a)(8)
	
	R

	Business Associate Contracts & Other Arrangements
	164.308(b)(1)
	Written Contract or Other Arrangement
	R


PHYSICAL SAFEGUARDS
	Standards
	Sections
	Implementation Specifications 

R =Required, A=Addressable

	Facility Access Controls
	164.310(a)(1)
	Contingency Operations
	A

	
	
	Facility Security Plan
	A

	
	
	Access Control and Validation Procedures
	A

	
	
	Maintenance Records
	A

	Workstation Use
	164.310(b)
	
	R

	Workstation Security
	164.310(c )
	
	R

	Device and Media Controls
	164.310(d)(1)
	Disposal
	R

	
	
	Media Re-use
	R

	
	
	Accountability
	A

	
	
	Data Backup and Storage
	A


TECHNICAL SAFEGUARDS

	Standards
	Sections
	Implementation Specifications 

R =Required, A=Addressable

	Access Control
	164.312(a)(1)
	Unique User Identification
	R

	
	
	Emergency Access Procedures
	R

	
	
	Automatic Logoff
	A

	
	
	Encryption and Decryption
	A

	Audit Controls
	164.312(b)
	
	R

	Integrity
	164.312(c)(1)
	Mechanism to Authenticate Electronic Protected Health Information
	A

	Person or Entity Authentication
	164.312(d)
	
	R

	Transmission Security
	164.312(e)(1)
	Integrity Controls
	A

	
	
	Encryption
	A
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