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HIPAA SECURITY QUESTIONNAIRE

EPHI Within Your Organization

This form should be completed for each Program or function within your department that are HIPAA impacted.  The following questions will prompt you to identify the tasks your department needs to accomplish to implement the Security Rule.  

Electronic Protected Health Information (EPHI) is individually identifiable protected health information, which is transmitted by electronic media or maintained in electronic media. [45 CFR § 164.103]

	Program/Function Name:
	

	Contact Person:
	

	Email/Phone Number:
	


ELECTONIC PROTECTED HEALTH INFORMATION

	1.  Does your program or function create, receive, maintain or transmit EPHI?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No 



	
	If no, do not complete the remainder of this questionnaire.
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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  


BUSINESS ASSOCIATES

	2.  Do you exchange EPHI with business partners outside the organization?
	Covered entities are required to ensure that the privacy and security of EPHI disclosed to business partners is safeguarded.  Outside organizations include other State departments, county organizations as well as private industry.

Covered entities should have already identified stakeholders (external Trading Partners/Business Associates) during the Transactions and Code Sets (TCS) planning phases (Task 3 of the TCS Implementation Schedule, CalOHI Policy Memorandum 2002-08).


	3.  Do you contract with the organization?
	List the names, addresses and other pertinent information about the organizations with which you contract and exchange EPHI (see Exhibit 3E, Business Associate Agreement Gap Analysis).  Do the contracts include HIPAA Security requirements to safeguard the EPHI?


	4.  Have you modified/developed Business Associate Agreements?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No



	
	HIPAA requires covered entities must obtain satisfactory assurances from their business associates that they will appropriately safeguard information.  See the following policy memorandum for additional information on agreements with your stakeholders:

PM 2002-15  HIPAA Privacy Business Associate Template
PM 2003-33  HIPAA Transaction and Code Sets Trading Partner Agreement Guide and Template


SECURITY POLICIES, PROCEDURES and OTHER REQUIREMENTS

	5.  Do you currently have Security Policies and Procedures?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	
	HIPAA requires that covered entities implement policies and procedures for EPHI that are designed to comply with the standards, implementation specifications and other requirements of the HIPAA regulations.  The policies and procedures take into account administrative, physical and technical safeguards, as well as general security requirements.


	5A.  If yes, do your Security Policies And Procedures address …?
	HIPAA Security policies must address:

Administrative Safeguards

 FORMCHECKBOX 
  Security Management Process

(  Risk Analysis

· Risk Management

· Sanction Policy

· Information System Activity Review

 FORMCHECKBOX 
  Workforce Security

· Authorization and/or Supervision

· Workforce Clearance Procedure

· Termination Procedures

 FORMCHECKBOX 
  Information Access Management

· Isolating Health Care Clearinghouse Functions

· Access Authorization

· Access Establishment and Modification

 FORMCHECKBOX 
Security Awareness and Training

· Security Reminders

· Protections from Malicious Software

· Log-In Monitoring

· Password Management

 FORMCHECKBOX 
  Security Incident Procedures

(  Response and Reporting

 FORMCHECKBOX 
  Contingency Plan

· Data Backup Plan

· Disaster Recovery Plan

· Emergency Mode Operation Plan

· Testing and Revision Procedures

· Applications and Data Criticality Analysis

Physical Safeguards

 FORMCHECKBOX 
  Facility Access Controls

(  Contingency Operations

(  Facility Security Plans

· Access Control and Validation Procedures

· Maintenance Records

 FORMCHECKBOX 
  Workstation Use

 FORMCHECKBOX 
  Workstation Security

 FORMCHECKBOX 
  Device and Media Controls

· Disposal

· Media Re-Use

· Accountability

· Data Backup and Storage

Technical Safeguards

 FORMCHECKBOX 
  Access Controls

· Unique User Identification

· Emergency Access Procedures

· Automatic Logoff

· Encryption and Decryption

 FORMCHECKBOX 
  Audit Controls

 FORMCHECKBOX 
  Integrity

(  Authenticate EPHI

 FORMCHECKBOX 
  Person or Entity Authentication

 FORMCHECKBOX 
  Transmission Security

· Integrity Controls

· Encryption

General Policy & Procedure Requirement

 FORMCHECKBOX 
  Business Associate Contracts and Other Arrangements

 FORMCHECKBOX 
  Documentation

 FORMCHECKBOX 
  Time Limit

 FORMCHECKBOX 
  Availability

 FORMCHECKBOX 
  Updates


	5B.  Do your Security Policies and Procedures address the administrative requirements of HIPAA?
	 FORMCHECKBOX 
  Appointment of a security officer.

 FORMCHECKBOX 
  Training of members of the workforce about the HIPAA security requirements

 FORMCHECKBOX 
  Administrative, physical and technical safeguards to keep EPHI from intentional and unintentional disclosures

 FORMCHECKBOX 
  Periodic technical and nontechnical evaluation, that establishes the extent to which an entity’s security policies and procedures meet the requirements

 FORMCHECKBOX 
  Obtain satisfactory assurances that business associates will appropriately safeguard EPHI

 FORMCHECKBOX 
  Implement audit controls

 FORMCHECKBOX 
  Comply with the standards, implementation specifications and other requirements of the Security rule. 


FLOW OF EPHI AND GAP ANALYSIS

	6.  Have you completed your mapping of the flow of EPHI? 
	See Exhibit 3B, Data Flow Questionnaire on EPHI and Exhibit 3C, Overview of EPHI Flow Within an Organization, for the tools that may be used for this activity and other pertinent information.


	7.  Have you completed your HIPAA security gap analysis? 
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No



	
	See Exhibit 3D, Gap Analysis of HIPAA Security Business Practices, for the tools that may be used for this activity and other pertinent information.


	8.  Have you appointed your HIPAA Security Officer?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No



	
	The Security Rule requires that each covered entity assign a specific person to be responsible for the management of security of EPHI.


	9.  Have you trained your staff on HIPAA Security?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No



	
	HIPAA requires that staff within the covered entity be trained on the security of EPHI.  


DECISION POINTS

	ISSUE IIMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Electronic Protected Health Information

	 FORMCHECKBOX 

	
	
	
	Business Associates

	 FORMCHECKBOX 

	
	
	
	Security Policies and Procedures

	 FORMCHECKBOX 

	
	
	
	Flow of EPHI and Gap Analysis

	 FORMCHECKBOX 

	
	
	
	Appoint HIPAA Security Officer

	 FORMCHECKBOX 

	
	
	
	Trained Staff on HIPAA Security
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