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CalOHI Policy Memorandum 2004-43

Exhibit 3B

HIPAA Security Rule

DATA FLOW QUESTIONNAIRE

ON ELECTRONIC PROTECTED HEALTH INFORMATION (EPHI)

	Name:

     

	Telephone Number:      

	
	E-Mail Address:     

	Job Classification:  

     


	Program Name:

     


	Organization Unit:

     


	Report to:

     



Record your responses to the following questions on Exhibit 3C, Overview of EPHI Flow Within an Organization

Electronic Protected Health Information (EPHI) is individually identifiable protected health information (PHI) which is transmitted by electronic media or maintained in electronic media.  [45 CFR § 164.103]

Protected Health Information (PHI) is individually identifiable health information that is created, received, sent or maintained by a covered entity.    [45 CFR § 164.103]

Individually identifiable health information (IIH) is information that is a subset of health information, including demographic information collected from an individual, and:

· Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

· Relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and

· That identifies the individual; or

· There is a reasonable basis to believe that the information can be used to identify the individual.   [45 CFR § 160.103]
	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  


	
	
	
	

	1.
	
	TYPES OF PHI IN YOUR PROGRAM
	 FORMCHECKBOX 
  Billing Data

 FORMCHECKBOX 
  Health Plan Data

 FORMCHECKBOX 
  Medical Record Data

 FORMCHECKBOX 
  Clearinghouse Data

 FORMCHECKBOX 
  Other, Specify      

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     



	2.
	Do you receive or send EPHI?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

If so, using what media?  Internet (wide-open), extranet, leased lines, dial-up lines, private networks, physical movement of removable/transportable electronic storage media.  

     



	3.
	
	What EPHI do you create, receive, maintain or transmit?
	Identify the EPHI (e.g. patient data, transactions, eligibility information) you create, receive, maintain or transmit:       

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     


RECEIPT OF EPHI

	4.
	
	From where or whom do you get the EPHI?
	What is the source of the information: a client, parent, treating clinician, provider, another state organization, counties, contractors, other employees, general public, another individual within your unit, etc?

     



	5.
	How do you receive the EPHI?
	Internet, extranet, leased lines, dial-up lines, private networks, and/or the physical movement of removable/transportable electronic storage media.




	6.
	How do you store the EPHI? 
	Computer, server, magnetic tape, disk, optical disk, digital memory card, off-site, etc 

     



ACCESS TO EPHI

	7.
	Do you have a procedure manual?
	Is there a procedure manual, regulations, or something else that governs the process of how you safeguard, store, transmit, create and receive the information you handle?

 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No




RELEASING EPHI

	8.
	Where or to whom does the EPHI go?
	· According to your business practices who gets the data next?  

· Do you send it to any others?   (Such as a management reporting unit that collects data, your supervisor, etc.)

· Do you share the EPHI with others?  




	 9.


	How is the EPHI transmitted?
	Internet (wide-open), extranet, leased lines, dial-up lines, private networks, physical movement of removable/transportable electronic storage media.  

     



SAFEGUARDS FOR THE EPHI

	10.
	Is EPHI accessible by others? 
	While you are at your desk, is the EPHI viewable by others?  While you are away from your desk, is the EPHI secured with a password or other unique user identification?




	11.
	How is EPHI disposed of?
	After the EPHI is no longer needed, how is it disposed of?  Is there a procedure for re-use of the media where EPHI was previously stored?




We recommend you record each program’s responses to this Data Flow Questionnaire on the Overview of EPHI Flow Within An Organization chart (Exhibit 3C)
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