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CalOHI Policy Memorandum 2004-43

Exhibit 3
HIPAA Security – Chapter 1

Mapping the Flow of Electronic PHI and Gap Analysis of Business Practices
Guidelines for Security Tool/Template Use

The federal Health Insurance Portability and Accountability Act (HIPAA) require that covered entities be in compliance with the Security Rule by April 21, 2005.  Covered entities are required to adopt standards for safeguards to protect the confidentiality, integrity, and availability of electronic protected health information (EPHI).

Thorough examinations of your organizations’ business practices are necessary to implement the regulations.  The purpose of mapping the flow of EPHI and the Gap analysis of business practices is to: locate where EPHI exists in your organization; what business practices are conducted using the EPHI; what HIPAA regulations apply to the business practices; and what changes to the business practices need to occur to be compliant.  It is likely that with implementing the HIPAA Privacy rule covered entities already completed many of these tasks when mapping the flow of PHI, including identifying business practices, which use PHI, and where the gaps for HIPAA compliance were.  The tools provided with this chapter include:

· Exhibit 3A :  HIPAA Security Questionnaire,

· Exhibit 3B:  Data Flow Questionnaire on EPHI,

· Exhibit 3C:  Overview of EPHI Flow within An Organization,

· Exhibit 3D:  Gap Analysis of HIPAA Security Business Practices, and 

· Exhibit 3E:  Business Associate Agreement Gap Analysis

You may want to complete separate EPHI flow charts and gap analysis for each HIPAA-impacted program in your organization.  Generally, subject matter experts or the individuals performing specified tasks provide the most accurate answers to the questions provided.  Functions that do not use EPHI should not be included in the EPHI flow mapping or the gap analysis.

	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  


EPHI Within Your Organization

	Security Questionnaire

Data Flow Questionnaire


	Utilize Exhibit 3A, HIPAA Security Questionnaire, to step through a series of questions to assess your implementation status by program and/or function.

The Data Flow Questionnaire, Exhibit 3B, is the preliminary step to develop a flow chart that shows how your organization routes EPHI.  Each covered entity program within your organization should complete the data flow questionnaire.  Assigning staff with knowledge of your current business practices to perform this task will provide for accurate assessments and identification of changes to your business practices.  

The information provided in response to the questions should be limited to the activities performed using EPHI by that individual, unit or program.  



	
	The questionnaire was designed to guide you in identifying where EPHI is located in your organization and to complete your gap analysis.  You may wish to alter the questions, or add/delete delete questions depending on your programs and business practices.  The questionnaire is generic so that you can use it for a variety of programs and activities.  


	Overview of EPHI Flow 


	Exhibit 3C, Overview of EPHI Flow Within an Organization, provides an overview and tracking of the responses to the questions from the Data Flow Questionnaire.  Your responses to the Data Flow Questionnaire can be recorded on this form.


	Gap Analysis of Security Business Practices
	The Gap Analysis chart, Exhibit 3D, provides the steps that you can take to identify gaps where remediation is necessary in your business practices that contain EPHI.  The columns on the chart contain instructions beneath the column title.  We have provided the chart in Excel format to facilitate hiding the instruction row.


	Business Associate Agreement 


	The Business Associate Agreement Gap Analysis Chart, Exhibit 3E, contains the steps that are necessary to identify contracts requiring amendments for HIPAA.  Instructions for each column are provided beneath the column title.  We have provided the chart in Excel format to conceal the instruction row.  

Refer to the following policy memoranda:  

2002-15  Business Associate Agreements
2003-33  Trading Partner Agreements
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