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Organizational Requirements

· Policies & Procedures

· Documentation
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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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ORGANIZATIONAL REQUIREMENTS:  POLICIES, PROCEDURES, AND DOCUMENTATION

	Background

[image: image1.wmf]
	The Security Rule consists of the requirements a health care entity must address to safeguard the integrity, confidentiality, and availability of electronic data.  The HIPAA Security standards were developed based on generally accepted industry practices.  As the Preamble indicates, the process for developing the Rule was iterative, involving extensive outreach to a number of health care industry members and the federal Department of Commerce security experts. The process also drew from Recommendations in the National Research Council’s (NRC) 1997 Report, For the Record: Protecting Electronic Health Information.   

The NRC Report recommends all organizations handling patient identifiable health care information should adopt a set of technical and organizational policies, practices, and procedures for security.  In addition, the Report recommended the federal government work with the health care industry to promote and encourage an informed public debate to determine an appropriate balance between the primary concerns of patients and the needs of users of health care information.  

The requirements for Security Policies and Procedures, and Documentation presented in this chapter are part of the administrative procedures to guard data integrity, confidentiality, and availability that resulted from the above process.




POLICIES AND PROCEDURES

	Security Policies and Procedures
	The Security Rule requires covered entities engaged in the electronic maintenance, storage or transmission of health information to implement policies and procedures to safeguard the integrity, confidentiality, and availability of electronic protected health information (EPHI). It also requires the policies and procedures be documented in written form (which may be electronic).  The rule provides that a covered entity may change its policies and procedures at any time as long as the entity documents and implements the changes in accordance with the applicable requirements of the Security Rule.  The policies and procedures may vary, depending on the size of the covered entity, as well as the scope of its health practice.

[Federal Register, Vol. 68, No. 34, Preamble, Page 8361]  


	Responsible Party


	The Security Rule explicitly requires covered entities to designate a Security Officer, who is responsible for the development and implementation of policies and procedures.  Although the final responsibility rests with one individual, more than one person may be given specific security responsibilities, especially within a large organization.  Hence, it is important to form a team to develop and maintain the policies and procedures and to meet documentation requirements.  [45 CFR §164.308(a)(2)]  

More information on the assignment and responsibilities of a HIPAA Security Officer will be provided in Chapter 3, Assignment of Security Responsibility.  
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	DECISION POINT:  Policies and Procedures

How will you develop and implement your Security Policies and Procedures?

You will need to determine who will develop and be responsible for maintenance and updating your Security Policies and Procedures.  You will need to develop a process and timeline to review and update your existing policies.  You may need to determine for which organizational level you will develop procedures, e.g., individual employee procedures/desk manuals, overall policies and procedures, etc.  

	
	


DOCUMENTATION

	Security Documentation

[image: image3.wmf]
	HIPAA’s Security Rule describes the documentation requirements.  Specifically, covered entities are required to:  [45 C.F.R. §164.316]
· Retain required documentation for six years from the date of its creation or the date when it last was in effect [45 C.F.R. §164.316(b)(2)(i)] ,
· Make documentation available to those persons responsible for implementing the procedures to which the documentation pertains [45 C.F.R. §164.316(b)(2)(ii)], and  

· Review documentation periodically, and update as needed, in response to environmental or operational changes affecting the security of the electronic protected health information (EPHI) [45 C.F.R. §164.316(b)(2)(iii)].   


	
	Documentation must be detailed enough to communicate the security measures taken and to facilitate periodic evaluations.  Also, documentation must be updated as needed to reflect security measures currently in effect.  The need for review and update will vary depending on an entity’s size, configuration, environment, operational changes, and the security measures implemented. 

[Federal Register, Vol. 68, No. 34, Preamble, page 8361]  


	
	The documentation standard requires covered entities to maintain the policies and procedures in written form (which may be electronic).  The covered entity must maintain a written record of an action, activity or assessment.


	
	When developing your procedures for review and updating policies and procedures, covered entities may use as a model the documentation process they used to comply with the Privacy Rule.

For example, if a covered entity used a checklist or a formal documentation adoption process to ensure all required actions and activities were included, this method may be used for the Security Rule.  

[45 CFR § 164.530(i) and (j)  & also see CalOHI Policy Memorandum 2003-32, Administration of HIPAA]



	Specific Documentation Requirements
	The following is additional information provided in the preamble of the HIPAA Security documentation provision that specifically states covered entities are required to document various actions, activities, and assessments.  In addition, a matrix of the standards and implementation specifications that require documentation is attached (Exhibit 3).  The preamble specified activities, actions, and assessments include:


	Access Control

[image: image4.wmf]
	Covered entities are required to address how they implement policies and procedures that, based on the entity’s access authorization policy, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8349 & 45 C.F.R. §§ 164.308(a)(4)(ii)(C) & 164.312(a)]


	Addressable Specifications


	Covered entities that meet a given standard through alternative measures must document the decision not to implement the addressable implementation specification, the rationale behind the decision why it is not reasonable and appropriate to implement, and the alternative measure implemented to meet the standard.  

For more information about Addressable Specifications, see CalOHI Policy Memorandum 2004-43, which may be found on the CalOHI website at:  CalOHI - Security.
[Federal Register, Vol. 68, No. 34, February 20, 2003, Pages 8336, 8341, & 8368, & 45 C.F.R. § 164.306(d)]


	Business Associate Contracts
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	A contract between a covered entity and a business associate must specify the business associate will make its policies and procedures, and documentation required by the Security Rule relating to security safeguards available to the Secretary of the U.S. Department of Health and Human Services for the purposes of determining the covered entity’s compliance with the Rule.

For more information about Business Associate Contracts, see CalOHI Policy Memorandum 2004-47, which may be found on the CalOHI website at CalOHI – Policy Memoranda.  

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8358, 8368 & 45 C.F.R. § 164.308(b)(4)]


	Instructions

[image: image5.wmf]
	Covered entities are required to document instructions and procedures delineating the proper functions to be performed and the manner in which those functions are to be performed to maximize the security of health information.  For example, this could include logging off before leaving a workstation unattended.  

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8354]


	Measures Taken by Third Party
	Facility security measures taken by a third party must be considered and documented in the covered entity’s facility security plan, when appropriate.

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8353]


	Periodic Evaluations of Security Safeguards 
	Covered entities are required to periodically conduct an evaluation of their security safeguards to demonstrate and document their compliance with the entity’s Security Policies and Procedures and the requirements of the HIPAA Security Rule.

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8351 & 45 C.F.R. 164.308(a)(8)]]


	Physical Access Controls
	Covered entities are required to address and document the physical safeguards taken to guard data integrity, confidentiality, and availability.  

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8353]


	Receipt or Removal of Hardware or Software
	Covered entities are required to document how they address the receipt and removal of hardware and/or software into and out of the facility.  For example, the tracking of diskettes and tapes. 

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8354 & 45 C.F.R. § 164.316(b)(1)]


	Repairs and Modifications

[image: image6.wmf]
	Covered entities are required to implement policies and procedures to document repairs and modifications to the physical components of a facility related to security, for example, hardware, walls, doors, and locks.

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page  8368 & 45 C.F.R. § 164.310(a)(2)(iv)]




	Sanctions


	Covered entities are required to document their sanction policy, which will ensure, for example, that termination procedures include security-unique actions to be followed, such as revoking passwords and retrieving keys when a termination occurs.  
For further discussion, see Chapter 4, Security Management, which may be found on the CalOHI website at:  CalOHI - Security or www.ohi.ca.gov in early 2005.   [Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8349]


	Security Incident Procedures


	Covered entities are required to document security incidents and their outcomes.  The U.S. Department of Health and Human Services believes that documentation and reporting of incidents is an integral part of a security program.

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8350, 8368 & 45 C.F.R. § 164.308(a)(6)(i)]


	Security Measures


	Covered entities are required to document security measures taken to protect electronic protected health information.  In addition, they are required to document the appropriate protections they may have already in place that meet this requirement.  

[Federal Register, Vol. 68, No. 34, February 20, 2003, Pages 8335, 8343, & 8358, & 45 C.F.R. § 164.314(b)(1)]


	Security Officer
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	Covered entities are required to document the assignment to a specific individual of the security management and supervision responsibilities including:

· The use of security measures to protect data, and

· The conduct of personnel in relation to the protection of data.

[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8347]


	Trading Partner Agreements
	The Security Rule does not preclude additional documentation requirements in agreements between trading partners for the exchange of EPHI. 
For more information about trading partners and trading partner agreements, see Policy Memorandum 2003-33 which may be found on the CalOHI website at:  CalOHI - Transactions and Code Sets.
[Federal Register, Vol. 68, No. 34, February 20, 2003, Page 8358]
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	DECISION POINT:  Documentation

How will you ensure the necessary activities, actions and assessments are documented?

You will need to determine who will be responsible for writing, maintaining, and updating your Security documentation.  You will need to determine what business practices you need to document.  You will need to develop a process and timeline to review and update your documentation.  

	
	


HIPAA AND STATE REQUIREMENTS

	State Guidelines for Policies and Procedures
	Most State provisions governing information technology are found in the State Administrative Manual (SAM) and the State Information Management Manual (SIMM) which may be found at:  Department of Finance or http://www.dof.ca.gov/FISA/STATEMAN.HTM.  


	
	The State Administrative Manual (SAM) requires State agencies to establish an ongoing strategic plan for information technology that:

· Is consistent with current strategic direction for IT with relevant statewide policies and agency policies for the management of information and IT,

· Includes the active participation of agency executive and program management,

· Aligns agency strategies for IT with agency business strategies,

· Identifies emerging threats and opportunities,

· Assesses strengths and weaknesses,

· Assesses potential new IT,

· Provides for the creation and maintenance of IT infrastructure, and

· Establishes goals and priorities for acquisition of new information management capacities.  

[SAM § 4900.2]


	HIPAA and State Requirements
	CalOHI released a Baseline Analysis of the Security Requirements that compared the HIPAA Security regulations with the SAM and SIMM requirements.  This side-by-side comparison showed there are seven areas addressed by HIPAA that are not addressed by SIMM, SAM or State law.  These areas may be mentioned in other security requirements, but no specific directions are provided.  These areas include:

· Evaluation,

· Business Associate Contract and Other Arrangements,

· Workstation Use,

· Workstation Security,

· Device and Media Controls,

· Integrity – Mechanism to Authenticate EPHI, and

· Person or Entity Authentication.


	
	These areas will need to be addressed in the Security Policies and Procedures.  CalOHI will be issuing chapters on the above requirements.

For more information about the Baseline Analysis of the Security Requirements, see Policy Memorandum 2004-43 which may be found on the CalOHI website at:  CalOHI - Security or www.ohi.ca.gov.




	
	LEGAL CONSIDERATION:  Policies and Procedures

Much of what is required as part of the Security Policies and Procedures in HIPAA are currently required as part of the State department’s strategic plan or are to be documented as part of SAM and the SIMM requirements.  Therefore, development of the Security Policies and Procedures for HIPAA will likely be a process of assuring the requirements of HIPAA are addressed by your current policies and procedures that reside in your strategic plans, feasibility studies, software management plans, contingency plans, etc.  You may need to consolidate the information you currently have documented into your Security Policies and Procedures.  You may seek legal counsel to determine if you have addressed all the requirements for HIPAA and State requirements relevant to your organization and its programs.  

	
	


	State Requirements - Documentation
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	The State Administrative Manual (SAM) requires State agencies to maintain records of management decisions concerning the use of information technology.  These records are to be in sufficient detail to satisfy oversight agencies and internal management.  The records must address:

· Identification of information technology needs,

· Setting priorities for applications of information technology,

· Evaluation of application alternatives,

· Project management and control,

· Contingency planning and risk management, and

· Operational controls and maintenance provisions.

Applications of information technology shall be fully documented with respect to the needs of:

1. Non-technical users,

2. Technical personnel,

3. Agency measurement, and

4. Outside auditors.


	
	The adequacy of documentation is required to be an evaluation criterion in all procurements involving information technology (equipment, software, services, and telecommunications facilities).  Project plans are required to include specific provisions for the creation of suitable documentation.  [SAM Section 4800]

State regulations require State departments to establish appropriate policies and procedures for preserving the integrity and security of each automated file or database.  [SAM § 4841, paragraph 2.2.e.]  In addition, SAM requirtements specifically require State departments to document:   


	
	· Risk analysis reports to be submitted to the Director of the Department of Finance [SAM § 4842.1],
· Organizational and risk management practices [SAM § 4842.2] ,

· Operational recovery plans [SAM § 4843.1] ,

· Incidents of unauthorized or accidental modification, destruction, disclosure, loss, or access to automated files and databases [SAM § 4845],

· Risk management certifications [SAM § 4845],

· Policies and procedures to ensure staff understand and adhere to proper software management policies [SAM § 4846],

· Software management plans [SAM § 4846.1], and   

· Designation of critical personnel for information technology security [SAM 4841.1 and 4845].  


	
	State requirements designate ultimate responsibility for information technology security and risk management to one individual, the agency Director.  Annually, the Director must submit a Department Designation Letter (see SIMM Section 70) designating an Information Security Officer (ISO) [SAM 4841.1 and SAM 4845].  The ISO is required to oversee compliance with policies and procedures regarding the security of information assets [SAM 4841.1].   State departments will have to decide if their already designated ISO will also serve as the HIPAA Security Officer or if this designation will reside with someone else.  This person must ensure all HIPAA Security policies and procedures are written, implemented and maintained.  

[SAM may be found at the State Department of Finance’s website at:  Department of Finance or www.dof.ca.gov.]



	State Information Management Manual (SIMM)

[image: image8.wmf]
	SIMM requires that State departments submit documents to the Department of Finance which document activities and actions, including:

· Feasibility Study Reports (FSR),

· Special Project Reports (SPR),

· Project Oversight Framework,

· Post-Implementation Evaluation Report,

· Information Management Cost Report,

· Agency Information Management Strategy, and

· Various certifications.


	
	In addition, SIMM provides optional activities departments may choose to document, including:

· Project Management Overview,

· Project Concepts and Definitions,

· Project Management Planning,

· Project Start-Up,

· Project Execution, and

· Project Close-Out.


	
	[SIMM may be found at the State Department of Finance’s website at:  Department of Finance or www.dof.ca.gov.]




	HIPAA and State Requirements
	See the list of differences between HIPAA and State requirements in the paragraph above titled “HIPAA and State Requirements” on page 10.  As we indicated there, the areas provided in that list are not directly addressed in State requirements.  Therefore, covered entities will need to document the additional activities, actions or assessments that occur as a result of these requirements.  




	
	LEGAL CONSIDERATION:  Documentation 

You will need to consult with your legal counsel to determine if other State or federal laws, regulations, or requirements that apply to your program require documentation or the development of policies and procedures for the security of electronic health.  
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	DECISION POINT:  HIPAA and Other Laws, Regulations and Requirements

Do you know what other federal and State laws, regulations and requirements govern documentation?

You will need to determine what federal or State laws, regulations, requirements, or county ordinances apply to the documentation of security activities, actions and assessments for your business practices.  State departments will need to compare the SAM and SIMM requirements to HIPAA documentation requirements to determine what activities, actions or assessments may already be documented.  This may prevent duplicate documentation when it already exists.
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