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The standard does not address the extent to which a particular entity should implement the specific features.  Instead, we would require that each affected entity assess its own security needs and risks and devise, implement, and maintain appropriate security to address its business requirements.  How individual security requirements would be satisfied and which technology to use would be business decisions that each organization would have to make.  

The recommendations contained in the National Research Council’s 1997 report For The Record: Protecting Electronic Health Information support our approach to the development of a security standard.  This report presents findings and recommendations related to health data security, and is widely viewed as an authoritative and comprehensive source on the subject.  The report concludes that appropriate security practices are highly dependent on individual circumstances, but goes on to suggest that: 

‘‘It is therefore not possible to prescribe in detail specific practices for all organizations; rather, each organization must analyze its systems, vulnerabilities, risks, and resources to determine optimal security measures.  Nevertheless, the committee believes that a set of practices can be articulated in a sufficiently general way that they can be adopted by all health care organizations in one form or another.’’ (Page 168)  

The specific requirements and supporting implementation features detailed in the next section represent this general set of practices.  Many health care entities have already implemented some or all of these practices.  We believe they represent those practices that are necessary in order to conduct business electronically in the health care industry today and, therefore, are normal business costs.  

Inherent in this approach is a balance between the need to secure health data against risk and the economic cost of doing so.  Health care entities must consider both aspects in devising their security solutions. 

Specific Requirements     

The proposed standard requires that each health care entity engaged in electronic maintenance or transmission of health information assess potential risks and vulnerabilities to the individual health data in its possession in electronic form, and develop, implement, and maintain appropriate security measures.  Most importantly, these measures must be documented and kept current.  

The proposed security standard consists of the requirements that a health care entity must address in order to safeguard the integrity, confidentiality, and availability of its electronic data.  It also describes the implementation features that must be present in order to satisfy each requirement.  The proposed requirements and implementation features were developed by the implementation team based on knowledge of security procedures and existing standards and guidelines described above.  This was an iterative process that involved extensive outreach with a number of health care industry and Department of Commerce security experts.  We also drew upon Recommendations 1 and 3 in the National Research Council’s 1997 report, For The Record, that were recommended for immediate implementation. 

‘‘Recommendation 1: All organizations that handle patient identifiable health care information— regardless of size—should adopt the set of technical and organizational policies, practices, and procedures described below to protect such information.’’……

……‘‘Recommendation 3: The federal government should work with industry to promote and encourage an informed public debate to determine an appropriate balance between the primary concerns of patients and the information needs of various users of health care information.’’  

This proposed security standard was developed in the spirit of Recommendation 3.  The security standard development process has been an open one with invitations to a number of organizations to participate in the security discussions.  Although implementation team membership was limited to government employees, nongovernmental organizations; business organizations; individuals knowledgeable in security; and educational institutions have been encouraged to express their views.  

As a result of the collaborative security regulation development process, the implementation team has chosen to divide the proposed security requirements, for purposes of presentation only, into the following four categories:

  Administrative procedures to guard data integrity, confidentiality, and availability—these are documented, formal practices to manage the selection and execution of security measures to protect data and the conduct of personnel in relation to the protection of data.
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1. Administrative Procedures

[Please label written comments or e-mailed comments about this section with the subject: administrative procedures]

In this proposed rule, the administrative requirements and supporting implementation features are presented at § 142.308(a).  We would require each to be documented. We would require the documentation to be made available to those individuals responsible for implementing the procedures and would require it to be reviewed and updated periodically.  The following matrix depicts the requirements and supporting implementation features for the Administrative Procedures category.

a. Certification. Each organization would be required to evaluate its computer system(s) or network design(s) to certify that the appropriate security has been implemented.  This evaluation could be performed internally or by an external accrediting agency.  

We are, at this time, soliciting input on appropriate mechanisms to permit independent assessment of compliance.  We would be particularly interested in input from those engaging in health care electronic data interchange (EDI), as well as independent certification and auditing organizations addressing issues of documentary evidence of steps taken for compliance; need for, or desirability of, independent verification, validation, and testing of system changes; and certifications required for off-the-shelf products used to meet the requirements of this regulation.
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d. Formal Mechanism for Processing Records    There would be a formal mechanism for processing records, that is, documented policies and procedures for the routine and nonroutine receipt, manipulation, storage, dissemination, transmission, and/or disposal of health information.  This is important to limit the inadvertent loss or disclosure of secure information because of process issues.

e. Information Access Control.    An entity would be required to establish and maintain formal, documented policies and procedures for granting different levels of access to health care information.  To satisfy this requirement, the following features would be provided:

  Access authorization policies and procedures.

  Access establishment policies and procedures.

  Access modification policies and procedures.

h. Security Configuration Management   . The organization would be required to implement measures, practices, and procedures for the security of information systems.  These would be coordinated and integrated with other system configuration management practices in order to create and manage system integrity.  This integration process is important to ensure that routine changes to system hardware and/or software do not contribute to or create security weaknesses.  This requirement would include the following:

  Documentation.

  Hardware/software installation and maintenance review and testing for security features.

  Inventory procedures.

  Security testing.

  Virus checking.

i. Security Incident Procedures. There would be a requirement to implement accurate and current security incident procedures.  These are formal, documented instructions for reporting security breaches, so that security violations are reported and handled promptly.  These instructions would include the following:

  Report procedures.

  Response procedures.

k. Termination Procedures. There would be a requirement to implement termination procedures, which are formal, documented instructions, including appropriate security measures, for the ending of an employee’s employment or an internal/external user’s access.  These procedures are important to prevent the possibility of unauthorized access to secure data by those who are no longer authorized to access the data.  Termination procedures would include the following mandatory implementation features:

  Changing combination locks.

  Removal from access lists.

  Removal of user account(s).

  Turn in of keys, tokens, or cards that allow access.
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2. Physical Safeguards To Guard Data Integrity, Confidentiality, and Availability

[Please label written comments or e-mailed comments about this section with the subject: Physical Safeguards]

The requirements and implementation features for physical safeguards are presented at § 142.308(b) of this proposed rule.  We would require each of these safeguards to be documented.  We would require this documentation to be made available to those individuals responsible for implementing the safeguards and to be reviewed and updated periodically.  The following matrix depicts the requirements and implementation features for the Physical Safeguards category.  Following the matrix is a discussion of each of the requirements under that category.

a. Assigned Security Responsibility.

We would require the security responsibility to be assigned to a specific individual or organization, and the assignment be documented.  These responsibilities would include the management and supervision of (1) the use of security measures to protect data, and (2) the conduct of personnel in relation to the protection of data.  This assignment is important to provide an organizational focus and importance to security and to pinpoint responsibility.

b. Media Controls. Media controls would be required in the form of formal, documented policies and procedures that govern the receipt and removal of hardware/software (for example, diskettes, tapes) into and out of a facility.  They are important to ensure total control of media containing health information.  These controls would include the following mandatory implementation features:

  Controlled access to media.

  Accountability (tracking mechanism).

  Data backup.

  Data storage.

  Disposal.

c. Physical Access Controls. Physical access controls (limited access) would

be required.  These would be formal, documented policies and procedures for

limiting physical access to an entity while ensuring that properly authorized

access is allowed.  These controls would be extremely important to the security

of health information by preventing unauthorized physical access to information and ensuring that authorized personnel have proper access.  These controls would include the following mandatory implementation features:

  Disaster recovery.

  Emergency mode operation.

  Equipment control (into and out ofsite).

  A facility security plan.

  Procedures for verifying access authorizations prior to physical access.

  Maintenance records.

  Need-to-know procedures for personnel access.

  Sign-in for visitors and escort, if appropriate.

  Testing and revision.

d. Policy/Guideline on Workstation Use.  Each organization would be required to have a policy/guideline on workstation use.  These documented instructions/procedures would delineate the proper functions to be performed and the manner in which those functions are to be performed (for example, logging off before leaving a terminal unattended).  This would be important so that employees will understand the manner in which workstations must be used to maximize the security of health information.

3. Technical Security Services To Guard Data Integrity, Confidentiality, and

Availability 

[Please label written comments or e-mailed comments about this section with the subject:  Technical Security Services]  

The proposed requirements and implementation features for technical security services are presented at § 142.308(c).  We would require each of these services to be implemented and documented.  The documentation would be made available to those individuals responsible for implementing the services and would be reviewed and updated periodically.  The following matrix depicts the requirements and implementation features for the Technical Security Services category.
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4. Technical Security Mechanisms To Guard Against Unauthorized Access to

Data That Is Transmitted Over a Communications Network 

[Please label written comments or e-mailed comments about this section with the subject:Technical Security Mechanisms]

In this proposed rule, the requirements and implementation features for technical security mechanisms are presented at § 142.308(d).  Each of these mechanisms would need to be documented.  The documentation would be made available to those individuals responsible for implementing the mechanisms and would be reviewed and updated periodically. The following matrix depicts the requirement and implementation features for the Technical Security Mechanisms category.
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Section 142.308 Security Standard

In summary, each entity designated in § 142.302 must maintain documentation demonstrating the development, implementation, and maintenance of appropriate security measures that include, at a minimum, the requirements and implementation features set forth in this section.  In addition, entities must maintain necessary documentation to demonstrate that these measures have been periodically reviewed, validated, updated, and kept current.  


While we solicit comment on these recordkeeping requirements we explicitly solicit comment on the burden associated with maintaining documentation related to the implementation the requirements set forth in § 142.308.  Since the level of documentation necessary to demonstrate compliance with these requirements is dependent upon individual business needs and the fact that we do not prescribe the form, format, or degree of documentation necessary to demonstrate compliance, we are currently unable to accurately estimate the degree of recordkeeping burden that will be experienced by the varying entities.  Therefore, commentors should provide an estimate of: (1) the initial recordkeeping burden associated with meeting these requirements and (2) the recordkeeping burden associated with maintaining documentation to demonstrate that the measures have been periodically reviewed, validated, updated, and kept current.  

Below is a discussion of the applicability of the PRA as it may relate to the adoption of the standard referenced in § 142.310 of this regulation.

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

§ 142.308 Security standard.

Each entity designated in § 142.302 must assess potential risks and vulnerabilities to the individual health data in its possession and develop, implement, and maintain appropriate security measures.  These measures must be documented and kept current, and must include, at a minimum, the following requirements and implementation features:

(a) Administrative procedures to guard data integrity, confidentiality, and availability (documented, formal practices to manage the selection and execution of security measures to protect data, and to manage the conduct of personnel in relation to the protection of data).  

(1) ……
(3) A contingency plan, a routinely updated plan for responding to a system

emergency, that includes performing backups, preparing critical facilities that can be used to facilitate continuity of operations in the event of an emergency, and recovering from a disaster.  The plan must include all of the following implementation features:

(i) An applications and data criticality analysis (an entity’s formal assessment of the sensitivity, vulnerabilities, and security of its programs and information it receives, manipulates, stores, and/or transmits).

(ii) Data backup plan (a documented and routinely updated plan to create and maintain, for a specific period of time, retrievable exact copies of information).

(iii) A disaster recovery plan (the part of an overall contingency plan that contains a process enabling an enterprise to restore any loss of data in the event of fire, vandalism, natural disaster, or system failure).

(iv) Emergency mode operation plan (the part of an overall contingency plan that contains a process enabling an enterprise to continue to operate in the event of fire, vandalism, natural disaster, or system failure).

(v) Testing and revision procedures (the documented process of periodic testing of written contingency plans to discover weaknesses and the subsequent process of revising the documentation, if necessary).

(4) Formal mechanism for processing records (documented policies and procedures for the routine, and nonroutine, receipt, manipulation, storage, dissemination, transmission, and/or disposal of health information).

(5) Information access control (formal, documented policies and procedures for granting different levels of access to health care information) that includes all of the following implementation features:

(6) ….

(7) Personnel security (all personnel who have access to any sensitive information have the required authorities as well as all appropriate clearances) that includes all of the following implementation features:

(i) Assuring supervision of maintenance personnel by an authorized, knowledgeable person.  These procedures are documented formal procedures and instructions for the oversight of maintenance personnel when the personnel are near health information pertaining to an individual.

(ii) Maintaining a record of access authorizations (ongoing documentation and review of the levels of access granted to a user, program, or procedure accessing health information).

(iii) Assuring that operating and maintenance personnel have proper access authorization (formal documented policies and procedures for determining the access level to be granted to individuals working on, or near, health information).

(iv) Establishing personnel clearance procedures (a protective measure applied to determine that an individual’s access to sensitive unclassified automated information is admissible).

(v) Establishing and maintaining personnel security policies and procedures (formal, documentation of procedures to ensure that all personnel who have access to sensitive information have the required authority as well as appropriate clearances).

(vi) Assuring that system users, including maintenance personnel, receive security awareness training.

(8) Security configuration management (measures, practices, and procedures for the security of information systems that must be coordinated and integrated with each other and other measures, practices, and procedures of the organization established in order to create a coherent system of security) that includes all of the following implementation features:

(i) Documentation (written security plans, rules, procedures, and instructions concerning all components of an entity’s security).

(ii) Hardware and software installation and maintenance review and testing for security features (formal, documented procedures for connecting and loading new equipment and programs, periodic review of the maintenance occurring on that equipment and programs, and periodic security testing of the security attributes of that hardware/software).

(iii) Inventory (the formal, documented identification of hardware and software assets).

(9) Security incident procedures (formal documented instructions for reporting security breaches) that include all of the following implementation features:

(i) Report procedures (documented formal mechanism employed to document security incidents).

(ii) Response procedures (documented formal rules or instructions for actions to be taken as a result of the receipt of a security incident report).
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§ 142.308 Security standard. (Continued)

(a) 

(11) Termination procedures (formal documented instructions, which include appropriate security measures, for the ending of an employee’s employment or an internal/external user’s access) that include procedures for all of the following implementation features:

(i) Changing locks (a documented procedure for changing combinations of locking mechanisms, both on a recurring basis and when personnel knowledgeable of combinations no longer have a need to know or require access to the protected facility or system).

(ii) Removal from access lists (physical eradication of an entity’s access privileges).

(iii) Removal of user account(s) (termination or deletion of an individual’s access privileges to the information, services, and resources for which they currently have clearance, authorization, and need-to-know when such clearance, authorization and need to- know no longer exists).

(iv) Turning in of keys, tokens, or cards that allow access (formal, documented procedure to ensure all physical items that allow a terminated employee to access a property, building, or equipment are retrieved from that employee, preferably before termination).

(b) Physical safeguards to guard data integrity, confidentiality, and availability. Protection of physical computer systems and related buildings and equipment from fire and other natural and environmental hazards, as well as from intrusion. It covers the use of locks, keys, and administrative measures used to control access to computer systems and facilities.  Physical safeguards must include all of the following requirements and implementation features:

(1) Assigned security responsibility (practices established by management to manage and supervise the execution and use of security measures to protect data and to manage and supervise the conduct of personnel in relation to the protection of data).

(2) Media controls (formal, documented policies and procedures that govern the receipt and removal of hardware/software (such as diskettes and tapes) into and out of a facility) that include all of the following implementation features:

(3) Physical access controls (limited access) (formal, documented policies and procedures to be followed to limit physical access to an entity while ensuring that properly authorized access is allowed) that include all of the following implementation features:

(i) Disaster recovery (the process enabling an entity to restore any loss of data in the event of fire, vandalism, natural disaster, or system failure).

(ii) An emergency mode operation (access controls in place that enable an entity to continue to operate in the event of fire, vandalism, natural disaster, or system failure).

(iii) Equipment control (into and out of site) (documented security procedures for bringing hardware and software into and out of a facility and for maintaining a record of that equipment.  This includes, but is not limited to, the marking, handling, and disposal of hardware and storage media.)

(iv) A facility security plan (a plan to safeguard the premises and building (exterior and interior) from unauthorized physical access and to safeguard the equipment therein from unauthorized physical access,

(v) Procedures for verifying access authorizations before granting physical access (formal, documented policies and instructions for validating the access privileges of an entity before granting those privileges).

(vi) Maintenance records (documentation of repairs and modifications to the physical components of a facility, such as hardware, software, walls, doors, and locks).
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142.308

(b) Protection of physical computer systems and related buildings and equipment from fire and other natural and environmental hazards, as well as from intrusion.  It covers the use of locks, keys, and administrative measures used to control access to computer systems and facilities.  Physical safeguards must include all of the following requirements and implementation features:

(4) Policy and guidelines on work station use (documented instructions/procedures delineating the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific computer terminal site or type of site, dependent upon the sensitivity of the information accessed from that site).

(c) Technical security services to guard data integrity, confidentiality, and availability (the processes that are put in place to protect information and to control individual access to information).  These services include the following requirements and implementation features:

(1) The technical security services must include all of the following requirements and the specified implementation features:

(i) Access control that includes:

(A) A procedure for emergency access (documented instructions for obtaining necessary information during a crisis), and
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Documentation: Written security plans, rules, procedures, and instructions concerning all components of an entity’s security.  Part of security configuration mgmt on the matrix.  
Final Rule
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III. Analysis of, and Responses to, Public Comments on the Proposed Rule

“…In this section of the preamble, we summarize the provisions of the proposed regulations, summarize the related provisions in this final rule, and respond to comments received concerning each area.  

It should be noted that the proposed Security Rule contained multiple proposed ‘‘requirements’’ and ‘‘implementation features.’’ In this final rule, we replace the term ‘‘requirement’’ with ‘‘standard.’’ We also replace the phrase ‘‘implementation feature’’ with ‘‘implementation specification.’’  We do this to maintain consistency with the use of those terms as they appear in the statute, the Transactions Rule, and the Privacy Rule.  Within the comment and response portion of this final rule, for purposes of continuity, however, we use ‘‘requirement’’ and ‘‘implementation feature’’ when we are referring specifically to matters from the proposed rule. In all other instances, we use ‘‘standard’’ and ‘‘implementation specification.’’  

The proposed rule would require that each covered entity (as now described in § 160.102) engaged in the electronic maintenance or transmission of health information pertaining to individuals assess potential risks and vulnerabilities to such information in its possession in electronic form, and develop, implement, and maintain appropriate security measures to protect that information. Importantly, these measures would be required to be documented and kept current.”
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A. General Issues

…3. Implementation Specifications

In addition to adopting standards, this rule adopts implementation specifications that provide instructions for implementing those standards.  

However, in some cases, the standard itself includes all the necessary instructions for implementation.  In these instances, there may be no corresponding implementation specification for the standard specifically set forth in the regulations text.  In those instances, the standards themselves also serve as the implementation specification.  In other words, in those instances, we are adopting one set of instructions as both the standard and the implementation specification.  The implementation specification would, accordingly, in those instances be required.  

In this final rule, we adopt both ‘‘required’’ and ‘‘addressable’’ implementation specifications.  We introduce the concept of ‘‘addressable implementation specifications’’ to provide covered entities additional flexibility with respect to compliance with the security standards.  

In meeting standards that contain addressable implementation specifications, a covered entity will ultimately do one of the following: (a) Implement one or more of the addressable implementation specifications; (b) implement one or more alternative security measures; (c) implement a combination of both; or (d) not implement either an addressable implementation specification or an alternative security measure. In all cases, the covered entity must meet the standards, as explained below.  

The entity must decide whether a given addressable implementation specification is a reasonable and appropriate security measure to apply within its particular security framework.  This decision will depend on a variety of factors, such as, among others, the entity’s risk analysis, risk mitigation strategy, what security measures are already in place, and the cost of implementation.  Based upon this decision the following applies:  

(a) If a given addressable implementation specification is determined to be reasonable and appropriate, the covered entity must implement it.  

(b) If a given addressable implementation specification is determined to be an inappropriate and/or unreasonable security measure for the covered entity, but the standard cannot be met without implementation of an additional security safeguard, the covered entity may implement an alternate measure that accomplishes the same end as the addressable implementation specification.  An entity that meets a given standard through alternative measures must document the decision not to implement the addressable implementation specification, the rationale behind that decision, and the alternative safeguard implemented to meet the standard.
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a. Comment: We received comments requesting that we define the following terms: ‘‘token’’ and ‘‘documentation.’’  

Response: These terms were defined in Addendum 2 of the proposed rule. In this final rule, we do not adopt a definition for ‘‘token’’ because it is not used in the final rule. ‘‘  Documentation’’ is discussed in § 164.316 below.
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D. General Rules (§ 164.306)

In the proposed rule, we proposed to cover all health information maintained or transmitted in electronic form by a covered entity.  We proposed to adopt, in §142.308, a nation-wide security standard that would require covered entities to implement security measures that would be technology-neutral and scalable, and yet integrate all the components of security (administrative procedures, physical safeguards, technical security services, and technical security mechanisms) that must be in place to preserve health information confidentiality, integrity, and availability (three basic elements of security).  Since no comprehensive, scalable, and technology-neutral set of standards currently exists, we proposed to designate a new standard, which would define the security requirements to be fulfilled.  

The proposed rule proposed to define the security standard as a set of scalable, technology-neutral requirements with implementation features that providers, plans, and clearinghouses would have to include in their operations to ensure that health information pertaining to an individual that is electronically maintained or electronically transmitted remains safeguarded.  The proposed rule would have required that each affected entity assess its own security needs and risks and devise, implement, and maintain appropriate security to address its own unique security needs.  How individual security requirements would be satisfied and which technology to use would be business decisions that each entity would have to make.  

In the final rule we adopt this basic framework. In § 164.306, we set forth general rules pertaining to the security standards. In paragraph (a), we describe the general requirements.  Paragraph (a) generally reflects section 1173(d)(2) of the Act, but makes explicit the connection between the security standards and the privacy standards (see § 164.306(a)(3)). In § 164.306(a)(1), we provide that the security standards apply to all electronic protected health information the covered entity creates, receives, maintains, or transmits.  In paragraph (b)(1), we provide explicitly for the scalability of this rule by discussing the flexibility of the standards, and paragraph (b)(2) of § 164.306 discusses various factors covered entities must consider in complying with the standards.  

The provisions of § 164.306(c) provide the framework for the security standards, and establish the requirement that covered entities must comply with the standards.  The administrative, physical, and technical safeguards a covered entity employs must be reasonable and appropriate to accomplish the tasks outlined in paragraphs (1) through (4) of § 164.306(a).  Thus, an entity’s risk analysis and risk management measures required by § 164.308(a)(1) must be designed to lead to the implementation of security measures that will comply with § 164.306(a). 

It should be noted that the implementation of reasonable and appropriate security measures also supports compliance with the privacy standards, just as the lack of adequate security can increase the risk of violation of the privacy standards. If, for example, a particular safeguard is inadequate because it routinely permits reasonably anticipated uses or disclosures of electronic protected health information that are not permitted by the Privacy Rule, and that could have been prevented by implementation of one or more security measures appropriate to the scale of the covered entity, the covered entity would not only be violating the Privacy Rule, but would also not be in compliance with § 164.306(a)(3) of this rule.  

Paragraph (d) of § 164.306 establishes two types of implementation specifications, required and addressable. It provides that required implementation specifications must be met.  However, with respect to implementation specifications that are addressable, § 164.306(d)(3) specifies that covered entities must assess whether an implementation specification is a reasonable and appropriate safeguard in its environment, which may include consideration of factors such as the size and capability of the organization as well as the risk. If the organization determines it is a reasonable and appropriate safeguard, it must implement the specification.  If an addressable implementation specification is determined not to be a reasonable and appropriate answer to a covered entity’s security needs, the covered entity must do one of two things: implement another equivalent measure if reasonable and appropriate; or if the standard can otherwise be met, the covered entity may choose to not implement the implementation specification or any equivalent alternative measure at all.  The covered entity must document the rationale behind not implementing the implementation specification. See the detailed discussion in section II.A.3.  

Paragraph (e) of § 164.306 addresses the requirement for covered entities to maintain the security measures
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b. Comment: Several commenters requested we withdraw the regulations, citing resource shortages due to Y2K preparation, upcoming privacy legislation, and/or the ‘‘excessive micromanagement’’ contained in the rules.  One commenter stated that, to insurers, these rules were onerous, not necessary, and not justified as cost-effective, as they already have effective practices for computer security and are subject to rigorous State laws for the safeguarding of health information.  Another commenter stated that these rules would adversely affect a provider’s practice environment.

Response: The HIPAA statute requires us to promulgate a rule adopting security standards for health information. Resource concerns due to Y2K should no longer be an issue.  Covered entities will have 2 years (or, in the case of small health plans, 3 years) from the adoption of this final rule in which to comply.  Concerns relative to effective and compliance dates and the Privacy Rule are discussed under § 164.318,  Compliance dates for initial implementation, below and at 65 FR 82751 through 82752.  

We disagree that these standards will adversely affect a provider’s practice environment.  The scalability of the standards allows each covered entity to implement security protections that are appropriate to its specific needs, risks, and environments.  These protections are necessary to maintain the confidentiality, integrity, and availability of patient data.  A covered entity that lacks adequate protections risks inadvertent disclosure of patient data, with resulting loss of public trust, and potential legal action. For example, a covered entity with poor facility access controls and procedures would be susceptible to hacking of its databases.  A provider with appropriate security protections already in place would only need to ensure that the protections are documented and are reassessed periodically to ensure that they continue to be appropriate and are actually being implemented.  Our decision to classify many implementation specifications as addressable, rather than mandatory, provides even more flexibility to covered entities to develop cost effective solutions. We believe that insurers who already have effective security programs in place will have met many of the requirements of this regulation.
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q. Comment: One commenter asked that data retention be addressed more specifically, since this will become a significant issue over time. It is recommended that a national work group be convened to address this issue.

Response: The commenter’s concern is noted.  While the documentation relating to Security Rule implementation must be retained for a period of 6 years (see § 164.316(b)(2)), it is not within the scope of this final rule to address data retention time frames for administrative or clinical records.

r. Comment: One commenter stated that requiring provider practices to develop policies, procedures, and training programs and to implement record keeping and documentation systems would be tremendously resource-intensive and increase the costs of health care.

Response: We expect that many of the standards of this final rule are already being met in one form or another by covered entities.  For example, as part of normal business operations, health care providers already take measures to protect the health information in their keeping.  Health care providers already keep records, train their employees, and require employees to follow office policies and procedures.  Similarly, health plans are already frequently required by State law to keep information confidential.  While revisions to a practice’s or plan’s current activities may be necessary, the development of entirely new systems or procedures may not be necessary.

E. Administrative Safeguards (§ 164.308)

We proposed that measures taken to comply with the rule be appropriate to protect the health information in a covered entity’s care.  Most importantly, we proposed to require that both the measures taken and documentation of those measures be kept current, that is, reviewed and updated periodically to continue appropriately to protect the health information in the care of covered entities.  We would have required the documentation to be made available to those individuals responsible for implementing the procedure.  

We proposed a number of administrative requirements and supporting implementation features, and required documentation for those administrative requirements and implementation features.  

In this final rule, we have placed these administrative standards in § 164.308.  We have reordered them, deleted much of the detail of the proposed requirements, as discussed below, and omitted two of the proposed sets of requirements (system configuration requirements and a requirement for a formal mechanism for processing records) as discussed in paragraph 10 of the discussion of § 164.308 of section III.E. of this preamble.  Otherwise, the basic elements of the administrative safeguards are adopted in this final rule as proposed. 
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2. Assigned Security Responsibility (§ 164.308(a)(2))

We proposed that the responsibility for security be assigned to a specific individual or organization to provide an organizational focus and importance to security, and that the assignment be documented.  Responsibilities would include the management and supervision of (1) the use of security measures to protect data, and (2) the conduct of personnel in relation to the protection of data.  

In this final rule, we clarify that the final responsibility for a covered entity’s security must be assigned to one official.  The requirement for documentation is retained, but is made part of § 164.316 below. This policy is consistent with the analogous policy in the Privacy Rule, at 45 CFR 164.530(a), and the same considerations apply. See 65 FR 82744 through 87445. The same person could fill the role for both security and privacy.
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f. Comment: One commenter asked whether human resource employee termination policies and procedures must be documented to show the types of security breaches that would result in termination.

Response: Policies and procedures implemented to adhere to this standard must be documented (see § 164.316 below).  The purpose of termination procedure documentation under this implementation specification is not to detail when or under which circumstances an employee should be terminated.  This information would more appropriately be part of the entity’s sanction policy.  The purpose of termination procedure documentation is to ensure that termination procedures include security-unique actions to be followed, for example, revoking passwords and retrieving keys when a termination occurs.

4. Information Access Management (§ 164.308(a)(4))

We proposed an ‘‘information access control’’ requirement for establishment and maintenance of formal, documented policies and procedures defining levels of access for all personnel authorized to access health information, and how access is granted and modified. In § 164.308(a)(4)(ii)(B) and (C) below, the proposed implementation features are made addressable specifications.  We have added in § 164.308(a)(4)(ii)(A), a required implementation specification to isolate health care clearinghouse functions to address the provisions of section 1173(d)(1)(B) of the Act which related to this area.

c. Comment: Clarification was requested concerning the meaning of ’’formal.’’

Response:  The word ‘‘formal’’ has caused considerable concern among commenters, as it was thought ‘‘formal’’ carried the connotation of a rigidly defined structure similar to what might be found in the Department of Defense instructions.  As used in the proposed rule, this word was not intended to convey such a strict structure.  Rather, it was meant to convey that documentation should be an official organizational statement as opposed to word-of-mouth or cryptic notes scratched on a notepad.  While documentation is still required (see § 164.316), to alleviate confusion, the word ‘‘formal’’ has been deleted. 
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6. Security Incident Procedures (§ 164.308(a)(6))

We proposed a requirement for implementation of accurate and current security incident procedures: formal, documented report and response procedures so that security violations would be reported and handled promptly.  We adopt this standard in the final rule, along with an implementation specification for response and reporting, since documenting and reporting incidents, as well as responding to incidents are an integral part of a security program.

a. Comment: Several commenters asked that we further define the scope of a breach of security.  Along this same line, another commenter stated that the proposed security incident procedures were too vague as stated.  We were asked to specify what a security incident would be, what the internal chain for reporting procedures would be, and what should be included in the documentation (for example, hardware/ software, personnel responses). 

Response: We define a security incident in § 164.304.  Whether a specific action would be considered a security incident, the specific process of documenting incidents, what information should be contained in the documentation, and what the appropriate response should be will be dependent upon an entity’s environment and the information involved.  An entity should be able to rely upon the information gathered in complying with the other security standards, for example, its risk assessment and risk management procedures and the privacy standards, to determine what constitutes a security incident in the context of its business operations.
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8. Evaluation (§ 164.308(a)(8))

We proposed that certification would be required and could be performed internally or by an external accrediting agency.  We solicited input on appropriate mechanisms to permit an independent assessment of compliance.  We were particularly interested in input from those engaging in health care electronic data interchange (EDI), as well as independent certification and auditing organizations addressing issues of documentary evidence of steps taken for compliance; need for, or desirability of, independent verification, validation, and testing of system changes; and certifications required for off-the-shelf products used to meet the requirements of this regulation.  We also solicited comments on the extent to which obtaining external certification would create an undue burden on small or rural providers.  

In this final rule, we require covered entities to periodically conduct an evaluation of their security safeguards to demonstrate and document their compliance with the entity’s security policy and the requirements of this subpart.  Covered entities must assess the need for a new evaluation based on changes to their security environment since their last evaluation, for example, new technology adopted or responses to newly recognized risks to the security of their information.
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F. Physical Safeguards (§ 164.310)

We proposed requirements and implementation features for documented physical safeguards to guard data integrity, confidentiality, and availability.  We proposed to require safeguards in the following areas: Assigned security responsibility; media controls; physical access controls; policies and guidelines on workstation use; a secure workstation location; and security awareness training.  A number of specific implementation features were proposed under the media controls and physical access controls requirements.  

In § 164.310 of this final rule, most of the proposed implementation features are adopted as addressable implementation specifications.  The proposed requirements for the assigned security responsibility and security awareness training requirements are relocated in § 164.308.

2. Facility Access Controls (§ 164.310(a)(1))

We proposed, under the ‘‘Physical access controls’’ requirement, formal, documented policies and procedures for limiting physical access to an entity while ensuring that properly authorized access is allowed.  These controls would include the following implementation features: disaster recovery, emergency mode operation, equipment control (into and out of site), a facility security plan, procedures for verifying access authorizations before physical access, maintenance records, need-to-know procedures for personnel access, sign-in for visitors and escort, if appropriate, and testing and revision.  

In § 164.310(a)(2) below, we combine and restate these as addressable implementation specifications.  These are contingency operations, facility security plan, access control and validation procedures, and maintenance records.

e. Comment: Commenters were concerned about having to address in their facility security plan the exterior/ interior security of a building when they are one of many occupants rather than the sole occupant.  Additional commenters were concerned that the responsibility for physical security of the building could not be delegated to a third party when the covered entity shares the building with other offices.

Response: The facility security plan is an addressable implementation specification.  However, the covered entity retains responsibility for considering facility security even where it shares space within a building with other organizations.  Facility security measures taken by a third party must be considered and documented in the covered entity’s facility security plan, when appropriate.
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3. Workstation Use (§ 164.310(b)) 

We proposed policy and guidelines on workstation use that included documented instructions/procedures delineating the proper functions to be performed and the manner in which those functions are to be performed (for example, logging off before leaving a workstation unattended) to maximize the security of health information.  In this final rule, we adopt this standard.

5. Device and Media Controls (§ 164.310(d)(1))

We proposed that covered entities have media controls in the form of formal, documented policies and procedures that govern the receipt and removal of hardware and/or software (for example, diskettes and tapes) into and out of a facility.  Implementation features would have included ‘‘Access control,’’ ‘‘Accountability’’ (tracking mechanism), ‘‘Data backup,’’ ‘‘Data storage,’’ and ‘‘Disposal.’’  

In this final rule, we adopt most of these provisions as addressable implementation specifications and add a specification for media re-use.  We change the name from ‘‘Media controls’’ to ‘‘Device and media controls’’ to more clearly reflect that this standard concerns hardware as well as electronic media.  The proposed ‘‘Access control’’ implementation feature has been removed, as it is addressed as part of other standards (see section III.C.12.c of this preamble).
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2. Business Associate Contracts and Other Arrangements  

We proposed that parties processing data through a third party would be required to enter into a chain of trust partner agreement, a contract in which the parties agree to electronically exchange data and to protect the transmitted data.  This final rule narrows the scope of agreements required. It essentially tracks the provisions in § 164.502(e) and § 164.504(e) of the Privacy Rule, although appropriate modifications have been made in this rule to the required elements of the contract. 

In this final rule, a contract between a covered entity and a business associate must provide that the business associate must—(1) implement safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of the covered entity; (2) ensure that any agent, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate safeguards; (3) report to the covered entity any aware; (4) make its policies and procedures, and documentation required by this subpart relating to such safeguards, available to the Secretary for purposes of determining the covered entity’s compliance with this subpart; and (5) authorize termination of the contract by the covered entity if the covered entity determines that the business associate has violated a material term of the contract.  

When a covered entity and its business associate are both governmental entities, an ‘‘other arrangement’’ is sufficient.  The covered entity is in compliance with this standard if it enters into a memorandum of understanding with the business associate that contains terms that accomplish the objectives of the above described business associate contract.  However, the covered entity may omit from this memorandum the termination authorization required by the business associate contract provisions if this authorization is inconsistent with the statutory obligations of the covered entity or its business associate.  If other law (including regulations adopted by the covered entity or its business associate) contains requirements applicable to the business associate that accomplish the objectives of the above described business associate contract, a contract or agreement is not required.  If a covered entity enters into other arrangements with another governmental entity that is a business associate, such arrangements may omit provisions equivalent to the termination authorization required by the business associate contract, if inconsistent with the statutory obligation of the covered entity or its business associate.  

If a business associate is required by law to perform a function or activity on behalf of a covered entity or to provide a service described in the definition of business associate in § 160.103 of this subchapter to a covered entity, the covered entity may permit the business associate to receive, create, maintain, or transmit electronic protected health information on its behalf to the extent necessary to comply with the legal mandate without meeting the requirements of the above-described business associate contract, provided that the covered entity attempts in good faith to obtain satisfactory assurances as required by the above described business associate contract and documents the attempt and the reasons that these assurances cannot be obtained.  

We have added a standard for group health plans that parallels the provisions of the Privacy Rule.  It became apparent during the course of the security and privacy rulemaking that our original chain of trust approach was both overly broad in scope and failed to address appropriately the circumstances of certain covered entities, particularly the ERISA group health plans.  These latter considerations and the solutions arrived at in the Privacy Rule are described in detail in the Privacy Rule at 65 FR 82507 through 82509.  Because the purpose of the security standards is in part to reinforce privacy protections, it makes sense to align the organizational policies of the two rules.  This decision should also make compliance less burdensome for covered entities than would a decision to have different organizational requirements for the two sets of rules.  

Thus, we have added at § 164.314(b) a standard for group health plan that tracks the standard at § 164.504(f) very closely.  The purpose of these provisions is to ensure that, except when the electronic protected health information disclosed to a plan sponsor is summary health information or enrollment or disenrollment information as provided documents provide that the plan sponsor will reasonably and appropriately safeguard electronic protected health information created, received, maintained or transmitted to or by the plan sponsor on behalf of the group health plan.  The plan documents of the group health plan must be amended to incorporate provisions to require the plan sponsor to implement reasonable and appropriate safeguards to protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of the group health plan; ensure that the adequate separation required by § 164.504(f)(2)(iii) is supported by reasonable and appropriate security measures; ensure that any agents, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate safeguards to protect the information; report to the group health plan any security incident of which it becomes aware; and make its policies and procedures and documentation relating to these safeguards available to the Secretary for purposes of determining the group health plan’s compliance with this subpart.
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I. Policies and Procedures and Documentation Requirements (§ 164.316) 

We proposed requiring documented policies and procedures for the routine and nonroutine receipt, manipulation, storage, dissemination, transmission, and/or disposal of health information.  We proposed that the documentation be reviewed and updated periodically.  

We have emphasized throughout this final rule the scalability allowed by the security standards.  This final rule requires covered entities to implement policies and procedures that are reasonably designed, taking into account the size and type of activities of the covered entity that relate to electronic protected health information, and requires that the policies and procedures must be documented in written form, which may be in electronic form.  This final rule also provides that a covered entity may change its policies and procedures at any time, provided that it documents and implements the changes in accordance with the applicable requirements.  Covered entities must also document designations, for example, of affiliation between covered entities (see § 164.105(b)), and other actions, as required by other provisions of the subpart.

2. Comment: One commenter asked if standards will override agreements that require others to maintain hardcopy documentation (for example, signature on file) and no longer require submitters to maintain hardcopy documentation.

Response: The security standards will require a minimum level of documentation of security practices.  Any agreements between trading partners for the exchange of electronic protected health information that impose additional documentation requirements will not be overridden by this final rule.

3. Comment: One commenter stated that there should be a requirement to document only applications deemed necessary by an applications and data criticality assessment.

Response: Electronic protected health information must be afforded security protection under this rule regardless of what application it resides in.  The measures taken to protect that information must be documented.

4. Comment: One commenter asked how detailed the documentation must be. Another commenter asked what ‘‘kept current’’ meant.

Response: Documentation must be detailed enough to communicate the security measures taken and to facilitate periodic evaluations pursuant to § 164.308(a)(8).  While the term ‘‘current’’ is not in the final rule, this concept has been adopted in the requirement that documentation must be updated as needed to reflect security measures currently in effect.

5. Comment: We received one comment concerning review and updating of implementing documentation suggesting that ‘‘periodically’’ be changed to ‘‘at least annually.’’

Response: We believe that the requirement should remain as written, in order to allow individual entities to establish review and update cycles as deemed necessary.  The need for review and update will vary dependent upon a given entity’s size, configuration, environment, operational changes, and the security measures implemented.
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Section 164.306 Security Standards:  General Rules 

Under paragraph (d), a covered entity must, if implementing the implementation specification is not reasonable and appropriate, document why it would not be reasonable and appropriate to implement the implementation specification.  We estimate that 75,000 entities will be affected by this requirement and that they will have to create documentation 3 times for this requirement.  

We estimate each instance of documentation will take .25 hours, for a one-time total burden of 56,250 hours.

Section 164.308 Administrative Safeguards

Under this section, a covered entity must document known security incidents and their outcomes.  

We estimate that there will be 50 known incidents annually and that it will take 8 hours to document this requirement, for an annual burden of 400 hours.  

This section further requires that each entity have a contingency plan, with specified components.  

We estimate that there will be 60,000 entities affected by this requirement and that it will take each entity 8 hours to comply, for a total one-time burden of 480,000 hours.  

This section also requires that the written contract or other arrangement with a business associate document the satisfactory assurances that the business associate will appropriately safeguard the information through a written contract or other arrangement with the business associate that meets the applicable requirements of § 164.314(a).  

We believe that the burden associated with this requirement is not subject to the PRA.  It is good business practice for entities to document their arrangements via written contracts and as such is usual and customary among the entities subject to them.  A burden associated with a requirement conducted in the normal course of business is exempt from the PRA as defined in 5 CFR 1320.3(b)(2).

Section 164.310 Physical Safeguards

This section requires that a covered entity implement policies and procedures to document repairs and modifications to the physical components of a facility that are related to security (for example, hardware, walls, doors, and locks).  

We believe that 15,500 entities will have to repair or modify physical components, most of which will need to be done in the first year of implementation.  In the following years, we estimate that 500 entities will need to make repairs or modifications.  We estimate that it will take 10 minutes to document each repair or modification for a burden of 2,583 hours the first year and 83 hours annually subsequently.  

This section requires that a covered entity create a retrievable, exact copy of electronic protected health information, where needed, before movement of equipment. 

We believe that the burden associated with this requirement is not subject to the PRA.  It is good business practice for entities to backup their data files, and as such is usual and customary among the entities subject to them.  A burden associated with a requirement conducted in the normal course of business is exempt from the PRA as defined in 5 CFR 1320.3(b)(2).

Section 164.314 Organizational Requirements 

This section requires that a covered entity report to the Secretary problems with a business associate’s pattern of an activity or practice of the business associate that constitute a material breach or violation of the business associate’s obligation under the contract or other arrangement if it is not feasible to terminate the contract or arrangement.  

We believe that 10 entities will need to comply with this reporting requirement and that it will take them 60 minutes to comply with this requirement for an annual burden of 10 hours.  

This section also requires that a covered entity may, if a business associate is required by law to perform a function or activity on behalf of a covered entity or to provide a service described in the definition of business associate as specified in § 160.103 of this subchapter to a covered entity, permit the business associate to create, receive, maintain, or transmit electronic protected health information on its behalf to the extent necessary to comply with the legal mandate without meeting the requirements of paragraph (a)(2)(i) of this section, provided that the covered entity attempts in good faith to obtain satisfactory assurances as required by paragraph (a)(2)(ii)(A) of this section, and documents the attempt and the reasons that these assurances cannot be obtained.  

We believe that this situation will affect 20 entities and that it will take 60 minutes to document attempts to obtain assurances and the reasons they cannot be obtained for an annual burden of 20 hours.  

This section further requires that business associate contracts or other arrangements and group health plans must require the business entity and plan sponsor, respectively, to report to the covered entity any security incident of which it becomes aware.  

We believe that the burden associated with this requirement is not subject to the PRA. It is good business practice for entities to document their agreements via written contracts, and as such is usual and customary among the entities subject to them.  A burden associated with a requirement conducted in the normal course of business is exempt from the PRA as defined in 5 CFR 1320.3(b)(2).

Section 164.316 Policies and Procedures and Documentation Requirements 

Paragraph (b)(1), Standard:  Documentation, of this section requires a covered entity to—

(i) Maintain the policies and procedures implemented to comply with this subpart in written (which may be electronic) form; and

(ii) If an action, activity, assessment, or designation is required by this subpart to be documented, maintain a written (which may be electronic) record of the action, activity, assessment, or designation.  

We estimate that it will take the 4,000,000 entities covered by this final rule 16 hours to document their policies and procedures, for a total one-time burden of 64,000,000 hours.  

The total annual burden of the information collection requirements contained in this final rule is 64,539,264 hours.  These information collection requirements will be submitted to OMB for review under the PRA and will not become effective until approved by OMB.  

If you comment on these information collection and recordkeeping requirements, please mail copies directly to the following: 

Centers for Medicare and Medicaid Services, Office of Strategic Operations and Regulatory Affairs, Regulations Development and Issuances Group, Attn: Reports Clearance Officer, 7500 Security Boulevard, Baltimore, MD 21244– 1850, Attn: Julie Brown, CMS–0049– F; and 

Office of Information and Regulatory Affairs, Office of Management and Budget, Room 10235, New Executive Office Building, Washington, DC 20503, Attn: Brenda Aguilar, CMS Desk Officer.
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(A)(1)(iii)  Responsibilities of the covered entity.  A covered entity that is a hybrid entity has the following responsibilities:

(C) The covered entity is responsible for designating the components that are part of one or more health care components of the covered entity and documenting the designation in accordance with paragraph (c) of this section, provided that, if the covered entity designates a health care component or components, it must include any component that would meet the definition of covered entity if it were a separate legal entity.  Health care component(s) also may include a component only to the extent that it performs:

(1) Covered functions; or

(2) Activities that would make such component a business associate of a component that performs covered functions if the two components were separate legal entities. 
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§ 164.105 Organizational requirements.

(c)

(1) Standard: Documentation. A covered entity must maintain a written or electronic record of a designation as required by paragraphs (a) or (b) of this section.

(2) Implementation specification:  Retention period. 

A covered entity must retain the documentation as required by paragraph (c)(1) of this section for 6 years from the date of its creation or the date when it last was in effect, whichever is later.
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§ 164.306 Security standards: General rules.

(d)

(3) When a standard adopted in § 164.308, § 164.310, §164.312, §164.314, or § 164.316 includes required implementation specifications, a covered entity must--

(ii)  As applicable to the entity – 

 (B) If implementing the implementation specification is not reasonable and appropriate—

(1) Document why it would not be reasonable and appropriate to implement the implementation specification; and

(2) Implement an equivalent alternative measure if reasonable and appropriate.
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§ 164.308 Administrative safeguards.

(a)  A covered entity must, in accordance with § 164.506;

(4)  (ii)  Implementation specifications:

(C) Access establishment and modification (Addressable). Implement policies and procedures that, based upon the entity’s access authorization policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.

§ 164.308 Administrative safeguards.

(a) A covered entity must, in accordance with § 164.506;

(6) (i) Standard: Security incident procedures. Implement policies and procedures to address security incidents.

(ii) Implementation specification: Response and Reporting (Required).  Identify and respond to suspected or known security incidents; mitigate, to the extent practicable, harmful effects of security incidents that are known to the covered entity; and document security incidents and their outcomes.

8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.308 Administrative safeguards.

(b) 

(4) Implementation specifications: Written contract or other arrangement (Required). Document the satisfactory assurances required by paragraph (b)(1) of this section through a written contract or other arrangement with the business associate that meets the applicable requirements of § 164.314(a).

§ 164.310 Physical safeguards

(a)

(2)  Implementation specifications:
(iv) Maintenance records (Addressable). Implement policies and procedures to document repairs and modifications to the physical components of a facility which are related to security (for example, hardware, walls, doors, and locks).

§ 164.314 Organizational requirements. 

(b)(1) Standard: Requirements for group health plans. Except when the only electronic protected health information disclosed to a plan sponsor is disclosed pursuant to § 164.504(f)(1)(ii) or (iii), or as authorized under § 164.508, a group health plan must ensure that its plan documents provide that the plan sponsor will reasonably and appropriately safeguard electronic protected health information created, received, maintained, or transmitted to or by the plan sponsor on behalf of the group health plan.

§ 164.316 Policies and procedures and documentation requirements. 

A covered entity must, in accordance with § 164.306:

(a) Standard: Policies and procedures. Implement reasonable and appropriate policies and procedures to comply with the standards, implementation specifications, or other requirements of this subpart, taking into account those factors specified in § 164.306(b)(2)(i), (ii), (iii), and (iv). This standard is not to be construed to permit or excuse an action that violates any other standard, implementation specification, or other requirements of this subpart. A covered entity may change its policies and procedures at any time, provided that the changes are documented and are implemented in accordance with this subpart.

(b)(1) Standard: Documentation.

(i) Maintain the policies and procedures implemented to comply with this subpart in written (which may be electronic) form; and

(ii) If an action, activity or assessment is required by this subpart to be documented, maintain a written (which may be electronic) record of the action, activity, or assessment.

(2) Implementation specifications:

(i) Time limit (Required). Retain the documentation required by paragraph (b)(1) of this section for 6 years from the date of its creation or the date when it last was in effect, whichever is later.

(ii) Availability (Required). Make documentation available to those persons responsible for implementing the procedures to which the documentation pertains.

(iii) Updates (Required). Review documentation periodically, and update as needed, in response to environmental or operational changes affecting the security of the electronic protected health information.

State Administrative Manual

4800     STATE INFORMATION MANAGEMENT PRINCIPLES  
(Revised 09/02) 

The Department of Finance (Finance) has broad responsibility and authority to guide the application of information technology in California State Government. Finance's areas of responsibility include policy making, interagency coordination, budget and procurement review, technical assistance and advocacy. In view of the scope of these activities and their potential impact on state government, Finance has articulated the fundamental principles, policies and procedures to govern the use of information technology in Sections 4800 through 5180 of the State Administrative Manual (SAM).

Priority of Information Technology.

Information technology is an indispensable tool of modern government. Accordingly, each state agency is expected to seek opportunities to use this technology to increase the quality of the services it provides and reduce the overall cost of government.

Authority and Responsibility.
Each agency director should be knowledgeable about the information requirements and information management practices of the agency and should provide active leadership in the exploration of new opportunities to use information technology. Each agency should establish clear lines of authority and responsibility for information management.

Management of Information.
Each agency shall establish and maintain an information management function consistent with its own operational needs and organizational structure. This function shall serve to ensure the agency's ability to identify the information it collects, maintain the integrity and security of the information, and provide for appropriate access to the information.

Management Methods.
Each state agency shall employ proven management methodologies to guide and control the planning, acquisition, development, operation, maintenance, and evaluation of information management applications. Pilot projects and/or independent oversight shall be required for larger, more complex applications.

Basis for Decisions.
Decisions regarding the application of information technology shall be based on analysis of overall costs and benefits to the people of California over the life of the application. Each agency shall plan far enough into the future to ensure that adequate time is available for analysis of alternatives, for obtaining necessary management approvals, and for the administration of procurements. Agencies shall determine the impact of their decisions across departmental and agency lines and give priority to alternatives that provide the greatest benefit from a statewide perspective.

Record of Decisions.
Each agency shall maintain records of management decisions concerning the use of information technology. These records must be sufficiently detailed to satisfy the requirements of oversight agencies as well as internal management. The records must address such topics as:

1. Identification of information technology needs; 

2. Setting of priorities for applications of information technology; 

3. Evaluation of application alternatives; 

4. Project management and control; 

5. Contingency planning and risk management; and, 

6. Operational controls and maintenance provisions. 

Agency Personnel.
Agency managerial, technical, and user personnel should possess the knowledge and skills necessary to use information technology to the best advantage for the state. Each agency should regularly assess the information technology skills and knowledge of its personnel in relation to job requirements, identify and document training needs, and provide suitable training within the limits of available resources.

Compatibility.
In selecting or developing applications of information technology, each agency shall consider the benefits and costs of maintaining compatibility with other planned and existing applications within the agency and in other state agencies. Such consideration of compatibility shall include computer languages, applications and system software, computer hardware and telecommunications equipment, data formats, and the specific knowledge and skills required of state personnel.

Procurement.
In acquiring equipment, software, and services involving information technology, agencies shall seek maximum economic advantage to the state. Procurements shall normally be competitive, in conformance with the applicable sections of the Public Contract Code and SAM. Agencies shall use master contracts whenever the functional requirements for which the contract was awarded are substantially the same as the agency's requirements.

Cost Allocation.
Each agency shall adopt policies and establish procedures for assignment of costs associated with information technology by program or operational unit within the agency, as well as for the assignment and recovery of the costs of services provided to other agencies, private individuals, and organizations.

Risk Management. Each state agency shall adopt and maintain a risk management program for the purpose of identifying and avoiding or minimizing threats to the security of information it maintains and the operational integrity of its information systems, telecommunications systems, and data bases.

Documentation. Applications of information technology shall be fully documented with respect to the needs of (1) nontechnical users; (2) technical personnel; (3) agency measurement; and (4) outside auditors. The adequacy of documentation shall be an evaluation criterion in all procurements involving information technology (equipment, software, services and telecommunications facilities). Project plans shall include specific provision for the creation of suitable documentation.

Provision for Emergencies. In planning for the use of automated information systems and telecommunications facilities, agencies shall develop policies and procedures to be followed in times of emergency; when systems are preempted to preserve the public health, welfare or safety; and when other events occur which prevent reliance on automated systems for extended periods of time.

Individual Rights. Information management policies and procedures shall be consistent with the California Constitution, the Public Records Act, the Information Practices Act, and other applicable laws. Each state agency shall safeguard the right to privacy of individuals who are the subjects of the records it maintains.

Ethics. In the conduct of their operations and in the accomplishment of the policies stated above, state agencies and their employees shall employ information technology in a legal and ethical manner consistent with government statues, rules and regulations. Information technology shall not be used for purposes that are unrelated to the agency's mission or that violate state or federal law. Contract provisions, including software licensing agreements, shall be strictly followed.

4841     AGENCY RESPONSIBILITIES  
(Reviewed 02/02) 

Each agency must provide for the proper use and protection of its information assets. Accordingly, each agency must: 

1. Assign management responsibilities for information technology risk management, including the appointment of an Information Security Officer. See SAM Section 4841.1. 
  

2. Provide for the integrity and security of automated information, produced or used in the course of agency operations. See SAM Sections 4841.2 through 4841.7. 
  

3. Provide for the security of information technology facilities, software, and equipment utilized for automated information processing. See SAM Section 4842.2. 
  

4. Establish and maintain an information technology risk management program, including a risk analysis process. See SAM Section 4842. 
  

5. Prepare and maintain an agency Operational Recovery Plan. See SAM Section 4843.1. 
  

6. Comply with the state audit requirements relating to the integrity of information assets, and 
  

7. Comply with state reporting requirements. See SAM Section 4845. 

4841.1     AGENCY MANAGEMENT RESPONSIBILITIES  
(Revised 6/04) 

Executive Management–The agency director has ultimate responsibility for information technology security and risk management within the agency.  On an annual basis the Director of each state agency must submit an Department Designation Letter (SIMM Section 70) designating critical personnel.  See SAM Section 4845.  Each year, the agency director must certify that the agency is in compliance with state policy governing information technology security and risk management by submitting the Risk Management Certification (SIMM Section 70). See SAM Section 4842 and 4845.  The Director must also transmit each year an updated copy of the agency's Operational Recovery Plan or Operational Recovery Plan Certification (SIMM Section 70) to the Department of Finance. See SAM Sections 4843.1 and 4845.

Information Security Officer–The Information Security Officer (ISO) is required to oversee agency compliance with policies and procedures regarding the security of information assets. The ISO must be directly responsible to the agency director for this purpose and be of a sufficiently high-level classification that he or she can execute the responsibilities of the office in an effective and independent manner. It is acceptable to create this reporting relationship on a functional basis rather than reorganize the department.  To avoid conflicts of interest, the ISO (for agencies other than state data centers) should not have direct responsibility for information processing, technology operations, or for agency programs that employ confidential information.

Operational Recovery Coordinator-Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability.  The designated individual must have sufficient knowledge of information management and information technology within the agency to work effectively with the data centers and vendors in re-establishing information processing and telecommunications services after an event has occured.  The name, title, business address, and phone number of the coordinator must be submitted to the Department of Finance with the agency's Operational Recovery Plan and annual Department Designation Letter (SIMM Section 70), as appropriate.  See SAM Section 4845.

Technical Management–Agency information technology management is responsible for (1) ensuring that the necessary technical means of preserving the security and integrity of the agency's information assets and managing the risks associated with those assets and (2) meeting the responsibilities associated with its role as a custodian of information.

Program Management–Agency program managers are responsible (1) for specifying and monitoring the integrity and security of information assets and the use of those assets within their areas of program responsibility and (2) for ensuring that program staff and other users of the information are informed of and carry out information security responsibilities.

The establishment of positions to meet agency information security responsibilities must be justified in accordance with established personnel and budgetary requirements.

4842.1     RISK ANALYSIS  
(Reviewed 12/03) 

As an essential aspect of its information technology security and risk management program, each agency that employs information technology must establish a risk analysis process to identify and assess risks associated with its information assets and define a cost-effective approach to managing such risks. Specific risks that must be addressed include, but are not limited to, those associated with accidental and deliberate acts on the part of an agency employees and outsiders; fire, flooding, and electric disturbances; and loss of data communications capabilities.

The risk analysis process must be carried out with sufficient regularity to ensure that the agency's approach to risk management is a realistic response to the current risks associated with its information assets. In general, the risk analysis process should be a cyclical process for most agencies. Agencies should complete the comprehensive risk analysis cycle at least every two years and whenever there has been a significant change in their use of information technology. This cycle ends with the preparation of a report documenting the risk assessment.

The risk analysis process should include:

1. Assignment of responsibilities for risk assessment, including appropriate participation of executive, technical, and program management; 
  

2. Identification of the agency information assets that are at risk, with particular emphasis on the applications of information technology that are critical to agency program operations;

a.  A critical application, from a statewide perspective, is an application that is so important to the state that the loss or unavailability of the application is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.

b.  The agency risk analysis process must identify and prioritize critical applications of information technology.  When establishing priorities, agencies should consider that applications may become more critical as the period of unavailability increases and that cycle processing cycles  (i.e. monthly, quarterly or yearly) may have an impact upon the priortization of applications.  Agency risk management practices and disaster recovery planning must give priority to the establishment of policies and procedures to ensure the continued operation of these applications.  See SAM Sections 4842.2 through 4843. 
  

3. Identification of the threats to which the information assets could be exposed; 
  

4. Assessment of the vulnerabilities, i.e., the points where information assets lack sufficient protection from identified threats; 
  

5. Determination of the probably loss or consequences, based upon quantitative and qualitative evaluation, of a realized threat for each vulnerability and estimation of the likelihood of such occurrence. 
  

6. Identification and estimation of the cost of protective measures which would eliminate or reduce the vulnerabilities to an acceptable level; 
  

7. Selection of cost-effective security management measures to be implemented; and 
  

8. Preparation of a report, to be submitted to the agency director and to be kept on file within the agency, documenting the risk assessment, the proposed security management measures, the resources necessary for security management, and the amount of remaining risk to be accepted by the agency. 

4842.2     AGENCY RISK MANAGEMENT PROGRAM  
(Reviewed 02/02) 

The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process. Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program. See SAM Section 4819.3.

The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets. Among the practices that must be included in each agency's risk management program are:

1. Organizational and Management Practices. Agency executive management must be visibly committed to information security and the practice of risk management. Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities. Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures. 
  

2. Personnel Practices. Personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees. Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies. Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks. 
  

3. Physical Security Practices. Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure. Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility. 
  

4. Data Security Practices. Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases. Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21). Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption. 
  

5. Information Integrity Practices. Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens. Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern. Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information. 
  

6. Software Integrity Practices. Software should be obtained only from a reputable source, one that will stand behind the product. Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software. 
  

7. Personal Computer Security Practices. Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files. Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection. The SAM Section 4989.7 contains specific provisions for the security of personal computer systems. 

4843.1     AGENCY OPERATIONAL RECOVERY PLAN  
(Revised 6/03) 

Each state agency (including each state data center) must maintain an operational recovery plan identifying the computer applications that are critical to agency operations, the information assets that are necessary for those applications, and the agency's plans for resuming operations following a disaster affecting those applications. If the agency employs the services of a state data center, it must coordinate the preparation of its operational recovery plan with the data center and must also provide the data center with updated lists of critical applications, applications resource requirements, run characteristics, etc., in conjunction with its workload estimates. Each agency must provide for periodic testing of its operational recovery plan.

Each agency must file an informational copy of its Operational Recovery Plan with the Department of Finance in accordance with the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05). If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan. If there are no changes to the agency's Operational Recovery Plan currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the Operational Recovery Plan.  An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance.

Each agency Operational Recovery Plan must cover a minimum of four topic areas: (1) summarization of agency strategy for managing disaster situations; (2) distinct management and staff assignment of responsibilities immediately following a disaster and continuing through the period of re-establishment of normal operations; (3) prioritization for the recovery of critical applications; and (4) operational procedures documented in a systematic fashion that will allow recovery to be achieved in a timely and orderly way.

A suggested Operational Recovery Plan Topic Outline is provided in SIMM Section 140.  It is important to adapt the detailed content of each plan section to suit the needs of the individual agency.

4845     IT SECURITY REPORTING REQUIREMENTS  
(Revised 6/04) 

1. Agency Operational Recovery Plan-As noted in SAM Section 4843.1, each 
a. Operational Recovery Coordinator – The director of each agency must certify that the agency is in compliance with the minimum requirements of the Agency Operational Recovery Plan (ORP) as outlined in SAM Section 4843.1.  Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability. See SAM Section 4841.1.
  

b. Operation Recovery Plan Certification – If there are no changes to the agency's Operational Recovery Plan that is currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the ORP. An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance. 
  

2. Incidents - Agency management must promptly investigate incidents involving the unauthorized or accidental modification, destruction, disclosure, loss, or access to automated files and databases, as well as incidents involving loss, damage, or misuse of information assets. 
  

a. Notifications - Departments shall immediately notify the California Highway Patrol (CHP) upon discovery of all IT security incidents and computer related crimes.  This includes, but is not limited to, any one or more of the following:

(1)  Any reportable incident as described in 2.b,
(2)  Any incident that may include the acquisition of protected information (name plus one or more of the following:  Social Security number, driver's license or state ID card number, financial account numbers),
(3)  Any unsuccessful virus attack that requires 20 hours or more of staff time to manage. 
  

b. Reports - Each agency having ownership responsibility for information (SAM Section 4841.4) must complete a Security Incident Report (SIMM Section 140).  The report, signed by the agency director and Information Security Officer, must be submitted to the Department of Finance within ten working days of the agency's becoming aware of an incident involving one or more of the following: 
  

1. Unauthorized intentional release, modification, or destruction of confidential or sensitive information or the theft of such information, including information stolen in conjunction with the theft of a computer or data storage device; 
  

2. Use of a state information asset in commission of a crime;
  

3. Tampering, interference, damage, or unauthorized access to computer data and computer systems as described in the Comprehensive Computer Data Access and Fraud Act.  This includes, but is not limited to successful virus attacks, web site defacements, and denial of service attacks.  See Penal Code Section 502; 
  

4. Intentional non-compliance by the custodian of information with his/her responsibilities as defined in SAM Section 4841.6; or 
  

5. Damage or destruction of state information assets, as defined in SAM Section 4840.4, or the theft of such assets, where the cost of repair or replacement, including staff time, exceeds $2000.
  

Finance may require that the agency provide additional information in conjunction with its assessment of the incident.
  

3. Risk Management Certification - Annual Certification-By January 31 of each year, or as instructed by Finance, the director of each agency must certify that the agency is in compliance with state policy governing information technology risk management by submitting the Risk Management Certification (SIMM Section 70).  See SAM Section 4842.
  

4. Department Designation Letter- Annual Certification - By January 31 of each year or as instructed by Finance.  In compliance with the requirement of SAM Section 4841.1 and SAM Section 4845, the director of each agency must certify and provide the name, title, business address, IMS code, email address, and telephone number of the agency's Information Security Officer and/or the Operational Recovery Coordinator on the form specified in SIMM Section 70.  Upon the designation of a new ISO and/or Operational Recovery Coordinator, the agency is required to submit an updated Department Designation Letter (SIMM 70) to Finance within ten working days.

5. known instances in which personal information has been distributed by the agency or obtained by any person in a manner not in accordance with law (Information Practices Act and the California Public Records Act) require reporting to the Department of Finance. (See the Information Practices Act, Civil Code Section 1798.3 for a definition of "personal information," and Section 1798.10 for specific reporting requirements.)

4846     CALIFORNIA SOFTWARE MANAGEMENT POLICY 
(Revised 09/02) 

Each agency shall establish and maintain appropriate computer software management practices and ensure that computer software they use and/or have purchased with State funds is legally procured and is used in compliance with licenses, contract terms, and applicable copyright laws. Each agency shall develop and implement policies and procedures to ensure that all staff understand and adhere to proper software management policies.

4846.1     SOFTWARE MANAGEMENT PLAN  
(New 09/02) 

To prevent software piracy and promote good software management practices, each agency must maintain a software management program. Each agency must document this effort through a software management plan. See SIMM Section 120 for guidelines on the development and maintenance of this plan.
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