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	PURPOSE
	To provide a description of the policies and procedures requirements of the HIPAA Security Rule with a checklist to be used to determine what must be included in the policies and procedures.  This also transmits a revised Security Implementation Work Plan.  




	BACKGROUND


	In our oversight role in the implementation of HIPAA, CalOHI is issuing generic templates and tools you may use.  The HIPAA Steering Committee and its subject matter workgroups are pooling their resources to collectively develop generic templates.  The products referred to in this Policy Memorandum were developed by the Security Workgroup and represent collaborative efforts of both State and county representatives.  We thank the members of that workgroup for their assistance in developing and reviewing these products.


	
	The information provided in the Chapters issued by CalOHI is derived from the preamble, comments and responses and regulations of the Notice of Proposed Regulations issued in Federal Register, Volume 63, Number 155, August 12, 1998 and the Final Rule issued in Federal Register, Volume 68, Number 34, February 20, 2003.  In addition, any pertinent State laws are reflected as well as the administrative requirements provided in the State Administrative Manual (SAM) and the State Information Management Manual (SIMM).


	
	In our review of tools needed to implement the Security Rule, the Statewide HIPAA Security Work Group discovered that two areas of the Rule were not addressed in the work plan which was released in CalOHI 

	
	Policy Memorandum 2004-43.  We have revised this work plan to include two new chapters; 

· Chapter 21: Organizational Requirements – Policies and Procedures, and 

· Chapter 22: Organizational Requirements – Group Health Plans.  

The Statewide HIPAA Security Work Group will be developing tools related to these chapters and other tasks listed on the work plan.  (See Exhibit 1, HIPAA Security Rule Work Plan)  


	
	This is one of a series of Policy Memoranda that will be issued to transmit chapters to assist covered entities with implementation of the HIPAA Security Rule.  A complete listing of the chapters to be issued may be found as Exhibit 1.  The numbering of the chapters corresponds to the order of the subjects in the HIPAA Security regulations.  However, the order in which the chapters will be issued is determined by the need of State departments and counties as expressed by the Security Task Group and the Security Workgroup.




	ACTION 
	To be compliant with the HIPAA Security regulations, departments are required to document activities, actions and assessments and maintain Security Policies and Procedures.  The documentation requirements and the policies and procedures provisions are discussed in detail in Chapter 21: Organizational Requirements – Policies and Procedures, and Documentation (see Exhibit 2).  


	
	This Policy Memorandum also provides a matrix of the policies and procedures required by the HIPAA Security rule (see Exhibit 3, Standards and Implementation Specifications Solutions List).  Covered entities are required to document how they will meet the addressable provisions; therefore, this matrix also provides a listing of the provisions that are required or addressable.  


	
	The matrix is set up to provide a reference to the CalOHI chapter and the HIPAA regulation to which the HIPAA Security provision relates.  It indicates if the provision is required or addressable and provides a description of the provision.  In addition, it provides a column stating how the provision should be addressed, either in the Security Policies and Procedures, in general security procedures, as part of the security assessment, etc.  A listing of what the solutions entail is included at the end of the matrix.  


	
	Entities may use the matrix to track the activities and information they must include in their Policies and Procedures as well as other HIPAA Security information they must document.  It also provides a suggestion in what process the information may be documented.  Use of this matrix will also assist covered entities in locating documentation in the future should there be a need.  The matrix also may be used as a checklist for completion of these activities.  


	
	Chapter 21 and the Matrix tool will assist you in the documentation and maintenance of policies and procedures.  These tools are provided for adaptation to your business practices, as you deem appropriate.   


	
	The exhibits included in this policy memorandum include:

1. Revised Security Rule Work Plan,

2. Chapter 21: Organizational Requirements – Policies and Procedures, and Documentation,

3. Matrix of Standards and Implementation Specification Solutions List, and

4. Organizational Requirements - Policies and Procedures, and Documentation Background Document.


	
	The HIPAA Security and Privacy Rules have very similar requirements for documentation and maintenance of policies and procedures [45 CFR §164.530(i) and (j)].  It is likely with the implementation of the Privacy Rule that you have already established a process for the documentation and maintenance of policies and procedures and, if so, you may use that process with the HIPAA Security Rule.  




	NEXT STEPS
	CalOHI will be issuing other chapters providing information, tools and templates to assist departments and counties in the implementation of the HIPAA Security Rule.  We will also be providing forums for training.  As State departments begin implementing the Security Rule, CalOHI will be available to provide technical assistance.  In addition, we may conduct site visits to determine the implementation status of departments.  To facilitate these activities, State departments are expected to make their 


	
	Security Policies and Procedures as well as their documented activities, actions and assessments pertaining to the security of Electronic Protected Health Information (EPHI) available to CalOHI for oversight purposes.




	RESOURCES AVAILABLE
	· The referenced exhibits are available on the CalOHI website, at Welcome to CalOHI or www.ohi.ca.gov. 

· HIPAA Security Rule: www.cms.hhs.gov/hipaa/hipaa2 




	CONTACT


	For more information or questions, please contact:

Elaine Scordakis

California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-8066    escorda1@ohi.ca.gov



Original Signed by

BURT R. COHEN


Director



California Office of HIPAA Implementation

Attachments:  

1. Exhibit 1, Revised Security Rule Work Plan

2. Exhibit 2, Chapter 21: Organizational Requirements – Policies and Procedures, and Documentation 

3. Exhibit 3, Matrix of Standards and Implementation Specification Solutions List

4. Exhibit 4, Organizational Requirements – Policies and Procedures, and Documentation Background Document
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