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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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INSTRUCTIONS FOR THE SECURITY IMPLEMENTATION PROJECT ASSESSMENT WORK SHEETS 
	Introduction
	As part of the implementation of the HIPAA Security Rule, covered entities should assess their business practices in relation to the HIPAA requirements.  The Security Rule consists of many requirements and addressable standards.  Covered entities will need a method to track their progress toward implementation of these requirements.  To assist with tracking, the Statewide Security Work Group has developed a series of tools to assist entities in assessing and tracking their progress with implementation.   These tools are not intended to replace an entity’s risk analysis as required by the Rule.  Rather they are intended to assist in tracking progress toward implementation of the Security Rule requirements.




	Tools Included
	These instructions cover the use of four tools.  These include:

Exhibit 2, Security Implementation Project Assessment.  This worksheet details each implementation specification, whether it is required or addressable, a short description of the requirement, a proposed solution, compliance rating, risk rating, days to compliance, an area for your findings, rating criteria, impact and analysis, risk, and recommendation area.  After going through each component of the assessment and applying values to the fields, you will have a quantitative outcome of your compliance rating, risk rating, and urgency rating for your HIPAA Security project.

Exhibit 3, Possible Security Assignments.  This worksheet details each implementation specification, a listing of people who could have the assigned responsibility for that specification and to what extent, a suggested implementation solution, and a requirement description.

Exhibit 4, HIPAA Crosswalk to ISO Resources.  The International Organization for Standardization (ISO) Crosswalk lists each HIPAA implementation specification and crosswalks it to ISO Standards applicable to that specification.
Exhibit 5, HIPAA Crosswalk to NIST Resources.  The National Institute of Standards and Technology (NIST) Crosswalk lists each HIPAA implementation specification and crosswalks it to NIST Standards applicable to that specification. 


SECURITY IMPLEMENTATION PROJECT ASSESSMENT WORKSHEET – Exhibit 2
	Security Assessment Worksheet
	The assessment worksheet is designed to provide a high-level comprehensive view of the implementation of the Security Rule within an organization.  It provides various types of indicators about the status of a requirement as well as additional information about the requirement.  

The worksheet requires that a minimum level of project management, task identification and time line development have been performed.  The following is a description of the purpose of each column on this worksheet.  The columns include:


	CalOHI Chapter
	This column is designed to identify the CalOHI policy chapter that provides the federal requirement, policies, procedures and the corresponding State requirements about the particular requirements in the HIPAA Security Rule.  Covered entities may use this to obtain additional information about specific requirements.  The CalOHI chapters for the Security Rule may be found on the CalOHI website at:  CalOHI - Security or http://www.ohi.ca.gov/state/calohi/ohiGeneral.jsp?sCat=/Nav/Security.


	HIPAA Citation
	This column provides the citation from the HIPAA Security regulations for the provision being tracked.  The text for the regulations may be found on the U.S. Department of Health and Human Services, Center for Medicare and Medicaid website at:  Security or http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/default.asp.  In addition, the text may be found in the column titled “Requirement Description” on this tool if the cell is opened.


	HIPAA Security Rule Standard Implementation Specification
	The HIPAA Security Rule Standard Implementation Specification lists the titles of the different provisions provided in the Security Rule.  These provisions are listed in the order they are found in the regulations.


	Implementation 
	This column provides information about the type of implementation that covered entities must perform.  The Security regulations have two types of provisions, required and addressable.  Covered entities are required to implement both the required and addressable provisions.  However, covered entities may meet a given “addressable” standard through alternative measures.  When they do this, they must document the decision to implement the addressable implementation specification differently, the rationale behind the decision to implement the specification differently, and the alternative measure implemented to meet the standard.  

For more information about Addressable Specifications, see CalOHI Policy Memorandum 2004-43, which may be found on the CalOHI website at:  CalOHI - Security.


	Requirement Description
	This column provides additional information about the provision and what activities, actions or assessments are required.  In viewing the document, you will need to click on the cell to see all of the description.  The boxes have been minimized to facilitate printing.  You may maximize the boxes to see the entire Rule; however, if you do this, you will have several more pages of the form.


	Solution
	A variety of solutions have been proposed in this column.  However, covered entities will need to determine the best solution to fit their business practices based on their risk analysis.  The solutions that have been proposed are defined as follows:  


	Analysis
	The examination by covered entities of their data and applications to systematically evaluate for the purpose of the applicable Security provision.

For example, analysis is required to document the criticality of data and applications for contingency planning.


	Assessment
	The activity in which a covered entity would identify and document the location of EPHI, the system on which it exists, where it is housed, and the degree to which it is protected.


	Assignment
	The act of formally designating an individual to be responsible for specific actions, activities, or assessments.


	Contracts
	An agreement between two or more parties specifying the doing or not doing of an action or activity.


	Controls
	Physical or technical measures to exercise restraint or direction over an activity.


	Documentation
	The act of describing actions, activities, policies, procedures, or assessments in written form, which may be electronic.


	Evaluation
	A periodic technical or non-technical appraisal that establishes the extent to which an entity’s policies and procedures meet the requirements of the Rule. 


	Mechanism
	A software tool to protect EPHI.


	Policies 
	The policies utilized for the routine and non-routine receipt, manipulation, storage, dissemination, transmission, protection, and/or disposal of health information. The documentation must be reviewed and updated periodically. Covered entities are required to implement policies and procedures reasonably designed, taking into account the size and type of activities of the covered entity that relate to electronic protected health information, and the policies and procedures must be documented in written form, which may be electronic.  A covered entity may change its policies and procedures at any time, provided it documents and implements the changes in accordance with the applicable requirements. Covered entities must also document designations, for example, of affiliation between covered entities and other organizations, as required by other provisions of the Rule.


	Procedures
	Manuals containing instructions, guidelines, and parameters for members of the workforce who work with or have access to EPHI.  

For example, the data back up implementation specification requires that entities have data back procedures.  A covered entity will document step-by-step procedures for conducting data back-ups and how often these shall be conducted.


	Process
	A systematic series of actions whose purpose is to meet a requirement.


	Program
	A coordinated group of items to be presented to a specific audience. 


	Reminders
	Periodic updates of information.


	Compliance Rating Percent
	Compliance rating facilitates the tracking of how far along you are in relation to the goal of being completely compliant with the Security Rule.  This tool allows you to adjust the percent compliance as progress is made toward having the requirement completed and documented.  

This column has drop down boxes that appear when the cursor hovers over those cells.  To operate, simply click on the drop down arrow, and then right click the value. 

For example, you have to conduct a risk analysis (Item #7).  If this has never been done before or you are just initiating it, enter Zero as the Compliance Rating Percent.  If you have completed this item, enter 100%.  If you previously did a risk analysis and are reassessing that risk analysis, you could enter 50% of this item being completed.




	Risk Percent
	This column contains the rating that quantifies the level of risk for the particular standard or implementation specification in relation to the Rule deadline.

This box has a drop down box that appears when the cursor hovers over those cells.  To operate, simply click on the drop down arrow, and then right click the value. 




	Days to Compliance
	This column provides a measure of how many days until the compliance deadline for implementation of the activity.  
This column has drop down boxes that appear when the cursor hovers over those cells.  To operate, simply click on the drop down arrow, and then right click the value. 




	Findings
	This column provides an area for entities to document any notes about each particular standard or specification you may wish to include.


	Compliance Rating 
	The compliance rating is a numerical scale that rates the degree to which each task has been completed.  You may select a rating of:   

· Excellent
76-100 = 
Fully Compliant for Policy and 




Practice
· Good
51-75 = 

Partially Compliant for Policy or 




Practice

· Fair
26-50 = 

Minimally HIPAA compliant for 




Policy or Practice

· Poor
Less than 25 = 
Not HIPAA Compliant for Policy 




or Practice

· Not Apply
NA = 

Does not apply

The compliance rating score is totaled in the Compliance Rating Table at the end of the worksheet.  This score provides a qualitative and quantitative measure of your progress with a point scoring and an excellent, good, fair, and poor rating.  
In the illustrations that follow, the Security project has 65 separate activities.  The table below sorts them into categories based on the ratings applied above and calculates the percentage of total activities in each category.  These scores will help you evaluate your degree of compliance and need to take subsequent actions.

For example, (based on 65 activities) if you have a score of 45 in the fair category, you will need to reassess the rate at which your tasks are being completed to ensure compliance by the compliance date.  If you have a score of 55 in the Excellent column, the likelihood you will complete the project by the compliance date is excellent.  However, if you have high scores in Poor and Fair, you need to reassess your implementation schedule.  
Compliance Rating

 

Score

Percent

 Excellent - Fully HIPAA Compliant for policy and practice

3
94.5%

 Good - Partially HIPAA Compliant for policy or practice

62
4.0%

 

 

 

 

 Fair - Minimally HIPAA Compliant for policy or practice

1
1.5%

 Poor - Not HIPAA Compliant for policy or practice

0

0.0%

 N/A - Not apply

 

0

-

Effective Total (less N/A)

 

65

100.0%



	
	


	Risk Rating


	The risk rating is a qualitative and quantitative measure with high, medium, low and minimal rating of the risk for not completing the tasks by the compliance date.  The score rating for risk represents the number of tasks that were given a rating in each of the following categories:  

· 80% or higher risk, 
· 50-80% risk, 
· 20 to 50% risk or 
· Less than 20% risk.  
You will need to determine what percentage chance exists that you will not complete each task.  You may base the determination on the scope of the task, the staffing available to work on it, the cost and budget to complete it, historical information on similar completed tasks, expert judgment, etc.  

The table at the end of the worksheet summarizes all the risk ratings for each activity and provides an overall risk rating of successful completion.  For example, (based on 65 activities) if you have a risk score of 45 tasks in the high risk of completion, you are likely not to meet the compliance date for your projects.  The higher your score in minimal or low, the lower your risk of not completing your project timely.
The percent column represents the percent of the tasks in risk each category.

Risk Rating

 

Score

Percent

 High (80% or Higher)
 

0

0.0%

 Medium (50% to 80%)
 

65

100.0%

 Low (20% to 50%)
 

0

0.0%

Minimal  (20% or LESS)
 

0

0.0%




	Urgency Rating
	The urgency rating is a qualitative and quantitative measure of the urgency to complete tasks in the project.  The Urgency Score represents the number of tasks that fall into a particular time frame which is measured by the number of days you have to complete the task before the compliance deadline.  The timeframes provided in the drop down boxes are:
· Less than 30 days (Now), 
· Less than 90 days (Soon), 
· Less than 180 days (Later), or 
· Greater than 181 days or no action required (Not Applicable).  
· Done – The task is completed.

The chart at the end of the table tabulates and displays the results.   The higher the score in the Now Urgency Rating, the greater the urgency is to complete tasks to meet the compliance date.  The higher the score in the Done Urgency Rating, the less is the urgency to complete the tasks. 
The percent column represents the percentage of tasks that need to be completed in each time frame.

(Illustration based on 65 activities.)
Urgency Rating

 

Score

Percent

30 Days - Now (High Risk and High Urgency)

 

1

1.5%

90 Days - Soon (Low Risk and High Urgency)

62

95.5%

180 Days - Later (High Risk and Low Urgency)

1

1.5%

Not applicable - No action required

 

1

1.5%

Done

 

0
0%




	Impact and Analysis
	This column is intended for covered entities to document what the impact would be to their business practices if the required specification or standard is not met.  For example, if a task is not completed by the specified compliance date, your system may no longer be able to accept transactions from a portion of your customers.


	Risk
	This column is intended to document the risk to the covered entity for not meeting the specification or standard.  This rating is high, medium, low, or minimal.


	Recommendations
	This column is for covered entities to document their determined solution(s) for implementation of the specification or standard.




POSSIBLE SECURITY ASSIGNMENTS – Exhibit 3
	Possible Security Assignments Worksheet
	This tool maps out the tasks associated with the HIPAA Security Rule and those individuals who have or share responsibility for particular tasks.  These are only suggested roles and responsibilities.  Each covered entity will need to make its own determinations and assignments based on its business practices.  Tasks can be assigned to more than one person; however, ultimate responsibility for the tasks remains with the Security Officer.  The following are descriptions of the purposes of each column on the worksheet.


	HIPAA Citation
	This column provides the citation from the HIPAA Security regulations for the provision being tracked.  The text for the regulations may be found on the U.S. Department of Health and Human Services, Center for Medicare and Medicaid website at:  Security or http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/default.asp.  The regulations may also be found in the appropriate cell in the Requirement Description column of this worksheet.



	HIPAA Security Rule Standard Implementation Specification
	The HIPAA Security Rule Standard Implementation Specification lists the titles of the provisions in the Security Rule.  These provisions are listed in the order they are found in the regulations.


	Privacy Officer
	The HIPAA Privacy Rule mandates this function.  This individual must be formally appointed and is responsible for the privacy of all protected health information (PHI).  This includes paper and electronic PHI.  


	Compliance Office
	Many organizations have established compliance offices which are responsible to oversee that the business practices of the organization meet the variety of federal and state laws that apply.  Some organizations have placed their Privacy Officer and their Security Officer within this structure.


	Security Officer
	The Security Rule mandates this function.  This individual must be formally appointed and is responsible for the implementation and maintenance of the HIPAA Security Rule.  Therefore, the high level oversight function should be assigned to this individual.

For more information about the Security Officer, see Chapter 3, Assigning Security Responsibility, which may be found on the CalOHI website at:  CalOHI - Security or http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/default.asp


	IT Managers
	These individuals manage the technical aspect of information systems and their data.  Implementation of the more technical aspects of the rule may be assigned to these individuals, such as emergency access procedures, automatic logoffs, encryption, etc.


	Network or System Administrator
	This individual is responsible for an entire system or network and its components.  This individual may be assigned responsibility for implementation of all changes that affect their network or system.


	Database (DB) Administrator
	This individual is responsible for databases.  He or she may be assigned responsibility for implementation of changes affecting databases, such as classifying what EPHI is on the database and who has access to it.


	Developer
	This individual is generally organizations or individuals that develop systems and software.  He or she may be required to incorporate the HIPAA Security regulations into their development and certify that the new system or software is HIPAA compliant.


	Help Desk or Technical Support
	Some organizations have a section designated to assist users with the information system.  These sections may be responsible to trouble shoot software and/or hardware problems; and/or be designated as resources to resolve software training issues.  Some organizations have designated these sections to be responsible for maintenance of password changes, security agreements, etc.  


	Facility Managers
	Some organizations have designated individuals responsible for the management of the facility.  These sections may also be known as facility, general or business services.  These sections may be designated responsible for the physical safeguards to the facility.


	End Users with PHI Access
	These are organizations or individuals who have access to the systems in which EPHI is created, stored, or transmitted.  These may be workforce members, trading partners, business associates, or others.


	Human Resources
	Some organizations have sections designated to handle the human resources portion of their business practices.  Some organizations may designate an individual within this section to be responsible for security agreements, passwords, etc.


	Implementation
	This column provides information about the type of implementation that covered entities must perform.  The Security regulations have two types of provisions, required and addressable.  Covered entities are required to implement both the required and addressable provisions.  However, covered entities may meet a given “addressable” standard through alternative measures.  When they do this, they must document the decision to implement the addressable implementation specification differently, the rationale behind the decision to implement the specification differently, and the alternative measure implemented to meet the standard.  

For more information about Addressable Specifications, see CalOHI Policy Memorandum 2004-43, which may be found on the CalOHI website at:  CalOHI - Security.


	Requirement Description
	This column provides additional information about the provision and what activities, actions, or assessments are required.  In viewing the document, you will need to click on the cell to see all of the description.  The boxes have been minimized to facilitate printing.  You may maximize the boxes to see the entire Rule; however, if you do, you will have several more pages of the form.




HIPAA CROSSWALK TO ISO RESOURCES – Exhibit 4
	What is the ISO?
	The International Organization of Standardization (ISO) is a network of the national standards institutes of 146 countries, on the basis of one member per country, with a Central Secretariat in Geneva, Switzerland, that coordinates the system. 

ISO is a non-governmental organization: its members are not, as is the case in the United Nations system, delegations of national governments. Nevertheless, ISO occupies a special position between the public and private sectors. This is because, on the one hand, many of its member institutes are part of the governmental structure of their countries, or are mandated by their government. On the other hand, other members have their roots uniquely in the private sector, having been set up by national partnerships of industry associations. 

Therefore, the ISO acts as a bridging organization in which a consensus can be reached on solutions that meet both the requirements of business and the broader needs of society, such as the needs of stakeholder groups like consumers and users.
For more information about the ISO, see ISO - International Organization for Standardization - Homepage or http://www.iso.org/iso/en/ISOOnline.frontpage. 




	Relationship to HIPAA
	The ISO has issued a set of information technology standards.  Many of these standards are utilized by organizations and may be adopted to meet all or some of the requirements of the HIPAA Security regulations.  Entities are not required to adopt the ISO standards to meet HIPAA requirements but may consider it a reputable source for information technology standards.




	ISO Crosswalk Worksheet
	As the HIPAA Security regulations are high-level requirements that are scalable and flexible, many organizations will be looking for models from which to design new business practices which are compliant with the Security Rule.  The ISO provides a model for implementing Security standards.  This worksheet provides a crosswalk between the HIPAA provision and the comparable ISO standard.




	HIPAA Citations
	This column lists the HIPAA provision to which the ISO standards/references correspond.  The text for the regulations may be found on the U.S. Department of Health and Human Services, Center for Medicare and Medicaid website at:  Security or http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/default.asp.  The regulations may also be found in the appropriate cell in the Requirement Description column of this worksheet.


	Standard Implementation Specifications
	This column lists the titles of the HIPAA standard or implementation specification.


	Implementation
	This column provides information about the type of implementation that covered entities must perform.  The Security regulations have two types of provisions, required and addressable.  Covered entities are required to implement both the required and addressable provisions.  However, covered entities may meet a given “addressable” standard through alternative measures.  When they do this, they must document the decision to implement the addressable implementation specification differently, the rationale behind the decision to implement the specification differently, and the alternative measure implemented to meet the standard.  

For more information about Addressable Specifications, see CalOHI Policy Memorandum 2004-43, which may be found on the CalOHI website at:  CalOHI - Security.


	Requirement Description
	This column provides additional information about the provision and what activities, actions, or assessments are required.  In viewing the document, you will need to click on the cell to see all of the description.  The boxes have been minimized to facilitate printing.  You may maximize the boxes to see the entire Rule; however, if you do, you will have several more pages of the form.


	Applicable ISO 17799 Standard(s) & References
	This column lists the applicable ISO 17799 standards and references that correspond to the HIPAA provisions.  Often more than one standard/reference are provided because they all correspond to the HIPAA provision due to the breadth of the HIPAA Rule.  




HIPAA CROSSWALK TO NIST RESOURCES – Exhibit 5
	What is NIST?
	The National Institute of Standards and Technology was founded in 1901.  NIST is a non-regulatory federal agency within the U.S. Commerce Department's Technology Administration. NIST's mission is to develop and promote measurement, standards, and technology to enhance productivity, facilitate trade, and improve the quality of life. NIST carries out its mission in four cooperative programs:

· The NIST Laboratories, conducting research that advances the nation's technology infrastructure and is needed by U.S. industry to continually improve products and services;

· The Baldrige National Quality Program, which promotes performance excellence among U.S. manufacturers, service companies, educational institutions, and health care providers; conducts outreach programs and manages the annual Malcolm Baldrige National Quality Award which recognizes performance excellence and quality achievement;

· The Manufacturing Extension Partnership, a nationwide network of local centers offering technical and business assistance to smaller manufacturers; and

· The Advanced Technology Program, which accelerates the development of innovative technologies for broad national benefit by co-funding research and development partnerships with the private sector.

For more information about NIST, see http://www.nist.gov/scripts/site1/scout.html or http://www.nist.gov/.


	Relationship to HIPAA
	NIST has issued standards for the implementation of information technology security.  It is also referenced in the preamble of the final rule.  One of the bases for the structure of the HIPAA Security Regulations is the NIST security standards.  Covered entities may want to utilize the NIST standards in developing methods to implement changes to their business practices to become HIPAA compliant.




	NIST Crosswalk Worksheet
	This tool provides a crosswalk between the specific HIPAA provision and the many different NIST publications which provides corresponding standards or information.


	Standards
	The column provides the title of the HIPAA Security provision.


	CFR Sections
	This column provides the Code of Federal Regulations citation for the particular HIPAA Security provision.  

The text for the regulations may be found on the U.S. Department of Health and Human Services, Center for Medicare and Medicaid website at:  Security or http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/default.asp.




	Implementation Specifications
	This column lists the titles of the HIPAA standard or implementation specification.


	Required – Addressable
	This column provides information about the type of implementation that covered entities must perform.  The Security regulations have two types of provisions, required and addressable.  Covered entities are required to implement both the required and addressable provisions.  However, covered entities may meet a given “addressable” standard through alternative measures.  When they do this, they must document the decision to implement the addressable implementation specification differently, the rationale behind the decision to implement the specification differently, and the alternative measure implemented to meet the standard.  

For more information about Addressable Specifications, see CalOHI Policy Memorandum 2004-43, which may be found on the CalOHI website at:  CalOHI - Security.


	NIST Publication Number
	This column provides the number of the NIST publication in which similar information is found.


	Publication Title
	This column provides the NIST publication title for the document in which the corresponding information exists.
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