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	PURPOSE


	This policy memorandum is a supplement to Policy Memorandum (PM) 2005-56.  The purpose of this policy memorandum is to issue additional tools to assist you with the risk management portion of the security management process.  The tools issued with Chapter 4; Security Management Process, in PM 2005-56 are to be used for the risk analysis process and for the first three steps of the risk management process.  Subsequent to the issuance of the policy memorandum, four new tools have been developed to assist you in the other steps of the risk management process and the risk determination step of the risk analysis process.  These additional tools will prevent the need to develop the tools yourself.  




	
	Chapter 4; Security Management Process, has been amended so that the references to these tools have been inserted in the appropriate places (i.e., the steps in the risk management process).  In addition, the chapter has been amended on page 26 to replace the Likelihood and Impact Scale with the new format used in the Risk Determination Matrix (Exhibit 14).  

The amended chapter is not attached to this policy memorandum but may be found on the CalOHI website at www.ohi.ca.gov.  The additional tools will help you document your security management process.  



	BACKGROUND


	CalOHI issued PM 2005-56 on February 10, 2005.  This policy memorandum contained Chapter 4: Security Management Process and 9 tools specifically designed to assist in the execution and documentation of the different steps in the risk analysis and risk management processes.  

The following tools are being issued as supplemental tools to Chapter 4: Security Management Process:
· Risk Determination Matrix – This matrix will assist you with assessing the overall risk impact to your organization.  The tool can be used to input the likelihood and impact rating to determine the overall risk impact determination.
· Security Control Evaluation Form – This form will assist you in rating the effectiveness of controls identified by your security team members.  The risk and control are entered into the form, and each team member rates the effectiveness of the control to address the specified risk.
· Cost/Benefit Analysis Form – This form will assist in comparing the cost of the threat impact to the cost of the control.  The risk and identified control are entered into the form as well as the cost of the impact if the risk occurs.  The estimated cost of the control should also be entered into the form to show the impact of the risk compared to the cost of the control.  The desired result is to show that the control is more cost-effective.
· Control Implementation Plan Tracking – This form will help in planning your control implementation activities.  The risk and selected control is entered into the form.  The control is assigned to a specified team or person with the start and end dates for implementation.  


	ACTION

	You will need to determine if you will utilize the additional tools and if you need to customize the tools to meet your business needs.  The tools are created in Microsoft Word and Excel to allow for easy alteration.  They may be used in electronic format or printed and filled out by hand.  



	NEXT STEPS


	Many State departments and organizations have already started their security management processes.  These additional tools will further assist you in the effort.  These tools will be discussed at the Statewide Security Management training.  Participants will be able to use the tools in business scenario exercises.  



	CONTACT
	If you need more information or have questions, please contact:

Lester Chan or Bobbie Holm
California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-6905 or (916) 651-6906
Lchan@ohi.ca.gov or bholm@ohi.ca.gov
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