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Exhibit 10

CONTROL RATING FORM
	Name of Control 
     

	Vendor:
     

	Evaluator:

     

	Date Evaluated

     

	Risk to Mitigate

     


	List of Existing Controls:  (If applicable)
     



	 FORMCHECKBOX 

	Modular in nature –The control may be removed from an environment without adversely affecting other mechanisms

	 FORMCHECKBOX 

	Avoids conflicts – The control does not conflict with other controls already in place.

	 FORMCHECKBOX 

	Adjustable protection – The security level must be adjusted by the administrator to different levels of protection when applied to the system the control is designed to protect.

	 FORMCHECKBOX 

	Override – An administrator may override a restriction provided by the control if necessary.

	 FORMCHECKBOX 

	Defaults – When installed, the control defaults to a lack of permissions or least amount of privileges and rights instead of defaulting to every individual in the organization having full control.

	 FORMCHECKBOX 

	Flexibility and functionality – Controls that have more functionality, such as reporting and auditing capabilities, are generally better.  This functionality should be flexible enabling users to choose different functions instead of all or none.

	 FORMCHECKBOX 

	User and administrator – A user should have less permission than an administrator when it comes to configuring or disabling the control.

	 FORMCHECKBOX 

	Staff intervention – Errors are more likely to occur when staff has to configure or modify controls.  The control should be able to set itself up (load itself onto the system), pull the necessary information from the environment, and require the least amount of input from staff as possible.

	 FORMCHECKBOX 

	Easily upgradeable – Software continues to evolve and the control should be updated automatically.

	 FORMCHECKBOX 

	Staff impact – The control should be easily useable, acceptable and tolerated by staff.  If the control provides barriers to productivity or adds extra steps to simple tasks, users will not tolerate it.

	 FORMCHECKBOX 

	Understandable output – Important information (e.g., list of websites visited by a staff member) should be presented in formats easy for staff to understand and use.

	 FORMCHECKBOX 

	Component dependence – The control should be flexible and not have strict requirements, conditions, or limitations applicable to the components or the environment into which it will be installed.

	 FORMCHECKBOX 

	Auditing functionality – The control should have a mechanism that includes system auditing.

	 FORMCHECKBOX 

	Must reset – The control should reset and return to its original configurations and settings without affecting the system or assets it is protecting.

	 FORMCHECKBOX 

	Testable – The control should be able to be tested in different environments under different situations.

	 FORMCHECKBOX 

	No other compromises – The control does not introduce any back doors for accessing the data in the system or other types of compromises of the system.

	 FORMCHECKBOX 

	System performance – System performance should not be greatly affected.

	 FORMCHECKBOX 

	Alert threshold – An adjustable threshold should exist to alert personnel of a security breach

	 FORMCHECKBOX 

	Proper Alert – The control should have adjustable alerts available (e.g., pager alarm, cell phone alarm, email alert, etc.).

	 FORMCHECKBOX 

	No effect on EPHI – The control should not adversely affect the EPHI in the environment.

	Recommendation:

     


	Justification for Recommendation:

     



Control Cost Consideration

	Product costs:  (e.g., total cost of product: price X qty.)
	$

	Design/planning costs: (e.g., staff time, consultants, materials)
	$

	Implementation costs:  (e.g., downtime to implement, tools)
	$

	Environment modifications: (e.g., changes to facilities, memory)
	$

	Compatibility with other controls: (e.g., additional purchases)
	$

	Maintenance requirements: (e.g., upkeep, staff time)
	$

	Testing requirements: (e.g., staff time, documentation)
	$

	Repair, replace, or update costs: (e.g., cost of updates)
	$

	Operating/support costs: (e.g. support contracts, phone support)
	$

	Total:
	$


Example:

	Name of Security Control: (e.g. antivirus software)
	Firewall


	Product costs:  (e.g., total cost of product: price X qty.)
	$2,500

	Design/planning costs: (e.g., staff time, consultants, materials)
	$1,000

	Implementation costs:  (e.g., downtime to implement, tools)
	$1,500

	Environment modifications: (e.g., changes to facilities, memory)
	$0

	Compatibility with other controls: (e.g., additional purchases)
	$0

	Maintenance requirements: (e.g., upkeep, staff time)
	$5,000

	Testing requirements: (e.g., staff time, documentation)
	$1,000

	Repair, replace, or update costs: (e.g., cost of updates)
	$0

	Operating/support costs: (e.g. support contracts, phone support)
	$2,500

	Total:
	$13,500


	Recommendation:

     


	Justification for Recommendation:

     



	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  



