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SECURITY MANAGEMENT PROCESS
Terms and DEFINITIONS
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	Listed below are security management terms and definitions.  These definitions are derived from the Security Taxonomy Glossary
, Webopedia
 and the HIPAA Security Rule. 


	Access
	The ability or means necessary to read, write, modify, or communicate data information or otherwise use any system resource.  This definition is specific to the HIPAA Security Rule and is not the same as the definition provided in the HIPAA Privacy Rule.  [45 C.F.R. § 164.304


	Access Control
	1) The limiting of rights or capabilities of a subject to communicate with other subjects, or to use functions or services in a system or network. 
2) Restrictions controlling a subject's access to an object.


	Access Control List (ACL)
	A list of subjects that are authorized to access a particular object.  Typically, the types of access are read, write, execute, append, modify, delete and create.


	Accountability
	A security principle indicating that individuals must be able to be identified and are to be held responsible for their actions.


	Administrative Controls
	These controls include the development of policies, standards, procedures, and guidelines and screening of personnel, security awareness training, the monitoring of system activity and change control procedures.


	Adware
	1)  A form of spyware that collects information about the user in order to display advertisements in the Web browser based on the information it collects from the user's browsing patterns. 

2)  Software that is given to the user with advertisements already embedded in the application.


	Annualized Loss Expectancy (ALE)
	A dollar amount that estimates the loss potential from a risk in a span of a year.  Single loss expectancy (SLE) x annualized rate of occurrence (ARO) = ALE


	Annualized Rate of Occurrence (ARO)
	The value that represents the estimated possibility of a specific threat taking place within a one-year time frame.


	Assessment of Impacts
	The evaluation of the risks and ultimate effect of the risk on a given asset.


	Assessment of Options
	The evaluation of the actions that may be taken to minimize the potential impact of a particular risk or threat.


	Asset Valuation
	The information, software, personnel, hardware, and physical assets (such as the computer facility) and the value of an asset consisting of its intrinsic value and consequences of its compromise.


	Audit
	A family of security controls in the technical class dealing with ensuring activity involving access to and modification of sensitive or critical files is logged, monitored, and possible security violations investigated.


	Audit Trail
	A chronological set of logs and records used to provide evidence of a system’s performance or activity that took place on the system.  These logs and records can be used to attempt to reconstruct past events and track the activities that took place and possibly detect and identify intruders.


	Authentication
	1) To establish the validity of a claimed identity. 2) To provide protection against fraudulent transactions by establishing the validity of a message, station, individual, or originator.


	Authorization
	Access privileges granted to a user, program, or process.


	Availability
	1) The ability to access a specific resource within a specific time frame as defined within the IT product specification. 
2) The ability to use or access objects and resources as required. The property relates to the concern that information objects and other system resources are accessible when needed and without undue delay. 
3) The prevention of the unauthorized withholding of information resources.


	Backup
	Copy and moving data to a medium so that it may be restored if the original data is corrupted or destroyed.  


	Biometrics
	When used within computer security, biometrics is used to identify individuals by physiological characteristics.  This can be a fingerprint, hand geometry, or pattern in the iris.  


	Confidentiality
	1) The assurance that information is not disclosed to inappropriate entities or processes. 
2) The property that information is not made available or disclosed to unauthorized entities. 
3) The prevention of the unauthorized disclosure of information. 
4) The concept of holding sensitive data in confidence, limited to an appropriate set of individuals or organizations.


	Contingency Plan
	A plan put in place before any potential emergencies with the mission of dealing with possible future emergencies.  It pertains to training personnel, performing backups, preparing critical facilities, and recovering from an emergency or disaster so that business operations can continue.  


	Control
	In the context of information technology security, the term 'control' is normally considered to be synonymous with 'safeguard' or “security measure”.  Controls are security measures taken to mitigate a security risk. 


	Control Review
	Control review is a regular review of controls using records of information system activities, such as audit logs, access reports, and security incident tracking reports.  Control review is also referred to as information systems activity review.


	Cost/benefit Analysis
	An assessment that is performed to ensure that the cost of a safeguard does not outweigh the benefit of the safeguard.  It does not make good business sense to spend more protecting an asset than the asset is actually worth.  All possible safeguards must be evaluated to ensure that the most security-effective and cost-effective choice is made.


	Due Care
	Due care are steps that are taken to show that company has taken responsibility for the activities that take place within the corporation and has taken the necessary steps to help protect the company, its resources, and employees.


	Due Diligence
	Continual activities that make sure the protection mechanisms are continually maintained and operational.  


	Encryption
	The use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key.  [45 C.F.R. § 164.304]


	Gap Analysis
	A comparison that identifies the difference between actual and desired outcomes.


	Identification of Risks
	The process of gathering data specific to the environment that represents the types of events that could affect the operation.


	Integrity
	1) Correctness and appropriateness of the content and/or source of a piece of information. 
2) The prevention of the unauthorized modification of information. 
3) Sound, unimpaired, or perfect condition.


	Intrusion Detection System (IDS)
	Software employed to monitor and detect possible attacks and behaviors that vary from the normal and expected activity.  The IDS can be network-based, which monitors network traffic, or host-based, which monitors activities of a specific system and protects systems files and control mechanisms.


	Likelihood Assessment
	An estimation of the frequency or chance of a threat happening.  In general, the greater the likelihood of a threat occurring, the greater the risk.  


	Logging
	The recording of user requests made to the firewall. Firewalls typically log all requests they handle, both allowed and rejected. For many firewall designs, logging requires a significant amount of processing overhead, especially when complex rule sets are in use.


	Password
	A sequence of characters used to prove one’s identity.  It is used during a login process and should be highly protected.  


	Qualitative Risk Analysis
	An analysis that judges an organization’s risks to threats, which is based on judgment, intuition, and the experience versus assigning real numbers to this possible risks and their potentials loss margins.  


	Quantitative Risk Analysis
	A process that attempts to assign real numbers to the costs of countermeasures and the amount of damage that can take place.  


	Residual Risk
	The remaining risk after the security controls have been applied.  Threats x vulnerability x asset value = total risk (threats x vulnerability x asset value) x control gap = residual risk.


	Risk
	1) The expected loss due to, or impact of, anticipated threats in light of system vulnerabilities and strength or determination of relevant threat agents.

2) The probability that a particular threat will exploit a particular vulnerability of the computer system.


	Risk Assessment
	A process that systematically identifies valuable system resources and threats to those resources, quantifies loss exposures (i.e., loss potential) based on estimated frequencies and costs of occurrence, and (optionally) recommends how to allocate resources to counter measures so as to minimize total exposure. The analysis lists risks in order of cost and criticality, thereby determining where counter measures should be applied first. It is usually financially and technically infeasible to counteract all aspects of risk, and so some residual risk will remain, even after all available counter measures have been deployed.


	Risk Identification
	The process of identifying risks considering business objectives, threats and vulnerabilities as the basis for further analysis.


	Risk Management
	1) A family of security controls in the management class dealing with the process of identifying and applying controls commensurate with the value of the assets protected based on a risk assessment.

2) The total process of identifying, controlling, and mitigating IT system-related risks. It includes risk assessment; cost benefit analysis; and the selection, implementation, test and security evaluation of security controls. This overall system security review considers both effectiveness and efficiency, including impact on the mission and constraints due to policy, regulations, and laws.


	Risk Response Planning
	An activity that involves identifying the covered entity assets that may be subject to some risk program.


	Risk Monitoring 
	An activity that involves reviewing, tracking, evaluating and reporting on the status of the risks.


	Risk Value
	The probability that any given threat will occur multiplied by the impact of loss that would occur if the threat were to attack a given vulnerability that has been identified for it.


	Safeguards
	1) Protection included to counteract a known or expected condition. 
2) Incorporated countermeasure or set of countermeasures within a base release.


	Security
	1) The combination of confidentiality, integrity, and availability. 
2) The quality or state of being protected from uncontrolled losses or effects. Note: Absolute security may in practice be impossible to reach; thus the security 'quality' could be relative. Within state models of security systems, security is a specific 'state' that is to be preserved under various operations.


	Security Audit Trail
	A chronological record of system activities that is sufficient to enable the reconstruction and examination of the sequence of environments and activities surrounding or leading to an operation, procedure, or event in a security-relevant transaction from inception to final results.


	Security Controls
	Management, operational, and technical measures prescribed for an IT system which, taken together, satisfy the specified security requirements and protect the confidentiality, integrity, and availability of the system and its information. Security controls can be selected from a variety of families including risk management, system development and acquisition, configuration management, system interconnection, personnel security, media protection, physical and environmental protection, contingency planning, incident response capability, hardware and system software maintenance, system and data integrity, security awareness, training, and education, documentation, identification and authentication, logical access, audit, and communications.


	Security Management Process
	Encompasses the creation, administration and oversight of policies to ensure the prevention, detection, containment, and correction of security breaches.  It involves risk analysis, risk management, including the establishment of accountability, management controls (policy and education), electronic controls, physical security, and penalties for the abuse and misuse of its assets, both physical and electronic.


	Single Loss Expectancy (SLE)
	A dollar amount that is assigned to a single event that represents a company’s potential loss amount if a specific threat took place.  


	Single Sign-on
	A system that enables a user to access multiple computer platforms (usually a set of hosts on the same network) or application systems after being authenticated just one time.  Typically, a user logs in just once, and then is transparently granted access to a variety of permitted resources with no further login being required until after the user logs out. 


	Smart Cards
	A credit-card sized device containing one or more integrated circuit chips, which perform the functions of a computer's central processor, memory, and input/output interface.


	Spyware
	Any software that covertly gathers user information through the user's Internet connection without his or her knowledge, usually for advertising purposes. Spyware applications are typically bundled as a hidden component of freeware or shareware programs that can be downloaded from the Internet.  Once installed, the spyware monitors user activity on the Internet and transmits that information in the background to someone else. Spyware can also gather information about e-mail addresses and even passwords and credit card numbers.


	Standards
	Rules indicating how hardware and software should be implemented, used, and maintained.  They provide a means to ensure that specific technologies, applications, parameters, and procedures are carried out in a uniform way across the organization.  They are compulsory.  


	Threat
	1) An action or event that might prejudice security. 
2) Sequence of circumstances and events that allows a human or other agent to cause an information-related misfortune by exploiting a vulnerability in an IT product. 
3) Any circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, modification of data, or denial of service.


	Total Risk
	When a safeguard is not implemented, an organization is faced with the total risk of that particular vulnerability.  


	Virus
	A small application, or string of code, that infects applications.  The main function of a virus is to reproduce, and it requires a host application to be able to do this.  IT can damage data directly or degrade system performance.  


	Vulnerability
	A flaw or weakness in system security procedures, design, or implementation or internal controls that could result in a security breach or a violation of the system’s security policy.


	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  


� Security Taxonomy Glossary, Anne & Lynn Wheeler, http://www.garlic.com/%7Elynn/secure.htm


� Weopedia, � HYPERLINK "http://www.webopaedia.com/" ��Webopedia: Online Computer Dictionary for Computer and Internet Terms and Definitions� or www.webopaedia.com.
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