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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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GENERAL INFORMATION

	Resources

[image: image1.wmf]
	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring the implementation of a security management process.  Based on the information provided in the following documents, the Security Workgroup and CalOHI have developed a security management process that we believe is applicable to government business practices.  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	What Is Covered in this Chapter

[image: image2.wmf]
	The security management standard in the HIPAA Security Rule contains four required implementation specifications.  The four requirements are:
· Risk analysis,

· Risk management,

· Sanctions policy, and

· Information system activity review.


	
	The goal of a security management program is to protect the covered entity’s assets, which are, for the purposes of the HIPAA Security Rule, the protection of electronic protected health information (EPHI).  This does not include paper-based protected health information (PHI), which is addressed in the Privacy Rule. 

This chapter covers risk analysis, risk management, and information system activity reviews.  The sanction policy will be issued in a separate chapter.  



	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security, or at www.ohi.ca.gov.  Any referenced State laws may be found on the California Law website at Find California Code or at www.leginfo.ca.gov or on the CalOHI Legal page at CalOHI - Legal Issues or at www.ohi.ca.gov. 


	Decision Points
[image: image4.wmf]
	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.
You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22, Access Process, Exhibit 3, Sample Decision Tool.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy or at www.ohi.ca.gov.  



	Examples, Hyperlinks, and Definitions
[image: image5.wmf]
	Examples to assist in understanding the requirements will be indented and printed in blue ink.  
Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  
Definitions for terms used in this Chapter may be found in Exhibit 12.



INTRODUCTION

	How to Use this Chapter
	This chapter is designed to be used by a variety of individuals with different levels of experience.  It is designed as a tool to those who:

· Are experts in security who only need to understand the HIPAA requirements and could use the tools issued with the chapter to monitor the implementation progress, 

· Have some experience in information technology security management and could use this document as a reference should they need to refresh on some component of security management, or
· Have no experience in information technology security management and could use this chapter as a learning and reference tool.
The chapter provides a flow chart containing the steps within the security management process and the individual activities in each step.  References to the appropriate section within the chapter are provided on the flow chart.  Thus, an individual may understand the process completely and may only need to refresh on a certain activity or on the HIPAA standard.  
The following flow chart provides the order of the steps in the security management process.  The right hand column shows the page number where the detailed discussions of each step are located.  The dividing line between risk analysis and risk management differs among practitioners.  Here is our security management process:


RISK ANALYSIS
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	For more information, see Page 19
See Page 20  (for quantitative method, see page 29)
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	See Page 21
See Page 22
See Page 24  (for quantitative method, see page 30) 
See Page 25  (for quantitative method, see page 30)
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See Page 27



RISK MANAGEMENT
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	See Page 35
See Page 39
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	See Page 41
See Page 42
See Page 44
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	Security Management Process
	This chapter provides a security management process that has been extracted from the various sources referenced in the General Information section.  The process incorporates various activities from the different sources, and the activities are placed in a sequential order designed for government entity use.  The following section includes short descriptions of the major steps within the security management process.  It includes a few steps covered entities should have already completed, such as establishing a security management team, mapping EPHI, and conducting a gap analysis.  


	Timing of Security Management Process
	Covered entities should determine when they will conduct a security management process.  This may be on a set schedule, e.g., annually, every two years, etc.  However, some risks may require immediate attention.  

For example, when small risks arise, such as a new virus, the covered entity may determine that patches should be applied immediately.  
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	DECISION POINT:  Timing of Security Management Processes
How often will you conduct a security management process?

You will need to determine how often you will conduct a security management process.  You may determine that some new risks may need immediate attention.  You will need to document the timing of your security management processes.


	Security Management Team


	Given the scope of the security management project, covered entities must coordinate a security management team that includes individuals from various departments to ensure that all risks are addressed.  

For more information, see Chapter 3: Assign Security Responsibility, which CalOHI will release in early 2005.  When released, it may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.  


	Mapping EPHI

[image: image12.wmf]

	Managing EPHI begins with knowing where EPHI data exists within in your organization’s systems.  The process of identifying where EPHI data exists is known as mapping.  It is critical to complete this task thoroughly.  Covered entities must know where EPHI resides before they can protect it. 
For more information regarding mapping EPHI and tools for mapping, see Policy Memorandum 2004-43, Exhibit 3:  Mapping the Flow of Electronic PHI and Gap Analysis of Business Practices which may be found on the CalOHI website at  CalOHI – Security or at www.ohi.ca.gov.  


	Gap Analysis

[image: image13.wmf]
	The next step is conducting a gap analysis.  This analysis identifies the gaps where remediation is necessary in your business practices that contain EPHI.  It compares current business practices, the applicable State laws, and HIPAA regulations to determine whether the current practice is compliant with HIPAA regulations.  A gap exists when current business practices are not HIPAA compliant.

For more information regarding gap analyses and tools for a gap analysis, see Policy Memorandum 2004-43, Exhibit 3:  Mapping the Flow of Electronic PHI and Gap Analysis of Business Practices, and Exhibit 3D:  Gap Analysis of HIPAA Security Business Practices, which may be found on the CalOHI website at  CalOHI - Security or at www.ohi.ca.gov.  


	Risk Analysis

[image: image14.wmf]
	The required risk analysis will identify the risks that threaten EPHI and will estimate the impact of those events to your organization and its business practices.  This analysis is summarized into a risk determination.  The risk analysis process and its findings must be documented.  
For a more thorough discussion regarding the risk analysis process, see Section 1, beginning on page 8.


	Risk Management

[image: image15.wmf]
	Risk management covers both the implementation of the security controls to reduce or mitigate risks and the review process to maintain the effectiveness of the controls.  Once the risks have been identified, covered entities must make a recommendation on which risks should be addressed.  A cost-benefit analysis on potential controls will help determine the priority of the recommended controls.  In addition, covered entities must analyze existing security controls.  Controls are then selected to address and reduce the risk.   


	
	Risk Mitigation:  

The goal of risk mitigation is to reduce risks to an acceptable level by implementing controls and testing those controls.  Workforce members are assigned the responsibility of implementing the controls.  An implementation plan is then developed to establish the start date, the target dates for tasks necessary to implement the controls, the targeted completion date, and any maintenance requirements.  Once the controls are implemented, they must be tested for their effectiveness.  All the steps and findings in the risk management process must be documented.  Residual risks will be determined after potential controls have been evaluated and recommendations have been made.


	
	Information Systems Activity Review (Control Review)
This specification involves reviewing new and current internal security controls to address continued effectiveness against new and changing risk.  An ongoing evaluation procedure must be established to ensure the controls are effective.  Some evaluation tools include audit tools, staff notifications, testing, software updates, and tools that track personnel access to the facility and to the data.

For a more thorough discussion regarding risk management, see Section 2, beginning on page 33.
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	The HIPAA Security Rule describes the standard for the security management process as:

Standard: Security management process. Implement policies and procedures to prevent, detect, contain, and correct security violations. [45 C.F.R. § 164.308(a)(1)(i)]


	
	The HIPAA Security Rule describes the required implementation specification for the risk analysis process as:

Risk analysis (Required). Conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information held by the covered entity. [45 C.F.R. § 164.308(a)(1)(ii)(A)]


	
	The HIPAA Security Rule describes the required implementation specification for the risk management process as:

Risk management (Required). Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level to comply with section 164.306(a). [45 C.F.R. § 164.308(a)(1)(ii)(B)]


	
	The HIPAA Security Rule describes the implementation specification for the information system activity review process as:

Information system activity review (Required). Implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports. [45 C.F.R. § 164.308(a)(1)(ii)(D)]


	State Administrative Manual (SAM)
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	SAM is the reference source for statewide administrative policies, procedures, regulations, and information.  The following SAM chapters or sections discuss security management:

· Agency Responsibilities – Describes the activities a State department is responsible for to ensure proper use and protection of its information assets.  [SAM § 4841]
· Agency Management Responsibilities – Describes the activities different entities within a department are responsible for to ensure proper use and protection of its information assets.   [SAM § 4841.1]

· Risk Management – Defines what risk management means for State departments.  [SAM § 4842]
· Risk Analysis – Describes the risk analysis activities a State department needs to carry out.  [SAM § 4842.1]

· Agency Risk Management Program – Describes the risk management practices a State department needs to implement.  [SAM § 4842.2] 
· State Information Management Principles – Record of Decisions – Requires a State department to maintain records of management decisions concerning the use of information technology.  [SAM § 4800]

SAM may be found on the State Department of Finance website at  State Administrative Manual or at www.dgs.ca.gov..



SECTION 1 – Risk Analysis
	What is Risk Analysis?

[image: image16.wmf]
	A risk analysis has three main goals: 
· Identify risks, 
· Quantify the impact of potential threats, and 
· Provide a cost/benefit comparison between the impact of the risk and the cost of the countermeasure.

The required risk analysis is the first and one of the most important steps in the security management process.  Covered entities must perform a self-assessment of their assets (EPHI), identify and measure risks to their organization, and then develop safeguards and countermeasures to those applicable risks.  Covered entities cannot properly protect their EPHI if they do not know the associated risks and the data location.  In addition, the implementation of the other  Security Rule standards, such as Contingency Planning and Physical Security, depend on the thoroughness and quality of the risk analysis.



	Overview of Risk Analysis Process

[image: image17.wmf]
	The risk analysis process is broken down into 8 steps:
Step

Activity

Page
1

Define Project Scope

19
2

Map EPHI

20
3

Threat Identification

21
4

Vulnerability Assessment

22
5

Risk Likelihood

24
6

Threat Impacts
25
7

Risk Determination

25
8
Documentation
27



	Qualitative Versus Quantitative
	The risk analysis process may be approached by two different methods:

· Qualitative method – Requires knowledgeable staff and experts to assign values to the different activities in the process.  It uses an ordinal rating system (e.g., High, Medium, Low) based on various threat scenarios.  

· Quantitative method – Is a more specifically relational and numeric method that assigns dollar values to risks and is a more complex method (using formulas and equations).  
Below is a matrix of the qualitative versus quantitative characteristics.  


	
	Qualitative versus Quantitative Characteristics
Attribute
Qualitative
Quantitative
Degree of judgment is involved
X
X
Provides the opinions of the staff experts
X
Uses independent and objective metrics
X
Is easily automated
X
Provides a cost/benefit analysis 
X
Requires complex calculations 
X
Shows clear-cut losses for one year
X



	
	Covered entities may choose to perform a quantitative rather than a qualitative risk analysis.  Instead of assigning a high, medium, or low rating to impacts, the quantitative approach assigns dollar values to possible losses due to a realized threat.  While this is more useful, it is more labor-intensive and requires more precise information.  In addition, a degree of judgment is involved when determining what data to use in the quantitative analysis.


	
	The quantitative approach is similar to the qualitative approach in identifying and locating all EPHI.  All threats and vulnerabilities must be identified as well.  These threats will be used in the calculations.  The vulnerabilities must also be identified and will be used in the methodology.  The following chart shows which risk analysis activities (or steps) are the same and which are different in these two approaches.


	
	Qualitative Versus Quantitative Methods
For each step of the risk analysis, the qualitative and quantitative methods can differ.  When the process is similar, "Same for both" is specified.  When a difference between methods may be used, there is an "X".  For more information about each step, see the detailed steps below.
#
Step

1

Define Project Scope

Same for both

2

Map EPHI

Different
3

Threat Identification

Same for both

4

Vulnerability Assessment

Same for both

5

Risk Likelihood

Different
6

Threat Impacts

Different
7

Risk Determination

Different
8
Documentation

Same for both




	
	DECISION POINT:  Qualitative or Quantitative Risk Analysis Method

Which risk analysis method will your organization use?

You will need to determine which method your organization will use.  You may also choose to use the qualitative method in some activities and the quantitative method in others.  You should consider that fiscal limits often determine what actions may be taken.  However, the quantitative method may be better suited to justifying budget proposals, if you can obtain the necessary data.  You will need to document your decision as part of your security management documentation regardless of the method chosen.  


	
	Neither risk analysis method can calculate intangible costs associated with the risks associated with EPHI.  Intangible costs would include:

· Legal liability,

· Loss of public confidence,

· Adverse publicity, etc.


	
	Those activities within the risk analysis process that may be approached using the quantitative method are provided subsequently beginning on page 29.  The risk analysis discussion that follows will be presented using the qualitative method.  


Part 1 - Qualitative Method

	Introduction
	The following steps are needed to complete a qualitative risk analysis.  If conducting a quantitative risk analysis is desired, steps 2 and 5-7 will need to be changed to coincide with the quantitative steps, which may be found beginning on page 29.


	Step 1: Define Project Scope

[image: image18.wmf]
	The first step is to define the risk analysis project scope.  As defined in the Project Management Book of Knowledge (PMBOK)
, the project scope includes:

· Initiation – Involves formally introducing the project that includes the project’s requirement, charter, manager, constraints, and assumptions,
· Scope planning – Involves documenting the work, scope statement, details, and management plan,
· Scope definition – Involves dividing the risk analysis into more manageable parts and defining a work plan,
· Scope verification – Involves formally accepting the project by the stakeholders, such as the team and/or management,  

· Scope change control – Involves handling ongoing scope changes, corrective actions, and the adjusted baseline work plan to reflect the changes, and
· Use of tools – Involves selecting the tools to help gather information for the risk analysis or developing your own tools.  Generic tools are provided with this chapter in Microsoft Word or Excel for easy customization to fit your business needs.
For more information regarding the use of tools, see the tools in Exhibit 3-8: Risk Analysis Tools and Instructions, which is attached to this Chapter.
A project kick-off is helpful to announce that this effort will be taking place throughout the organization.  The project sponsor or executive may notify sections that the required risk analysis is being conducted and can ask for all sections’ help and cooperation in this effort.  
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	DECISION POINT:  Project Scope

Have you determined the scope of your security management project?

You must determine the scope of your security management project.  You must decide if you will conduct security management for only the systems containing EPHI or for all systems within your organization.  You must document the scope of your project as part of your security management documentation.
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	DECISION POINT:  Use of Tools

What risk analysis tools will you use to implement the HIPAA Security Rule?

You must decide which process and tools you will use to implement the HIPAA security management requirements.  In making this decision, you may want to review the different processes and tools available through the resources listed in the beginning of this chapter or in the attachments with this chapter to determine if any fit your business practices.  You must document your method selection as part of your security management documentation.
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	MAJOR CONSIDERATION:  Previous Risk Analysis

You will need to determine whether there were any previous risk analysis reports.  If so, it may reduce the amount of effort required for this process because many of the elements, such as threats and vulnerabilities, may have already been identified.  

	
	


	Step 2: Map EPHI

[image: image22.wmf]
	Managing the security of EPHI begins with knowing where EPHI exists within an organization.  The process of identifying where EPHI data exists within an organization is known as mapping.  If you do not know where EPHI is located within your organization, you will not be able to protect it.  An additional step that assigns monetary value to EPHI may be taken as part of the quantitative method (which is explained in more detail on Step 2: Map EPHI on page 29).


	
	In addition, mapping protected health information (PHI) by covered entities was part of the Privacy Rule implementation.  This product may be used as a baseline for mapping EPHI.
For more information regarding mapping EPHI, see CalOHI Policy Memorandum 2004-43, which contains guidelines and tools to assist covered entities.  It may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.  


	State Requirements
	State rules require that State departments identify all automated files and databases in which they have ownership and define responsibility for each file or database.  This includes ownership designation, custodianship, user identification, information classification, and policies and procedures establishment.  [SAM §§ 4841.2, 4841.3, and 4841.4]
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	MAJOR CONSIDERATION:  Identify and Locate EPHI
You must know where EPHI exists within both your and your business partners’ organization.  You must complete this step before you can continue with the security management process.    

	
	See page 29 for the quantitative method of assigning monetary value to EPHI.



	Step 3: Threat Identification


	Covered entities must consider all threat sources that could invade or harm information systems software and EPHI storage or transmitting programs.  
A threat is defined as a source, such as an employee, invasion, or natural disaster, that exploits a vulnerability and results in risk.  The most common threats are human-based, such as incorrect data entry and accidental data deletion.  An important part of the risk analysis is to properly identify all potential threats to the organization.  
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	In general, there are three types of threats to EPHI:

· Natural – Floods, earthquakes, fires, etc.,
· Human – Unintentional (e.g., incorrect data entry or accidental  data deletion) or intentional (e.g., theft, malicious software installation), and
· Environmental – Power failures, hazardous material spills, etc.

For example:  Most covered entities would not include volcanoes or typhoons in their threats list, while others may include tornadoes and flooding because their location.  A hacker is considered a threat if he/she accesses a database containing EPHI in an unauthorized manner.

The security management team should meet to discuss various threats to their organization.  A comprehensive list of threats should be compiled and discussed.  


	
	Identification of threats may be done through a series of meetings with the security management team and/or program experts.  A previous risk analysis may also help with threat identification.  You may also choose to interview staff from other sections, programs, or organizations to obtain different perspectives and opinions on threats to the organization.  Be sure to include scenarios of all relevant threats identified.


	
	For more information regarding identifying and listing threat sources, see Exhibit 5: Threat Identification Worksheet, which is part of this package.


	State Requirements
	State rules require that State departments identify the threats to which EPHI may be exposed.  [SAM § 4841.1]  
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	DECISION POINT:  Relevant Threats 

Have you identified all threats to your organization?

You will need to decide which possible threats are relevant to your organization and need to be part of the risk analysis process.  Once you have determined your list of threats, you must document it as part of your security management documentation.  

	
	


	Step 4: Vulnerability Assessment

[image: image26.wmf]
	Vulnerability assessment consists of covered entities performing technical and non-technical assessments of their computing environments, where EPHI is accessed, stored, transmitted, or received.  Vulnerabilities are flaws or weaknesses in system security procedures, designs, and implementation or internal controls that could result in a security breach or a violation of the system’s security policy.  The assessments should identify current controls and system vulnerabilities to threats.  

Pay particular attention to weaknesses that exist due to a lack of a control such as unlocked doors, lack of account passwords, or procedures.
Vulnerabilities are categorized as administrative, physical or technical.


	
	Examples of vulnerabilities include::

· Administrative: lack of policies, procedures, standards, etc.  A covered entity does not have procedures for removing unused accounts (vulnerability) that access EPHI after an employee has been terminated by an adverse action (threat).  This may result in unauthorized access.  
· Physical: lack of water sprinklers in case of fires, lack of back-up and recovery systems, etc.
· Technical: lack of anti-virus software or firewalls.  Computers that access EPHI do not have antivirus software installed on them.  Therefore, a virus (threat) may exploit this vulnerability (lack of antivirus software). 
Resources for identifying vulnerabilities include:

· A series of meetings with the security management team,

· Previous risk analysis documentation,

· IT audit reports,

· Maintenance records,

· Vendor bulletins (Microsoft, IBM, HP), and

· Vulnerability lists (http://icat.nist.gov, http://www.insecure.org).
See Exhibit 6, Vulnerability Identification, for a basic vulnerability identification tool.


	State Requirements
	State rules require that State departments assess the vulnerabilities; the points where information assets lack sufficient protection from identified threats.  [SAM § 4842.1]
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	DECISION POINT:  Relevant Vulnerabilities
What weaknesses exist in your organization due to a lack of  controls or safeguards?

You will need to identify the vulnerabilities in your organization relevant to in your information technology systems which contain EPHI.  Once you have made this determination, the list of vulnerabilities should be included in your security management documentation.

	
	


	Step 5: Risk Likelihood

[image: image28.wmf]
	Risk likelihood assigns ratings for the probability of each risk being exploited by a particular threat.  The security management team assigns a Low, Medium, or High rating.  This critical step requires the expertise and opinions of the security management team and possibly other experts.  The security management team should meet to assign the likelihood of risks being realized (for the identified risks).   


	
	Three factors should be considered when ranking risks:

1) Threat motivation and capability,
2) Type of vulnerability, and
3) Existence and effectiveness of security controls.


	
	Covered entities could choose to use the following rating system when determining the likelihood of a risk occurring:
Likelihood Level
Likelihood Definition

High (1.0)
The threat-source is highly motivated and sufficiently capable, and controls to prevent the vulnerability are ineffective.

Medium (0.5)
The threat-source is motivated and capable, but controls are in place that may impede successful exercise of the vulnerability.

Low (0.1)
The threat-source lacks motivation or capability, or controls are in place to prevent, or at least significantly impede the vulnerability from being exercised.
The numbers in the chart above provide a value for calculating the likelihood of a risk being realized.  [NIST 800-30: Risk Management Guide for Information Technology Systems]


	State Requirements
	State rules require that State departments determine the probable loss or consequences based upon quantitative and qualitative evaluation for the vulnerabilities of each realized threat, and estimate the likelihood of such an occurrence.  [SAM 4842.1]
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	DECISION POINT:  Risk Likelihood

What is the likelihood that the threats you have identified will materialize?

You will need to determine which threats are the most likely to occur and why.  This information must be documented as part of your security management documentation.


	
	See page 30 for an explanation of a quantitative method for estimating risk likelihood.


	Step 6: Impact of Threats

	Impact of threats involves covered entities assigning values to the impacts of realized threats.  It weighs the effects of realized threats on the confidentiality, integrity and availability of EPHI.  
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	For example:  A computer virus has infected a server with stored EPHI of patients to whom a clinic no longer provides health care services.  The impact of the threat is “low” because the EPHI is not necessary for daily business practices.  


	State Requirements
	State requirements provide that State departments identify each file or data bases’ level of acceptable risk.  [SAM § 4841.5]
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	DECISION POINT: Impact of Threats

How will you identify the impact of threats should they actually occur to your organization?

You will need to determine which impacts are the most significant to the least significant.  Once you have determined the impacts, you will need to document the impacts as part of your security management documentation.    

	
	See page 30 for a quantitative method to determine threat impacts.


	Step 7: Risk Determination
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	The risk determination is calculated by multiplying the values of the likelihood of a realized threat and impact of a threat in a matrix.  
The values for the likelihood of a realized threat (column) are:

· High = 1.0

· Medium = 0.5

· Low = 0.1

The values for impact of threats (row) are:

· High = 100 
· Medium = 50

· Low = 10


	Likelihood and Impact Scale
	In the matrix below, if the threat likelihood is High (1.0) and the impact on the system is Medium (50), multiply the 1.0 x 50 = 50.  The security management team will calculate the values from the risk likelihood (column) and the impact of the threats (row) for all identified risks to obtain the risk determination using the matrix below.  
Likelihood and Impact Scale
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[NIST 800-30: Risk Management Guide for Information Technology Systems]



	
	For example:  A laptop with stored EPHI is not password protected and is left in the backseat of a car.  The threat likelihood that it will be stolen and the EPHI records will be available is High (100). The impact on the business practices should the EPHI be stolen and unavailable is low (0.1) because all the EPHI is for a research study using only deceased patient information.  Multiply 0.1 x 100 = 10.


	
	After this process is completed, all the threats (risks) analyzed should be listed or ranked according to their scores.  The team should then divide the list into those with the highest scores, those in the middle, and those with the lowest scores.  This ranking of risks into high, medium, and low categories will facilitate the next action decisions as discussed below.


	Risk Scale and Actions
	Once the security management team has ranked the relevant risks, the following risk scale and action matrix may be applied.
Risk Scale and Necessary Actions

Risk Level

Risk Description and Necessary Actions

High

If an observation or finding is evaluated as a high risk, there is a strong need for corrective measures.  An existing system may continue to operate, but a corrective action plan must be put in place as soon as possible.

Medium

If an observation is rated as medium risk, corrective actions are needed and a plan must be developed to incorporate these actions within a reasonable period of time.

Low

If an observation is described as low risk, the covered entity must determine whether corrective actions are still required or decide to accept the risk. 

[NIST 800-30 Risk Management Guide for Information Technology Systems]


	State Requirements
	State rules require that State departments establish risk analysis processes to identify and assess risks associated with their information assets and define cost-effective approaches to managing such risks.  [SAM 4842.1]



	Step 8: Documentation

[image: image34.wmf]
	Risk analysis is not complete until the results have been documented in an official report or briefing.  The risk analysis report is a management tool used to assist in making decisions on policy, budget, operational issues, and management issues.  A report that uses a systematic and analytical approach to assessing risk will help managers understand the risks to their business and the need to allocate resources to reduce the risks.  


	
	The HIPAA Security Rule requires that covered entities document their risk analysis process.  The documentation shows what security controls are being used and why they were chosen.  It also shows due diligence toward implementation of the HIPAA Security Rule.

[45 C.F.R. § 164.316]


	State Requirements
	State rules require that State departments to prepare reports to department directors documenting the risk assessments, proposed security management measures, resources necessary for security management, and the amounts of remaining risk to be accepted.  [SAM 4842.1]
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	DECISION POINT:  Risk Analysis Documentation

How will you ensure your risk analysis process is documented?

You will need to determine a process to ensure your risk analysis process, your decisions, and the rational behind the decisions are documented.  You may decide to assign responsibility for documentation to one individual.  

	
	


Part 2 – Quantitative Method

	Introduction
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	Covered entities may choose to conduct a quantitative analysis to estimate their potential losses in dollar values.  This requires the use of mathematical equations and formulas.  Quantitative risk analysis may better justify funding security spending to the extent quantitative data are available.

For example:  There is a difference between determining your risk for flood is high (qualitative method) versus knowing that the organization will lose $250,000 in revenue if a flood occurs due to the unavailability of EPHI.  
A different methodology is employed for quantitative risk analysis in Step 2, Map EPHI, Step 5, Risk Likelihood, Step 6, Impact of Threats, and Step 7, Risk Determination.  The following provides a description of the quantitative risk analysis methodology for these steps.  



	Step 2: Map EPHI
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	The quantitative method requires a monetary value to be assigned to EPHI.  Assigning a dollar value to EPHI may be challenging, however it is necessary to assess total loss should a threat be realized.  It also is needed to perform the calculations of determining the estimated amount of annual monetary loss should a threat be realized [know as the annual loss expectancy (ALE)]. 
For example, if the immunization registry (which houses EPHI) becomes inoperable due to an exploited threat, you would be unable to verify when vaccines were administered and consequently be unable to continue delivery of vaccines.  Perhaps you could quantify the fiscal loss in this scenario as a loss in $20 (revenue for administering a vaccine) per patient, or immeasurable if it would result in a patient dying from not receiving a vaccination.

	
	For more information about mapping EPHI and the tools to assist with this activity, see Policy Memorandum 2004-43, Exhibit 3, Mapping the Flow of Electronic PHI and Gap Analysis of Business Practices which may be found on the CalOHI website at:  CalOHI – Security.  See page 20 for the qualitative method to map EPHI.



	Step 5:  Risk Likelihood
	The likelihood that a threat may be realized may be estimated using the statistical probability of occurrence.  Many sources exist that provide data which may be used to determine the probability of a threat being realized.

For example, in a survey of 100 companies, 90 companies’ information systems were successfully hacked at least one time in a year.  Therefore, the team inferred that the likelihood of one hack a year is 90 percent.  
See page 24 for the qualitative method for risk likelihood.


	State Requirements
	State rules require that State departments determine the probable losses or consequences, based upon quantitative and qualitative evaluations, of realized threats for vulnerabilities and estimations of the likelihood of such occurrences.  [SAM 4842.1]


	Step 6:  Threat Impacts
	For the quantitative method, this step is called the Exposure Factor (EF) assignment.  Rather than assigning a Low, Medium, or High value as in the qualitative method, the Exposure Factor represents a percentage loss a realized threat could have on an asset.  The security management team assigns the exposure factor given the controls and safeguards already in place.  

For example: The security management team determines that if a fire of a certain size occurred in the server room where EPHI is stored, 25% of the database would be damaged.  (This is based on the fire damage to servers in other fires – historical data.)  Therefore, the EF would be 25% or 0.25.  In another example, the security management team determines that if a hacker accesses their database containing EPHI data, there would be a 75% chance (historical data) the EPHI would be exposed.  Therefore, the EF would be 75% or 0.75.
See page 25 for the qualitative method for threat impacts.



	Step 7:  Risk Determination
	The goal of the quantitative risk analysis is to obtain the Annualized Loss Expectancy (ALE).  The ALE is the value that represents the estimated cost of a realized threat for one year.  The ALE helps a covered entity determine based on monetary impacts whether to put controls or safeguards in place to prevent damage from a realized threat.


	
	Before calculating the ALE, the Single Loss Expectancy (SLE) must be calculated.  The SLE is the dollar amount assigned to a single event that represents the covered entity’s potential loss amount for a realized threat.  Once dollar values have been assigned to EPHI (See Step 3: Mapping EPHI step on page 29), and the Exposure Factor has been assigned (Step 6: Threat Impacts) the Single Loss Expectancy (SLE) may be calculated.  The calculation for SLE is:

Value of EPHI 

___(x) Exposure Factor (EF) ___ 

 = Single Loss Expectancy (SLE)

 or [$EPHI  x  EF  =  SLE]


	
	For example:  The security management team has assigned a value of $100,000 to a database with stored EPHI.  If a flood occurred, the team estimates that 25% of the database would be damaged or lost. The Exposure Factor would be 25% or 0.25, and therefore the total estimated SLE would be $25,000 ($100,000 x 0.25 = $25,000). 


	
	The Annualized Rate of Occurrence (ARO) is the value that represents the estimated possibility of a specific threat from taking place within a one-year time frame.  The range may be 0.0 (never) to 1.0 (always).  For example, if the probability of a flood taking place in Sacramento, California is once in 100 years, the ARO value is 0.01.  Covered entities may use probability lists and existing data to determine the ARO for their organization.  The SLE and the ARO are used to calculate the ALE in the equation below.  

Single Loss Expectancy (SLE)

 x Annualized Rate of Occurrence (ARO)

=  Annualized Loss Expectancy (ALE)

or  [SLE  x  ARO  =  ALE]
For example:  Continuing our example above, the SLE from a flood would cause $25,000 damage to a database and the ARO is 0.01 (indicating once in 100 years), the ALE value is $250 ($25,000 x 0.01 = $250).


	
	A covered entity would perform the above analysis on all risks such as unauthorized access to EPHI, theft, unplanned downtime, improper modification to EPHI, etc.  The annual loss expectancy should be calculated for each identified risk.  The ALE should be used to assist in identifying controls to mitigate the identified risks. 


	
	For more information, an in-depth explanation of the quantitative risk analysis process is explained by the SANS whitepaper, “An Introduction to Information Risk Management” or www.sans.org.   
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	DECISION POINT: Annualized Loss Expectancies

Have you calculated your total annualized loss expectancies?

You need to determine the financial impact to your organization if the identified risks are realized.  In your analysis, be sure to include the unquantifiable financial impact such as adverse publicity, loss of reputation, and legal liabilities.  

	
	See page 25 for an explanation of the qualitative method for risk determinations.


SEction 2 - RISK MANAGEMENT
	Background
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	Risk management is the second part of the security management process.  It is divided into three components; control identification, risk mitigation and control review.  Risk management examines potential controls which could reduce or mitigate the risks identified through the risk analysis process.  Once appropriate controls have been selected for consideration, risk management includes the implementation of selected controls and the validation and testing of controls once they are implemented.  Control review includes evaluation of the tools available to review or test controls to ensure their continued effectiveness against risks.

The HIPAA Security Rule requires covered entities to protect the confidentiality, integrity, and availability of EPHI.  For any risks identified from the risk analysis, covered entities must apply controls to reduce the risks to EPHI to an acceptable level or decide to accept the risk.  The risk management process must be conducted on an ongoing basis not just as a one-time event.  Implementing a cycle of well-organized risk management activities conducted by a security management team is the key to ensuring that information security risks are adequately addressed on an ongoing, organization-wide basis.

The HIPAA Security Rule requires the implementation of an Information System Activity Review (control review) as part of its Security Management standard.  Control review ensures that controls continue to be effective by conducting regular reviews through audit logs, access reports, security incident reports, etc.  Information technology tools are designed to respond to improper actions and notify the system administrator.  




	
	The risk management process is broken down into 14 manageable steps.  These steps are discussed in detail in the following sections: 

Step
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 39
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 41
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 42
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44
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47
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48
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48
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49
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Security Controls
	Step 1: Security Control Identification 


	The security management team should identify security controls that can minimize the impact of a specific threat.  Some samples of controls are provided in the Appendix to this Chapter (Exhibit 2). In addition, the security management team should rate the controls’ effectiveness toward mitigating the risk.  Rating of controls should be based on two determinations; the attributes of the control and how the control compares with other controls being considered to mitigate the risk.  Once the potential controls have been rated, the security management should make a recommendation on which control should be considered for cost/benefit analysis.  Covered entities should consider evaluating existing security controls to determine whether they may be expanded to address the identified risk.  


	Control Identification
	Security controls may be classified as administrative, physical or technical.  

· Administrative controls relate to business practices, including policies and procedures on how employees protect EPHI, 

· Physical controls related to accessibility to the facility, including door locks, security guards and identification badges, 
· Technical controls relate to the information technology system, including installing encryption software, intrusion detection systems, and firewalls.

They may also be classified as Preventative and Detective controls.  

· Preventive security controls prevent a risk from being realized, such as door locks, firewalls, etc.  

· Detective security controls react, detect, and warn a risk has been realized, such as audit logs, intrusion detection systems, etc.


	Evaluate Potential Controls 


	The covered entity must evaluate the list of potential controls to determine their suitability for implementation.  The objective is to select the most effective controls for mitigating the risk at the most acceptable cost.  There are two parts to evaluating controls; first considering the operational and functional aspects of the control and the second considering the cost-effectiveness of the control.

When evaluating controls the following operational and functional attributes should be taken into consideration.  Not all of the attributes are necessary for all evaluations.  Therefore, the covered entity should determine which attributes they will take utilize when evaluating potential controls.


	
	· Modular in nature – The control may be removed from an environment without adversely affecting other mechanisms.

· Avoids conflicts – The control does not conflict with other controls already in place.

· Adjustable protection – The security level must be adjusted by the administrator to different levels of protection when applied to the system the control is designed to protect.

· Override – An administrator may override a restriction provided by the control if necessary.

· Defaults – When installed, the control defaults to a lack of permissions or least amount of privileges and rights instead of defaulting to every individual in the organization having full control.


	
	· Flexibility and functionality – Controls that have more functionality, such as reporting and auditing capabilities, are generally better.  This functionality should be flexible enabling users to choose different functions instead of all or none.

· User and administrator – A user should have less permission than an administrator when it comes to configuring or disabling the control.

· Staff intervention – Errors are more likely to occur when staff has to configure or modify controls.  The control should be able to set itself up (load itself onto the system), pull the necessary information from the environment, and require the least amount of input from staff as possible.


	
	· Easily upgradeable – Software continues to evolve and the control should be updated automatically.

· Staff impact – The control should be easily useable, acceptable and tolerated by staff.  If the control provides barriers to productivity or adds extra steps to simple tasks, users will not tolerate it.

· Understandable output – Important information (e.g., list of websites visited by a staff member) should be presented in formats easy for staff to understand and use.


	
	· Component dependence – The control should be flexible and not have strict requirements, conditions, or limitations applicable to the components or the environment into which it will be installed.

· Auditing functionality – The control should have a mechanism that includes system auditing.


	
	· Must reset – The control should reset and return to its original configurations and settings without affecting the system or assets it is protecting.

· Testable – The control should be able to be tested in different environments under different situations.

· No other compromises – The control does not introduce any back doors for accessing the data in the system or other types of compromises of the system.


	
	· System performance – System performance should not be greatly affected.

· Alert threshold – An adjustable threshold should exist to alert personnel of a security breach.

· Proper Alert – The control should have adjustable alerts available (e.g., pager alarm, cell phone alarm, email alert, etc.).
· No effect on EPHI – The control should not adversely affect the EPHI in the environment.
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	DECISION POINT: Control Selection Attributes

What attributes will you consider when selecting controls?
You will need to determine what attributes you will consider when evaluating controls to mitigate your risks.  Whatever attributes you do decide to use to judge the effectiveness of controls will need to be documented as part of your security management documentation.  


	
	MAJOR CONSIDERATION:  Existing Control Analysis

You should consider if any of your existing controls will mitigate the impact of newly identified risks.  You should also consider if any of your existing controls may be expanded to include the newly identified risks.  Such controls could be software upgrades, additional locks, and changes to your current policies and procedures.  


	Controls for Cost/Benefit Analysis
	After evaluating each identified control which may mitigate an identified risk, the covered entity should determine which controls are most likely to mitigate the risk based on the attributes you have selected.  Once the potential controls have been prioritized, the list must be reduced to only those to be considered for cost/benefit analysis.  The number of controls that will be considered will be based on the degree to which they reduce or mitigate the risk.  There may be several controls that meet the evaluation criteria.


	
	For example:  The risk you are examining is hackers breaking into your system.  Your current firewall is outdated and updates are no longer available.  You have identified 6 different firewalls as potential controls.  After evaluating these firewalls, you have determined that only 3 meet all of your evaluation criteria.  You submit these 3 for cost/benefit analysis.

This following example shows a type of risk and control analysis.  The team should perform the same analysis on the potential controls for each identified risk.  The results are then compiled and inserted into a report which shows all identified risks and their potential controls’ results.  The report should show that purchasing specific security controls are more effective in protecting the company from the risks than purchasing alternatives, or doing nothing.  


	
	Following is an example of a qualitative analysis, rating the threat “Unauthorized access to EPHI”:

Control Evaluation

Effectiveness of Firewall

Effectiveness of Intrusion Detection System 

Effectiveness of System Auditing

IT Manager

4

3

0

Analyst

3

4

0

Project Manager

4

2

1

Programmer

4

2

1

Results

3.75

2.75

0.5




	
	The rating above shows the values (between 0 and 4, with 0 being the least and 4 the most) given by the security management team to the Effectiveness of the control.  It shows that the security management team ranked a firewall to be more effective than an Intrusion Detection System. The effectiveness of the Intrusion Detection System was found to be more effective than the System Auditing. 
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	DECISION POINT:  Recommended Controls for Cost-Benefit Analysis

Which controls will you recommend for further consideration?

You will need to determine which controls best meet your needs when evaluated against the necessary attributes.  Once you have made this determination, these controls should go forward for cost-benefit analysis.  You will need to document which controls are recommended and the reason for the recommendations as part of your security management documentation.


	Step 2: Cost/Benefit Analysis
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	The security controls you implement must make good business sense.  Good business sense means that the control is cost-effective; the impact of the risk outweighs the cost of the control.  Covered entities should conduct a cost/benefit analysis for each control recommended to determine which are the most cost-effective.  A cost/benefit analysis for proposed controls or safeguards should consider all of the following costs of implementing a control:

· Control product costs,

· Design and planning costs,

· Implementation costs (including staff time to implement)

· Environment modifications,

· Compatibility with other controls or safeguards,

· Maintenance requirements,

· Testing requirements,

· Repair, replace or update costs,

· Operating and support costs, and

· Effects on productivity.

The cost/benefit analysis consists of comparing the cost of the control against:  
1)   The impact of the risk (from the risk analysis) and 
2)   The likelihood of the risk being realized (from the risk analysis). 
The impact of the risk and the likelihood of it being realized were compiled together in the risk determination step of the risk analysis.  If a quantitative risk analysis was completed, the ALE would be used in comparison with the cost of the control.  If a qualitative risk analysis was completed, the ranking of the risk on the risk scale and the necessary actions would be taken into consideration in comparison to the cost of the control.


	
	A commonly used cost/benefit analysis calculation for a control or safeguard is:

Annual Loss Expectancy (ALE) before control

- Annual Loss Expectancy (ALE) after control

____- Annual cost of control___

= Value of control to covered entity


	
	For example:  The security management team determines that if a hacker attacks their medical claims web server and it is unavailable to use, it will cost the covered entity approximately $100,000 per week in downtime and unavailability of medical claims processing.  The security management team recommends installing a firewall to protect the server from hackers.  The cost estimate for purchasing the firewall is:

Cost of firewall:                                      $ 10,000

Cost of support per year:                        $  2,500

Cost of user training, documentation:     $  3,500

Cost of staff to maintain and configure:  $  5,000
Total cost of implementation:             $ 21,000


	
	Management will review the cost impact of not implementing the firewall against the probability of the threat actually occurring and the costs of implementing the firewall.  Management understands the potential loss of not purchasing the firewall is $100,000 per year and decides to authorize the purchase and implementation of the firewall.  Management further recommends the firewall be continually tested and checked for effectiveness in protecting the environment against hackers.  

Loss expectancy before control

$100,000

Loss expectancy after control

     10,000
Annual Cost of Control


     21,000
Value of Control



$   69,000


	
	Covered entities need to keep in mind that quantitative analysis based on data may give a false sense of precision.  The analysis is only as good as the data, and data may fluctuate, risks may change, etc.  Therefore, when quantitative analysis is chosen, the quality of the date utilized in the equations needs to be carefully scrutinized.  However, other challenges exist if the qualitative method were chosen as shown in the following example.


	
	For example:  Taking the example above, the annual cost of the control is $21,000.  The particular risk of hacker attacks was found to be a Medium on the risk scale and necessary actions when the risk analysis was completed.  Therefore, management must now determine how $21,000 compares to a medium risk where some controls (e.g., existing firewall) may already be in place. 


	
	It is best to report to management all controls which were considered to mitigate an identified risk and the analysis that went into the recommendations.  Management may be decided that none of the controls presented are suitable and may ask the risk management team to look for alternative solutions.  


	State Requirements
	State rules require that State departments select cost-effective security management measures and document their risk assessment processes.  [SAM 4842.1]
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	DECISION POINT:  Security Control Evaluation

Have you determined the cost of potential controls compared to the cost impact of the risk?

You must determine the cost/benefit of each identified control for each risk.  The results of the cost/benefit analysis should be documented.  


	Step 3: Prioritize Controls
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	A covered entity must now prioritize for each identified risk the identified potential controls.  When prioritizing the controls, a covered entity should take the following into consideration:

· The ranking of the control when compared to the attributes necessary for the business practices, 
· The cost-benefit analysis of the control (this takes into consideration the threat, vulnerabilities, likelihood and impact of the risk), and
· Intangible impacts, i.e., loss of public confidence, adverse publicity, legal liability, etc.


	
	For example:  The security management team determines from the risk analysis a power outage would lead a revenue loss of $100,000 per hour loss for downtime.  The control selection process recommends the purchase of a diesel generator.  Due to the covered entity’s history of power outages (high likelihood of occurrence), the risk is unacceptably high and the risk needs to be addressed immediately.  This recommended control would be prioritized high among the other controls being considered for other identified risks.
Once the risks with the recommended controls have been prioritized they may be presented to management in the order of recommended control implementation with the rationale for the recommended action.
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	DECISION POINT: Prioritize Potential Controls

What risks are so high priorities that controls need to be immediately implemented to mitigate the risk?

You will need to determine for which risks you should implement controls.  You will need to document the results of your prioritizing of controls and the rationale behind the decisions your have made.  

	
	


	Step 4: Select Controls 
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	Based on the priority of the recommended controls, covered entities must make a determination about each identified risk and its recommended control(s).  Often, the decision on which controls to implement for identified risks are not made by the security management team, but rather by high level executives within the entity.  There are four choices when deciding on how to deal with an identified risk and its recommended control(s):


	
	1. If the proposed control reduces the risk more than needed, then find an alternative, lower-cost control.

2. If the proposed control costs more than risk reduction provided, then find an alternative control.

3. If the proposed control does not provide sufficient risk reduction, look for an alternative or more controls.

4. If the proposed control is cost-effective and reduces the risk to a reasonable level, then implement it.


	
	There may be scenarios where a security management team has performed the risk analysis and the control selection, presented the controls to management, and then management has decided not to implement any of the recommended controls.  Some of the reasons for not implementing recommendations may be:

· Contract problems,
· Lack of resources,
· Stakeholder ramifications,
· Potential adverse publicity, etc.


	
	While this does not happen frequently, it does occur and the security management team should document the decision and its rationale.  
A covered entity may determine to implement several controls that resolve smaller risks while going through a longer process for a more significant risk that requires more resources and time to evaluate or to implement controls.  


	State Requirements
	State rules that require State departments prepare a report for the department director documenting the proposed security management measures.  

[SAM 4842.1]
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	DECISION POINT:  Controls to Implement

What controls will you implement to mitigate your risks?

You must determine the controls you will implement to mitigate your risks, the risk on which you will delay mitigation, and the risks you will accept.  You will need to document these decisions and the reasoning for the determinations as part of your security management documentation.

	
	


Risk Mitigation
	Step 5: Assign Responsibility
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	Management should decide to whom to assign the responsibility of implementing the selected controls and authorize resources to assist in the implementation.  The appropriate staff should have the skill-set to implement the controls and include members of the security management team as they may have knowledge about the identified risks and recommended controls.


	State Requirements
	State rules require that State departments assign responsibility for risk assessment.  [SAM 4842.1]
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	DECISION POINT:  Assign Implementation Responsibility

Who will be assigned to implement the selected controls?

You must make a decision on who will be responsible for the implementation of selected controls.  The assignment will be part of your security management documentation.  

	
	


	Step 6: Develop Implementation Plan
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	A project plan should be developed for implementation of the selected controls.  The project plan should include the actions or steps that have been performed so far, including:
· Risks and associated risk levels,

· Recommended controls,
· Prioritized controls,
· Selected controls,
· Required resources to implement controls, and
· List of implementation team and staff.
In addition, the project plan should address the:

· Start date for implementation,

· Completion date, and

· System maintenance requirements.


	
	Covered entities may use the Project Management Book of Knowledge (PMBOK)
 concepts for developing their implementation plans.  The project management framework provides a structured process for implementation.  It also provides a consistent approach, improves productivity, and allows covered entities to track resources.  


	SIMM
	SIMM requires that State departments use a variety of forms and templates when implementing new information systems or making significant changes to existing systems.  Information about the SIMM requirements may be found on the Department of Finance website at State of California, Department of Finance, Information Technology (IT), SIMM or www.dof.ca.gov.  
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	DECISION POINT:  Implementation Plan
Have you developed a plan for implementing the selected controls?
You will need to determine what process you will use to ensure your controls are implemented properly, on time, with the identified resources, and within the estimated costs.  You will need to develop your implementation plan.  

	
	


	Step 7: Implement Controls
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	Once the project plan has been developed, the selected controls may be implemented.  As implementation is a process, issues may arise during the process that may affect the project plan.  Such issues may include:

· Change in staff,

· Changes in resources,

· Newer software versions, and

· Environmental changes (e.g., facility move), etc.
Management should be informed of the implementation progress, changes to the plan, and any additional resources that may be required.  
As controls are implemented covered entities may utilize change control in their environment.  Change control is used to manage the impact of change to business practices and keep staff updated on changes to their environment.  Staff should coordinate with the IT section for system wide changes to their computing environment.  
For more information about change management, see PMBOK which may be found at PMBOK Guide - 2000 Edition Excerpts Welcome or at www.pmi.org.
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	DECISION POINT:  Implementation Plan Changes

How will you handle the changes in your business practices?

You will need to determine how you will handle the changes in your business practices resulting from the implementation of controls.  These decisions will be part of your security management documentation.

	
	


	Step 8: Testing and Validation
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	Once the controls have been implemented, testing and validation should begin.  This process will determine if the control successfully reduced or eliminated the identified threat.  

For example:  A covered entity has purchased a diesel generator to reduce the risk of loss of power.  They may test the implementation by turning off power to be sure that the power generator will turn on in the event of an outage.

After implementing a firewall to protect its web servers, a covered entity may employ a penetration testing team to see whether they may hack into the network and enter the web server, hence bypassing the firewall.  


	
	A variety of testing tools are available to test the effectiveness of controls.  Testing tools may be purchased as part of the control or covered entities may contact vendors as other resources.  Testing and validation tools could be the same tools that a covered entity may use to review the effectiveness of controls.  Samples of these tools are described in the chapter’s Appendix, Security Controls and Control Review Tools.  Once testing has been completed, the implementation team will present their results to management.  The implementation team will document their process and results.  
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	DECISION POINT: Testing and Validation of Controls

How will your organization perform and test the controls for validation?
You will need to determine what testing and validation tools will be used to test your new controls.  You will need to determine who is responsible for the testing and what your actions will be should the testing fail.  Be sure to document that the test was performed.

	
	


	Step 9:  Address Residual Risk


	Even after implementing all security controls, no covered entity will be 100 percent risk free or 100 percent secure.  Many times after a security control is implemented, there is some amount of risk remaining, which is called the residual risk.  In addition, a residual risk exists when a decision is made to accept a risk due to the cost of the control being high or the likelihood or impact of the threat being low.  Management must determine the amount of residual risk to accept.  The security management team should provide management with enough information to make decisions about residual risks.  
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	There are four basic ways of addressing residual risk.
· Transferring – If a covered entity decides that the total or residual risk is too high, it may purchase insurance to offset any costs should the risk be realized.  For a cost which is less than the control, they are transferring the risk to the insurance company.

· Rejecting – If a covered entity ignores the risk they are choosing to reject it.

· Reducing – If the covered entity implements controls, they are reducing the risk.
· Accepting – If the covered entity decides to live with the identified risk, they are accepting the impact of it should it be realized.  


	State Requirements
	State rules require that State departments prepare a report to the departments’ directors documenting the risk assessments, proposed security management measures, resources necessary for security management, and the amount of remaining risks to be accepted.  [SAM 4842.1]
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	DECISION POINT:  Residual Risk

How will you deal with residual risk?

You will need to determine how you will deal with residual risk, if you will transfer, reject, reduce or accept it.  You will need to document your decision for how to deal with each residual risk as part of your security management documentation.

	
	


Control Review
	Activity System Review 


	The HIPAA Security Information System Activity Review (control review) requirement is an important part of a covered entity’s security management plan.  It ensures that covered entities maintain the security of EPHI after they have implemented the necessary controls.  This requirement ensures that audit logs and reports collected on various controls to reduce risk are regularly reviewed to correct any security oversight.  System review capabilities ensure that users are accountable for their actions and verify that the security policies are enforced.   




	Step 10: Identify Controls
	Covered entities should identify all controls that exist for their systems that contain EPHI.  This includes all existing controls and the new controls which have been implemented to comply with the HIPAA Security Rule.  Most of these controls were identified in the Risk Analysis process in Step 2, mapping of EPHI, or in Steps 8 and 11 of risk analysis where controls are identified and selected for implementation.  In addition, new controls are identified in the Risk Mitigation process in Step 7, Implement Controls.  The listing of all controls which protect systems containing EPHI should be part of the security management documentation.



	Step 11: Timing of Reviews
	System activity reviews should be scheduled at a recurring time and after changes in the system that may result in changes to or increases in risks.  Reviews may be scheduled annually, bi-annually, etc.  Reviews should also be scheduled when software changes or system modifications occur.  
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	DECISION POINT:  Timing of Reviews

How often will you review the effectiveness of your security controls?

You will need to determine how often you will review the effectiveness of the controls you have in place.  You will need to document your the timing of your reviews as part of your security management documentation.

	
	


	Step 12: Types of Reviews
	The security management team responsible for implementing selected controls must ensure that they are performing properly.  While controls were tested after implementation, they should be regularly reviewed for effectiveness.  It is important to review system logs, access reports, and security tracking reports to ensure the controls are effective and no one has tampered with the control.  Various types of testing tools exist.  A discussion about some of the different testing tools available may be found in the Appendix to this chapter (Exhibit 2).
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	DECISION POINT:  Types of Reviews

Which review tools will you adopt to review your security controls?

You will need to determine which tools you will adopt to review your security controls.  You will need to document your decision about what reviews you will use for your controls as part of your security management documentation.

	
	


	Step 13: Implement Review Tools
	Covered entities need to develop an implementation plan and assign personnel responsible to implement the review tools.  An implementation plan may be patterned after the PMBOK plan described in Step 2 of Risk Management.  In addition, once implemented the review tools will need to be tested to assure they are accomplishing the desired reports.
System review mechanisms must be in place and configured properly to:
· Track actions back to individuals,

· Detect intrusions,

· Reconstruct events and system configurations,

· Provide legal recourse material, and

· Produce reports of problems.

Collecting system review documentation and log files produces a large amount of data; it is a challenge to analyze the data and synthesize it into a usable and readable format.  
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	DECISION POINT:  Implementing Review Tools

How will you implement the review tools you have selected?

You will need to determine who will be responsible to implement and test your review tools.  You will need to document the implementation process, decisions made during that process and the results of the tests of the new review tools.

	
	


	Step 14: Document Risk Management 
	All steps of the risk management process should be documented.  It is important to document the decisions made and the rationale.  The documentation should demonstrate that an effective process has been followed to address identified risk.
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	Documentation should include but not be limited to:

· Previous risk analysis reports,

· Gap analysis,

· Mapping EPHI,

· Risk analysis project plan,

· Security management team,

· Threats and vulnerabilities,


	
	· Risk impact and likelihood,

· Qualitative or quantitative analysis results,

· Control analysis and recommendations,

· Cost/benefit analysis,

· Selected controls,

· Assigned responsibility for controls,

· Control implementation plan,

· Implementation,

· Testing and validation,

· Residual risk, 

· Risks to address, etc.


	
	A covered entity may choose to document all meetings with minutes and all decisions that are made.  It is important to document at each step and decision since there are many involved.  
Documentation of all findings and results of risk management shows due diligence.  It shows that the covered entity has taken responsibility for the activities that take place within the covered entity, and has taken the necessary steps to protect its assets from possible risks.


	
	The HIPAA Security Rule requires covered entities to document any action, activity or assessment that is required by the Rule and maintain a written record of the actions, activities or assessments.  [45 C.F.R. § 164.316(b)(1)(ii)]


	State Requirements
	State rules require that State departments maintain records of management decisions concerning the use of information technology.  The records must be sufficiently detailed to satisfy the requirements of oversight agencies as well as internal management.  The records must address project management and control, and operational controls and maintenance provisions.  [SAM § 4800]


	
	MAJOR CONSIDERATION:  Documentation of Risk Management Process

It is important to document all processes and decisions when dealing with risk management.  This shows due diligence, due care, and accountability in case of an audit.  Documentation is a required standard in the HIPAA Security Rule.

	
	


Decision Points

	ISSUE IMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Timing of Security Management Processes

	 FORMCHECKBOX 

	
	
	
	Qualitative or Quantitative Risk Analysis

	 FORMCHECKBOX 

	
	
	
	Use of Tools

	 FORMCHECKBOX 

	
	
	
	Relevant Threats 

	 FORMCHECKBOX 

	
	
	
	Relevant Vulnerabilities 

	 FORMCHECKBOX 

	
	
	
	Risk Likelihood

	 FORMCHECKBOX 

	
	
	
	Impact of Threats

	 FORMCHECKBOX 

	
	
	
	Control Functionality and Attributes

	 FORMCHECKBOX 

	
	
	
	Security Control Analysis

	 FORMCHECKBOX 

	
	
	
	Recommended Controls for Cost-Benefit Analysis

	 FORMCHECKBOX 

	
	
	
	Prioritize Potential Controls

	 FORMCHECKBOX 

	
	
	
	Controls to Implement

	 FORMCHECKBOX 

	
	
	
	Risk Analysis Documentation

	 FORMCHECKBOX 

	
	
	
	Annualized Loss Expectancies

	 FORMCHECKBOX 

	
	
	
	Assign Implementation Responsibility

	 FORMCHECKBOX 

	
	
	
	Use Project Management Framework for Implementation

	 FORMCHECKBOX 

	
	
	
	Implementation Plan Changes

	 FORMCHECKBOX 

	
	
	
	Testing and Validation of Controls

	 FORMCHECKBOX 

	
	
	
	Residual Risk

	 FORMCHECKBOX 

	
	
	
	Documentation of Risk Management Process

	 FORMCHECKBOX 

	
	
	
	Timing of Reviews

	 FORMCHECKBOX 

	
	
	
	Types of Reviews

	 FORMCHECKBOX 

	
	
	
	Implementing Review Tools

	
	
	
	
	


Major Considerations

	ISSUE IMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Previous Risk Analysis

	
	
	
	
	Identify and Locate EPHI

	 FORMCHECKBOX 

	
	
	
	Existing Control Analysis

	 FORMCHECKBOX 

	
	
	
	Documentation of Risk Management Process
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