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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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SECTION 1 – Sample Controls

Risk Management

	Introduction
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	The HIPAA Security Rule requires that covered entities conduct a risk management process to reduce or mitigate potential risks to all EPHI.  There are various controls available that may reduce or mitigate particular risks.  The purpose of this appendix is to provide a representative sample of different controls covered entities might consider when securing their EPHI.  It is not exhaustive and contains only a portion of the many varieties of controls available.  

Controls are administrative, physical, and technical.  Within these categories, controls are detective or preventive.  Preventive controls, such as virus protection software, prevent potential breaches.  Detective controls, such as software that identify and delete spyware on computers, detect problems after they have happened.

To determine which controls best mitigate or reduce risk, covered entities should consult with security experts and/or with vendors who specialize in security products.  However, as with everything in the information technology field, risks are changing faster than the controls that are developed to counteract them.  Covered entities must be diligent in updating their controls.  In the following sections, we will discuss each control and its potential mitigation of risks.



Administrative Controls

	Introduction
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	Administrative controls and safeguards involve the covered entity’s policies, procedures, standards, and guidelines.  These controls and safeguards include administrative actions and policies and procedures to manage the:

· Selection, development, implementation, and maintenance of security measures to protect EPHI, and

· Conduct of the covered entity’s workforce in relation to the protection of EPHI.

They address the covered entity’s security processes such as risk management, contingency planning, sanctions policy, security incident handling, and user training.  They account for half of the HIPAA Security Rule implementation specification.


	Security Training
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	A covered entity may have security policies, standards, and procedures; however, they will not be effective unless employees know about them. For information security to be successful and effective, all employees need to be fully aware of the importance of computer security.  All employees should understand the importance of securing EPHI, their roles and responsibilities, and the consequences if they do not secure EPHI.  

Many security statistics show that employees are the greatest risk to a covered entity’s security plan; either accidentally, through mistakes or lack of training; or intentionally, through fraud and malicious intent.  Therefore, use of information security best practices should be a part of all employees’ procedures.  

The HIPAA Security Rule requires a covered entity to implement security awareness training for all employees.  A covered entity may be flexible in how to accomplish this requirement.  [45 C.F.R. § 164.308(a)(5) Security Awareness and Training]
For more information regarding security training, see Chapter 18: Security Awareness Training, which CalOHI will release in the spring of 2005.  When release, it may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.  




	Personnel Controls
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	Covered entities may use a variety of
 personnel controls to help reduce risks to EPHI.  Usually, personnel cause more security issues than hacker attacks, outside espionage, or equipment failure.  There are several types of personnel controls:

· Separation of duties –  Ensures that one employee may not complete a task by himself/herself, 

· Use of nondisclosure agreements – Should be developed and signed by the people working on the systems that store or transmit EPHI to prevent sensitive data transmission or disclosure,
· Job rotation – Ensures that an employee will not stay in one position for a long period of time and will avoid giving too much control to one individual, and  

· Job termination – Ensures that procedures are in place to either suspend or eliminate EPHI access accounts once an employee has left the program.  

[45 C.F.R. § 164.308(3)(i) Workforce Security]


	Sanctions
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	Security sanctions are actions taken against individuals resulting from individuals’ actions and/or inactions that violated the covered entity’s security policies and procedures, the HIPAA Security Rule, and/or
 State law.  A sanctions policy is a type of administrative control and is most effective when it is supported and enforced by management.  

HIPAA requires sanctions to be imposed upon workforce members who do not follow the covered entity’s policies and procedures, the HIPAA Security Rule, and/or State law.  Such sanctions should be deployed when handling EPHI violations.  Employees should know what to expect should they violate the sanction policy, such as terminated access, job suspension, or even job termination.  [45 C.F.R. § 164.308(1)(ii)(C) Sanctions]
For more information regarding sanctions, see Chapter 7: Sanctions
, which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.  





	Access Controls
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	Access controls are mechanisms that limit information access to only authorized personnel.  It is important because it is the first line of defense used against unauthorized access to systems and resources.  Access controls fall in the administrative, physical and technical control categories.  Therefore, we are addressing all three types of access controls in this section.  [45 C.F.R. § 164.312(a)(1) Access Control]
Administrative access controls ensure that policies and procedures are in place for granting access to EPHI.  These policies and procedures are established to document, review, and modify a user’s right to access a workstation, transaction, program, and/or process.   

Physical access controls ensure that individuals do not have access to the system storing the EPHI.  These controls include locks on doors to buildings, locks on doors to rooms where access terminals exist, etc.

Technical access controls are hardware and software tools used to restrict access to resources.  Technical controls protect the integrity and availability of resources by limiting the number of individuals that may access them and protect the confidentiality of resources by preventing unauthorized disclosure.  Technical access controls may include:

· Passwords – The use of passwords is the most commonly used control,
 but the least effective.  Passwords should be hard to guess, should incorporate special characters and/or numbers, and should expire after a specified number of months.

· Token devices – A small device the size of a credit card that displays a constantly changing ID code. A user first enters a password and then the card displays an ID that can be used to log into a network. Typically, the IDs change every 5 minutes or so. The system has software that is synchronized with the token device.  The user never knows what password is used.
[45 C.F.R. § 164.312(a)(1) Technical Access Controls]
For more information regarding administrative access controls, see Chapter 8: Information Access Management, which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.  




Physical Security controls
	Introduction
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	When addressing physical security controls, covered entities should consider how a person enters environments in an unauthorized manner.  We should look at preventive and detective methods that restrict access of unauthorized individuals, but allow access to authorized employees.  Proper workstation usage and facility access controls are also covered under physical security.  




	Types of Physical Security Controls
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	There are several types of controls that fall under physical security:

· Intrusion Detection Systems (IDS) – An example is a burglar alarm for after-hours use.  There are different types of IDS, such as proximity detectors, seismic detectors, and vibration sensors.  

· Monitoring Closed Circuit Television (CCTV) – Critical areas may be monitored from a centralized location.  There are various types of CCTV,
 including proximity diction, photoelectric, wave pattern, passive infrared, and acoustical-seismic detection systems.

· Lighting – The use of lighting may discourage intruders while providing safety for personnel at entrances, parking areas, and critical sections.  The NIST standard suggests bulbs that stand 8 feet high and illuminate 2 feet wide for lighting critical areas. 

· Security guards – The use of security guards is a preventive, physical security measure that may serve several purposes, such as checking for identification, monitoring CCTV, and patrolling the facilities for suspicious activity.  However, employing security guards may not be a cost-effective measure for many smaller covered entities.  

	
	· Heating, Ventilation, and Air Conditioning (HVAC) – Servers and computer rooms should be well ventilated and humidity-controlled to prevent damage to these systems

· Power – Every device, server, and workstation that store EPHI should have a surge protector. The NIST Standard recommends that servers have a Universal Power Supply (UPS) backup. 

· Fire Detection – Server, computer rooms, and employee work areas should have proper fire detection and prevention systems.  The NIST Standard recommends use of halon gas instead of water and portable extinguishers that can handle all three types (e.g., A = wood, paper; B = chemical, gas, solvent; C = electrical, computer) of fires.

· Backups – Data backups should be used to ensure that copies of EPHI could be restored in an event of an emergency.  Data backups should be stored offsite.  For more information regarding backups, see Chapter 11: Contingency Plan, which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.


	
	[45 C.F.R. § 164.310(a)(2)(iii]


	Facility Access Controls
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	Facility access controls use mechanisms to control access to a facility, an area, or a system.  These controls ensure that only authorized employees are allowed access
.  They provide an audit trail of entrance and exit
 actions.  Facility access controls include, but are not limited to:

· Locks – These are the most inexpensive access control mechanism.  Various locks may be used to secure the server or the computer room, and device locks may be used to secure servers, computers, and laptops.

	
	· Magnetic card readers – The use of magnetic cards or wireless proximity readers may be used for access to a facility.  These are fairly low cost mechanisms and are commonly implemented among large covered entities. 

· Biometrics – These verify an individual’s identity using a unique personal attribute, such as a fingerprint scan, palm scan, hand geometry, retina scan, iris scan, signature dynamics, keyboard dynamics, voice print, facial scan, or hand topology.

· Memory/Smart Cards – After these cards are inserted into card readers, the user enters a PIN.  If the values match, the reader authenticates the user and allows the user access.  
[45 C.F.R. § 164.310(a)(1) Facility Access Controls]

For more information regarding facility access control, see Chapter 12: Facility Access Controls, which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.  



	Personal Computer Security
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	Security of personal computers (PC) encompasses a wide range of risks and there are many resources on best security practices.
  For the purposes of HIPAA and the protection of EPHI, covered entities should address how to protect PCs that store EPHI.  Covered entities also should address how to ensure that workforce members have appropriate access EPHI through their PCs.  Here are some examples of how to protect PCs:

· Install the latest patches for the Operating System (OS)

· Turn off computers when not in use,


	
	· Turn off computer services that are not needed or not in use (e.g., Simple Network Management Protocols (SNMPs), web servers, remote access services, file sharing, etc.) 

· Deactivate the “guest” account,
· Install an antivirus program and regularly scan for computer viruses,

	
	· Enable a password-protected screensaver that will be utilized once the user is away from the computer,
· Use strong passwords
 or passwords that are hard to guess, are longer than 8 characters, and include symbols and numbers,  

· Turn off computers when not in use (e.g., overnight, on weekends, etc.), and
· Ensure computers that regularly access EPHI or that contain stored EPHI are not in a general area accessible by visitors.

[45 C.F.R. § 164.310(c) Workstation Security]


Technical Controls

	Introduction


	Technical controls and safeguards involve covered entity’s ability to safeguard EPHI through the use of technology.  Many of these controls serve as preventive and detective controls since they stop security breaches from occurring, as well as collect clues if a security incident takes place.   Here are some examples of technical controls:
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	· Firewalls – These are devices used to restrict access from one network to another and usually support and enforce a covered entity’s network security policy.

· Access Control Lists – These are used in operating systems, applications, and router configurations to authorize a specific individual, classification, or group to access data, a program, or a system.  

· Unique User Identification – The use of unique user identification ensures that only one user or group is using a specific credential to access system resources such as EPHI.  This provides an auditing capability to determine whether changes were made to specific record or resource.

· Automatic Log Off – The use of automatic log off may be used on applications or on systems that have this feature.  The application or system may automatically log off a user after a pre-determined amount of time of inactivity.

· Encryption/Decryption – The use of encryption/decryption may be used to protect EPHI while in transit or at rest.  This prevents unauthorized EPHI viewing or modification because the user needs to have the proper software or key to decrypt the data. 


	
	· Intrusion Detection System (IDS) – IDS detects inappropriate, incorrect, or anomalous (hacking) activities. Two types of IDS are host-based, that detects malicious activity on the host system, and network-based, that detects malicious activity on network data flows.
· Tracking – Tracking tools review access logs to determine who has accessed, modified, or deleted data inappropriately.


	
	· Anti-Spyware or Anti-Adware – These tools search files to determine if spyware and/or adware
 have been placed within the system.  These tools also can quarantine or remove files identified as spyware and/or adware.

 [45 C.F.R. § 164.312(e)(1) Transmission Security]


	Information Integrity
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	The goal of information integrity is to prevent unauthorized data modification or destruction.  Under the HIPAA Security Rule, integrity means EPHI has not been altered or destroyed in an unauthorized manner.  Information integrity violation may consist of an unauthorized user making a change to EPHI or an authorized user making an input error to EPHI.  

When a security mechanism provides integrity protection?
, EPHI cannot be altered or destroyed in an unauthorized fashion, and if some type of illegitimate modification does occur, the security mechanism will detect the modification and notify the user.  


	
	A checksum is one method to verify that data has not been tampered with or modified while at rest or in transit.  It also is used in detecting and correcting errors.  A checksum applies mathematical equations (parity or hashing algorithms) to the data so that an alteration to the data results in a similar alteration to the equations. A checksum is stored or transmitted with the data.  Two examples of checksum algorithms are:

· MD5 – This is an algorithm that assigns values to data and 
compares it against the data file’s sum of values.  If the sums are the same, then the file has not been altered in any fashion.  If the sums are different, the file has been altered.  This is one of the most widely used integrity tools.  
· Secure Hash Algorithm (SHA) – This is an algorithm that takes the data file and produces a message digest or digital signature.  If the message digest or digital signature is altered, it makes the file unreadable.  

 [45 C.F.R. § 164.310(c)(1) Integrity Controls]

 


Section 2 - Control REVIEW Tools

	System Review Controls
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	The HIPAA Security Rule requires covered entities to have an information system activity review process.  The information system activity review process ensures that controls are regularly reviewed for their effectiveness
.  Control review tools
 can be used to accomplish this process.  There are various methods of system review controls.  For technical controls such as firewalls and software, system logs may be produced and may be reviewed by management.  For physical controls such as security cameras or diesel power generators, periodic schedule testing will review their effectiveness since system logs may not be available.  

For example:  A covered entity implemented a diesel power generator
.  While the generator may not produce a system log, it may be checked periodically to see when it was powered on or when it was last serviced or re-fueled.  There should be a record of these events where a technician or engineer signed off on each event.  


	Attack Detection Tools
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	An attack detection tool will have a database of information to indicate specific attacks.  This type of tool will parse audit logs in search for certain patterns.  If the tool finds a matched pattern or a signature held within its database, it indicates that an attack is in progress.  This tool is mostly used on firewalls and detects the presence of a hacker trying to penetrate a network.

For example:  A firewall with attack signature-detection capability has been configured to record specific events, such as a hack from the I
nternet.  The firewall administrator has configured the firewall to send an e-mail and a page notification that will alert the administrator if a hacking attempt occurs.  The administrator receives the automated page and e-mail from the firewall and is able to react proactively to the hacker trying to penetrate the network.


	
	If used correctly
, these tools will reduce the amount of data in audit logs and parse out specific events that may be useful for your organization.  There are several tools on the market to evaluate, so please take careful consideration in choosing a tool for your organization.  

[45 C.F.R. § 164.312(2)(e)(1)Transmission Security]


	Facility Access Reports
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	Physical access control systems, such as magnetic card readers and proximity access controls, may use software to produce facility access reports.  When using facility access reports, the following information should be logged and reviewed for each access attempt:

· Date and time,

· Entry point,

· User ID,

· Unsuccessful access attempts, especially during unauthorized hours, and

· Modifications to access rights and privileges.

It is important for the covered entity to review physical access reports, particularly after an employee has ended employment.  The covered entity may want to review logs to ensure that terminated employees can no longer enter the facilities and access information.

For example:  Based on the nightly report produced from the magnetic card key software, a terminated employee has accessed the facilities.  The facility manager reviews the log and disables the magnetic card key to deny access into the facility.

[45 C.F.R. § 164.308(1)(ii)(D)Information System Activity Review]


	Personnel Access Logs
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	One method of reviewing personnel access is to monitor, record, and log attempts and activities while the individual is using a resource or the system information.  The individual user ID needs to be included in the audit logs to enforce individual responsibility.  Each user should understand his/her responsibility when using the covered entity’s resources and should be accountable for his/her actions.  Tracking access of personnel and their activities and actions will indicate if the covered entity’s current security levels are appropriate.  


	
	Here are some example
s of how personnel access logs are useful:

· Users trying to access information or performing unnecessary tasks for their job description would indicate that those users’ rights and permissions will need to be re-evaluated and possibly modified, or the individual disciplined.

· Users making repetitive mistakes would indicate that those users need to have further training.  

· Too many users having rights and privileges to sensitive or restricted data would indicate that data and resource access rights need to be re-evaluated or that fewer individuals should be given access.  




	Staff Notification
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	Covered entities should notify staff and employees if monitoring activities will be utilized.  A statement about monitoring access may be added to the employee handbook to inform employees in advance that this activity will be taking place.  Further, displaying a warning banner when employees log on to their computer will notify staff about monitoring activities and may also deter unauthorized use and increase IT security awareness.  The banner needs to clearly state that computer or network use constitutes consent to monitoring.  
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	NIST proposes using the following warning banner:
WARNING

This is an XYZ covered entity computer system and may be used for legitimate business purposes only.  All activity related to information contained on or able to be accessed by this computer system may be monitored, intercepted, recorded, read, copied, captured, and disclosed in any manner by personnel authorized by XYZ covered entity.  

[NIST SP 800-64, Security Considerations in the Information System Development Life Cycle]


	
	MAJOR CONSIDERATION:  Notify Staff of Monitoring

There may be legal liabilities, such as employee privacy rights violations, if proper warnings are not given before monitoring.  Your organization should notify staff that the computer resources used by employees will be monitored.  This warning should also appear in employee contracts, new hire orientation paperwork, and banners so that employees are properly warned.  You may wish to consult with your legal counsel before implementing any monitoring devices.

	
	


	Monitoring Software
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	Covered entities may purchase software to help with their reviewing and monitoring requirements.  Applications that store and process EPHI often have built-in recording features, which are extremely useful when covered entities need to know who has accessed or modified an EPHI record.  The features will attach a time stamp and user ID when an EPHI record has been accessed or modified.  




	Protecting Logs

[image: image20.wmf]
	Any system log activity should be protected by strict access control.  If an intruder or attacker deletes an audit log or access file, it is called “scrubbing.”  If an audit log or access file is deleted, the administrator may not be alerted of the security breach, and this may result in the destruction of valuable data.  Often, when a user or hacker makes an unauthorized modification to an EPHI record, the user or hacker will erase the audit log to hide any incriminating evidence.


	
	Only certain individuals, the administrator and security personnel, should be able to view, modify, and delete audit trail information.  The integrity of the data may be preserved with the use of digital signatures and strong access controls.  Its confidentiality may be protected with encryption and access controls.  If necessary, the information may be stored on a write-once media (CD-ROM) to prevent the loss or modification of the data.  Unauthorized audit log access attempts should be captured and reported.  


	
	Audit logs may be used in court procedures to prove an individual’s guilt, demonstrate the way an attack was carried out, or to corroborate a story.  Since these logs will be under scrutiny, appropriate steps need to be taken to ensure that the confidentiality and integrity of the audit information is not compromised in any way.
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