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System Characterization

Characterizing an IT system establishes the scope of the risk assessment effort, delineates the operational authorization boundaries, and provides information (e.g. hardware, software, system connectivity) essential to defining the risk.

System Related Information

	System Name:
	

	Hardware
	

	Software
	

	System Interfaces
	

	Data & Information
	

	Persons who support the IT system
	

	System mission (e.g. processes performed by the system)
	

	System & data criticality (system’s value or importance to the organization)
	

	Functional requirements of the IT system
	

	Users of the system
	

	System Security policies  (organizational policies, federal requirements, industry practices, laws)
	

	System security architecture
	

	Current network topology (e.g. network diagram)
	

	Current information storage protection that safeguards system & data CIA
	

	Flow of information relating to the IT system
	

	Management controls used for the IT system (e.g. security planning, rules of behavior)
	

	Operational controls (e.g. back-up, contingency, and resumption and recovery operations, personnel security…)
	

	Physical security environment (e.g. facility security, data center policies)
	

	Environmental security (temperature control, water, power)
	

	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  


