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Security Control Gap Analysis

The checklist below will help you determine the HIPAA Standards and implementation specifications and current controls implemented in your organization.   Where there is a difference between the HIPAA Standard and Current Implemented Tools exists a gap.

	HIPAA Security Gap Analysis Checklist

	 
	HIPAA Standard
	Current Implemented Tools
	Gap

	Administrative Safeguards
	Sanction Policy
	 
	 

	
	Information System Activity Review
	 
	 

	
	Assign Security Responsibility
	 
	 

	
	Workforce Security
	 
	 

	
	Authorization and/or Supervision
	 
	 

	
	Workforce Clearance Procedure
	 
	 

	
	Termination Procedures
	 
	 

	
	Information Access Management
	 
	 

	
	Isolating Health care Clearinghouse Function
	 
	 

	
	Access Authorization
	 
	 

	
	Access Establishment and Modification
	 
	 

	
	Security Awareness and Training
	 
	 

	
	Security Reminders
	 
	 

	
	Protection from Malicious Software
	 
	 

	
	Log-in Monitoring
	 
	 

	
	Password Management
	 
	 

	
	Security Incident Procedures
	 
	 

	
	Response and Reporting
	 
	 

	
	Contingency Plan
	 
	 

	
	Data Backup Plan
	 
	 

	
	Disaster Recovery Plan
	 
	 

	
	Emergency Mode Operation Plan
	 
	 

	
	Testing and Revision Procedure
	 
	 

	
	Applications and Data Criticality Analysis
	 
	 

	
	Evaluation
	 
	 

	
	Business Associate Contracts and Other Arrangement
	 
	 

	
	Written Contract or Other Arrangement
	 
	 


	HIPAA Security Gap Analysis Checklist

	 
	HIPAA Standard
	Current Implemented Tools
	Gap

	Physical Controls
	Facility Access Controls
	 
	 

	
	Contingency Operations
	 
	 

	
	Facility Security Plan
	 
	 

	
	Access Control and Validation Procedures
	 
	 

	
	Maintenance Records
	 
	 

	
	Workstation Use
	 
	 

	
	Workstation Security
	 
	 

	
	Disposal
	 
	 

	
	Media Re-use
	 
	 

	
	Accountability
	 
	 

	
	Data Backup and Storage
	 
	 

	Technical Controls
	Access Control   
	 
	 

	
	Unique User Identification
	 
	 

	
	Emergency Access Procedure
	 
	 

	
	Automatic Logoff
	 
	 

	
	Encryption and Decryption
	 
	 

	
	Audit Controls
	 
	 

	
	Integrity
	 
	 

	
	Mechanism to Authenticate Electronic Protected Health Information
	 
	 

	
	Person or Entity Authentication
	 
	 

	
	Transmission Security
	 
	 

	
	Integrity Controls
	 
	 

	
	Encryption
	 
	 


	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  



