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“ACCESS” Project System Characterization

Characterizing an IT system establishes the scope of the risk assessment effort, delineates the operational authorization boundaries, and provides information (e.g. hardware, software, system connectivity) essential to defining the risk.

System Related Information

	System Name:
	ACCESS Project

	Hardware
	PC to Data Server

	Software
	“Tapestry” db builder

	System Interfaces
	Desktop to ISP to Data Server

	Data & Information
	Referral: name, contact info, reason for referral

	Persons who support & use the IT system
	FRC houses Systems Operator for interface with Tapestry; Nathan Mott for Health

	System mission (e.g. processes performed by the system)
	Electronic system for client referral.  Provides tracking and immediate referral.

	System & data criticality (system’s value or importance to the organization)
	Medium.  Critical case management records are retained on Health internal system only referral info on ACCESS project system

	Functional requirements of the IT system
	Ease of use for staff sending electronic referral to other agencies

	Users of the system
	Health Nursing

	System Security policies  (organizational policies, federal requirements, industry practices, laws)
	TO BE DETERMINED

	System security architecture
	TO BE DETERMINED

	Current network topology (e.g. network diagram)
	Local PC, County intra net connection through internet to data server.

	Information storage protection that safeguards system & data CIA
	TO BE DETERMINED

	Flow of information pertaining to the IT system
	Local intake, case management information into local database, referral subset information for ACCESS project entered by Nursing directly.

	Management controls used for the IT system (e.g. security planning, rules of behavior)
	UNDER DEVELOPMENT

	Operational controls (e.g. back-up, contingency, and resumption and recovery operations, personnel security…)
	UNDER DEVELOPMENT

	Physical security environment (e.g. facility security, data center policies)
	Local access protected by department physical security standards, Central Information Department logon control to County Intranet, ACCESS logon control by individual password monitored by System Operator.  Database security TO BE DETERMINED.

	Environmental security (temperature control, water, power)
	Local contained in County Standards for physical security, shared ACCESS database TO BE DETERMINED


	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  




“ACCESS” Project Threat Identification

Identify potential threat-sources and compile a threat statement listing potential threat-sources that are applicable to the IT system being evaluated.  Threats can be natural (e.g. flood), human, or environmental.

	System Name:
	“ACCESS” Project

	Threat Source
	Threat Statement

	Server Issues
	.

	Physical Invasion
	Attacks to physical site including break in and removal or damage to server containing core data.



	Destruction of hardware
	Hardware is destroyed 



	Denial of Service
	Disruption of data flow



	Transportation
	

	Falsifying the User
	Unauthorized access to system

	Trapping data packets
	Copied or diverted packet information

	Falsifying server
	False site

	
	

	Local Agency Computer
	

	Social Engineering
	Social attacks



	Misuse of privileges
	Authorized user abuse



	Physical Attack
	Unauthorized user gets access to local computer




	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  



“ACCESS” Project Vulnerability Identification

Identify potential vulnerabilities and compile a statement listing potential vulnerability-sources that are applicable to the IT system being evaluated.  Vulnerabilities can be natural (e.g. flood), human, or environmental.

	System Name:
	“ACCESS” Project

	Threat Source
	Vulnerability Statement

	Server Issues
	

	Physical Invasion
	Physical access required.



	Destruction of hardware
	Malicious codes (virus, worms, other) that make the data inaccessible.

	Denial of Service
	Flooding of server with requests for processing

	Transportation
	

	Falsifying the User
	Identity interception, masquerade, replay attacks.

	Trapping data packets
	Attacker traps or diverts data for their purpose.

	Falsifying server
	Authorized users log on to false site revealing log on, password and give unauthorized user access to data.

	Local Agency Computer
	

	Social Engineering
	Attacker pretends to be tech support, important user, maintenance crew, cleaning crew, to gain physical access to system or collect system information.



	Misuse of privileges
	Authorized user knowingly or mistakenly gains access to core data and misuses it.



	Physical Attack
	Electronic equivalent of breaking into locked file cabinet by gaining physical access to local computer.



	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  



“ACCESS” Project Current Controls

List current or planned controls used for the IT system to mitigate the likelihood of a vulnerability being exercised and reduce the impact of such an adverse event.

Servers

Invasion: Building is physically secured by guards. Key cards, and monitoring of access.  Facility hours are Mon – Fri 8-5, weekends are limited and access is monitored.

Destruction: Electronic protections include physical and electronic firewalls which block incoming electronic traffic that is not authenticated; Virus protection software protects against malicious code.

DOS: Firewalls and monitoring of access through the network are designed to detect and prevent flooding the server with requests that fail to point.

OP SYS Weakness: Maintenance of the latest software patches and fixes known to the software developer.  Monitoring industry reports of new vulnerabilities and best practices to avoid falling prey to attacks.

Transportation

Falsifying the User: Use Public Key Infrastructure (PKI) and digital certificates for authentication of users.  PHI allows encrypted transfer which makes data useless to unauthorized interceptors.

Trapping data packets: 128-bit SSL encryption from agency to server eliminates the “clear text” exposure.

Falsifying Server: PKI provides not only authentication for local users to site, but the site itself is authenticated for the user.  Two-way verification.

Local Agency Computer

Social Engineering: Local agency must develop clear policy and procedures for staff to help prevent manipulation of staff by attackers.  Clear definition, provided by the ACCES Project, will guide agency staffs to identify most typical Social Engineering vulnerabilities.

Misuse of Privileges: Multiple user levels helps prevent manipulation of data, or accidental corruption of data.  Training to access levels based on role in agency using job descriptions defines specific access for employees.  Clear policy, including sanctions for violations, and clear procedures outline the data boundary for employees.

Physical Attack: Local agency computers are more physically vulnerable than the server.  Data is stored on the server, not the local computer. The local agency trains staff to protect their log on code, i.e. no display of long on codes posted on the individual’s monitor.  Agencies are not permitted to use multi-user log on.  Each user must have a unique individual user name and password which are monitored by the systems operator.

	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  



