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	PURPOSE
	The purpose of this Policy Memorandum is to provide information that you may use to implement the HIPAA Security Rule.  Specifically, the following information pertains to the Security Management Process standard of the HIPAA Security rule.  This standard includes risk analysis, risk management, sanction policy, and information system activity review, all of which are required rather than situational.  This policy memorandum and its exhibits provide information for risk analysis, risk management and information system activity review.  The information pertaining to sanction policy will be issued by a separate policy memorandum in the near future.


	
	The HIPAA Steering Committee and its subject matter workgroups are pooling their resources to collectively develop generic templates.  The products referred to in this Policy Memorandum were developed by the Security Workgroup and represent a collaborative effort of both State and county representatives.  We thank the members of that workgroup for their assistance in developing and reviewing this product.


	BACKGROUND


	The security management process standard of the Security Rule requires that covered entities implement policies and procedures to prevent, detect, contain, and correct security violations.  The risk analysis, risk management, sanction policy, and information system activity review requirements are to be used to accomplish this.  These are required activities.  


	
	The security management process forms the foundation upon which an entity’s security activities are built.  It is imperative that the risk analysis be as thorough and complete as possible.  Future determinations for other standards within the rule and their subsequent implementation will be based on the findings of the risk analysis.  A thorough and accurate risk analysis considers all relevant impacts expected if the security controls were not in place.  Relevant impacts include unauthorized uses and disclosures and loss of data integrity.


	
	Effective risk management cannot be performed without the risk analysis, which identifies vulnerabilities to threats and their impact.  The risk management process requires that covered entities implement controls to reduce risks and vulnerabilities to a reasonable level.  Risk management must be performed on an ongoing basis; not just once.  Implementing a continuous cycle of well-organized risk management activities is the key to ensuring adequate consideration of the changing information security risks and resources.  


	
	Finally, information systems activity reviews are required to promote periodic evaluations of a covered entity’s internal security controls.  The extent, frequency, and nature of control reviews are determined by the covered entity’s security environment.  A covered entity must implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports.  


	SAM Requirements
	State departments are required under the State Administrative Manual (SAM) and the Statewide Information Management Manual (SIMM) to meet certain security requirements.  Several SAM and SIMM requirements are similar to those required by the Security Rule and should be revisited by State departments to ensure compliance with the State requirements as well as the HIPAA Security requirements.  The applicable SAM and SIMM requirements are listed in the back of Chapter 4, Security Management Process (Exhibit 1).  In addition, the relevant SAM and SIMM requirements are interspersed within the Chapter when they apply to the activity being discussed.


	
	In addition, see Exhibit 4, Baseline Analysis of Security Requirements, in CalOHI Policy Memorandum 2004-43, for a side-by-side analysis of HIPAA Security requirements compared to SAM and SIMM requirements. 


	ACTION
	To be compliant with the regulations, HIPAA covered State departments and counties are required to implement a security management process to identify and mitigate risks to the security of their Electronic Protected Health Information (EPHI).  They must create and implement policies and procedures that meet the requirements of the security management process provisions.  The attached Chapter 4, Security Management Process, describes a security management process which State departments or counties may utilize to conduct their security management process.  The process is a composite of processes from the National Institute of Standards and Technology (NIST), International Organization for Standardization (ISO/IEC), and HIPAA Security Compliance Guide by Atlantic Information Services, Inc.  


	
	Risk Analysis

State departments and counties should conduct their risk analyses and document their process and results to satisfy the HIPAA requirement.  A series of tools (Exhibits 3-8) are provided to assist when conducting risk analyses.  The tools may be customized to meet your business needs.  Also, this process is intended to be on-going.  Departments are required by the Rule to revisit their risk analyses and re-evaluate risks, threats, vulnerabilities, likelihoods, and security measures (controls) which are in place.  


	
	Risk Management

State departments and counties should conduct and document their risk management process to satisfy the HIPAA requirement.  Two tools (Exhibits 9 and 10) are provided to assist when conducting risk management activities.  Again, this is on-going and not a one-time event.  


	
	Information System Activity Review

State departments and counties should establish information system activity reviews (control reviews) and document their processes.  A tool (Exhibit 11) is provided to assist in tracking review tools for each control.  Even after controls have been implemented to reduce risks, there is no entity that will be 100 per cent free from risk.  Therefore, organizations need to continually review their audit logs and access reports for suspicious or unauthorized activity.  


	NEXT STEPS
	Most State departments and counties have already begun implementing the Security Rule and have other (non-HIPAA) security measures in place.  CalOHI will be available to provide technical assistance as this process moves forward.  We may conduct site visits to determine the implementation status where State departments will be expected to make available to CalOHI their documented activities, actions and assessments pertaining to the security of EPHI.  


	
	In addition, CalOHI will be providing Security Management Seminars in six locations within California.  These seminars are highly participatory.  Upon completion of the seminar, participants should have obtained working knowledge of the security management process and be able to conduct security management activities.  State department and county participation is recommended.  The Seminar announcement and schedule can be found on the CalOHI website at Welcome to CalOHI or at www.ohi.ca.gov.


	RESOURCE AVAILABILITY
	The referenced chapter and the referenced previous Policy Memoranda are available on the CalOHI website, at www.ohi.ca.gov.   The HIPAA Security Rule is available at www.cms.hhs.gov/hipaa/hipaa2. 


	CONTACT


	For more information or questions, please contact:

Lester Chan or Elaine Scordakis

California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-8066    or     (916) 651-6905

escorda1@ohi.ca.gov or Lchan@ohi.ca.gov



Original signed by:

BURT R. COHEN


Director



California Office of HIPAA Implementation

Exhibits:  

1. Chapter 4, Security Management Process

2. Chapter 4 - Appendix, Security Controls and Control Review Tools

3. Sample Risk Analysis Summary Tool

4. System Characterization
5. Threat Identification

6. Vulnerability Identification

7. Security Control Gap Analysis

8. Sample Completed Risk Analysis Tool

9. Sample Risk Management Summary Tool

10. Control Rating Form

11. Control Review Tracking Form

12. Security Management Process Terms and Definitions

13. Background Documents
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Tony Poon, Department of Finance


Bob Sands, Department of Finance


Tony Mader, Department of Finance
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