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Following is a description of each slide and its purpose, as well as a suggested list of users of the information.  Also listed is where each slide is identified on the NIST-Based HIPAA Security Training matrix, Exhibit X, which lists the training suggestions in the National Institute for Standards and Technology (NIST) SP 800-16, Information Technology Security Training Requirements: A Role- and Performance-Based Model.  In the HIPAA Security rule, NIST SP 800-16 is discussed as a guideline for an entity’s training and awareness program.  Entities will need to decide which slides they will incorporate in their security training and awareness program.  Slides that are identified with the          symbol satisfy the implementation specification of the HIPAA Security rule.      Following each symbol is a letter designating which specification it applies to which are identified as follows: 
A
Security Reminders

B
Protection from Malicious Software

C
Log-In Monitoring

D
Password Management

	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	1
	NA
	Cover Page:

Modify this slide to suit your needs.
	

	2
	NA
	You are Here!:  Laws & Regulations
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	3
	1a
	Why you are here:

This slide explains to staff why they have mandatory security training.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	4
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A
	1b, 1g(3-4)
	Privacy Policy Review: (Optional)
This slide is to bridge the Privacy & Security rules and to review privacy policies.  
Privacy encompasses all Personal Health Information (PHI) whereas Security is focused on electronic forms of PHI.  This slide and notes includes some basic reminders to protect information, what the staff’s responsibility is to keep the information confidential, and reporting any security incidents. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	5
	1b, 1g(3-4)
	Privileges and Responsibilities:

This slide reminds staff that they are responsible for complying with Department policy and State and federal laws when using department resources. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	6
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A
	1b
	What is Security Awareness:

This slide defines security awareness.  This slide also communicates expectations of behavior.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff

	7
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A
	1b, 2e, 3c, & 9d
	Remember the Awareness Mindset:

This is an opportunity to again remind staff of their security responsibility and further to apply this to their home office.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	8
	1c(1), 1d, 5a(1), & 5c(1)
	Where do Intruders come from:

This is an introduction to the threats to the system.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	9
	1e, 1f
	Laws:

Laws even have a place in IT Security.  Many laws protect the information stored, created and transmitted in IT systems.  Program specific laws should be added to the slide for discussion.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Legal Decision Box:  Get a legal opinion from your counsel and document that opinion.  Is there other program law that affects your security?  Are there program specific laws that effects record retention?  
	

	
	
	Decision Box:  Each entity must determine what a public record is.  
	

	10
	1f(2)
	What the Client Expects:

Protect their personal health information just as you would want your personal information protected.  This is also what a HIPAA requirement!
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	11
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B
	1g(1), 5b, 6d(1), & 9d
	What We Do to Ourselves:

This slide illustrates things we, as users, do to ourselves and our equipment which can result in copyright infringement and malicious code.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	12
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A & B
	1b, 1g(2), 3d
	Entity Network Policy:

This slide serves as a placeholder to discuss your Network policy. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Legal Decision Box:  Consult with legal counsel when developing your network policy and sanctions that will be applied for not following the policy.  
	

	13
	1g(6)
	Selecting Security Controls:

This slide addresses how an Entity balances their business processes with the potential liability if there is a breech of PHI.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	14
	NA
	You are Here!:  The Organization & IT Security
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	15
	2a-c
	The Role of IT Security Within The Organization:

This slide discusses Securities role and how the Department mission, policies and procedures dovetail to protect information.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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A & C
	2e, 6d(2.e)
	How will anyone know?:
This slide serves to make the audience aware that their system use is monitored and audited.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Legal Decision Box:  Consult with legal counsel when developing your network policy and sanctions that will be applied for not following the policy.  
	

	17
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B
	2e, 3f, 9d
	Should You Open the Email Attachment:  

This slide is a warning on opening email attachments.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	18
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A & B
	2e, 9d
	Web Browsing Security:

The slide is a continuation of network security. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	19
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A & B
	2e & 9d
	Visiting Internet Sites:

This slide is a security reminder of things to be aware of when visiting Internet sites. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Decision Box:  Each entity must determine what their Instant Messaging policy is and what the sanction is for violating that policy.  
	

	
	
	Legal Decision Box:  Consult with legal counsel when developing your Instant Messaging policy and sanctions that will be applied for not following the policy.  
	

	20
	2f
	Organizational vs. System Level IT Security Programs: 

The slide introduces security levels and responsibilities.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	21
	2g, 5d-e, & 9d
	On the Wire-Universal Access: 

This is a transitional slide to password training. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	22
	2g
	Opportunities for Abuse:

The slide outlines ways safes, computers, and identities are threatened.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	23
	2h-I
	System Ownership vs. Information Ownership:

This slide discusses who owns the IT systems vs. who owns the information on them. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	24
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A
	2j
	Who You Gonna Call:

Modify this slide to include contact information for reporting security incidents, privacy breaches, whistleblower hotline, etc. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	25
	NA
	You are Here!:  System Interconnection & Information Sharing
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	26
	3a
	How easy is it to hack?

This slide points out how easy it is to get and use hacker tools.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Decision Box:  Is hacking and use of hacker tools addressed in your network policy? 
	

	
	
	Legal Decision Box:  Consult with legal counsel when developing your network policy to include hacking and use of hacker tools and sanctions that will be applied for not following the policy.  
	

	27
	3a, 5a(1), & 5c
	Warfare Capability:

This slide is intended to open staff to the concept of global activities going on related to defensive information capability and how open networks create a vulnerability.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	28
	3a & 9c
	Social Engineering: 

This slide is an introduction to social engineering.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	29
	3a & 9c
	Social Engineering: 

This slide is a continuation of social engineering and how they do what they do to gain information.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	30
	3a & 9c
	Human Based:
This slide discusses that social engineering is human based and there are four avenues where social engineers get information.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	31
	3a
	Phone Fraud:

This slide discusses social engineering via phone fraud.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	32
	3a
	Recognize the Signs:

This slide alerts of the signs of a social engineer.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	33
	3a
	Recognize the Signs:

This slide is a continuation of signs of a social engineer and things they may do to gain access to information. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	34
	3a & 5a
	What can you do?

This slide gives suggestions for responding to a social engineer.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	35
	3a, 5a & 9c(2)
	If you feel thwarted…

This slide serves as a place to introduce your incident reporting procedures. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	36
	3b & 6d(2.c)
	How is the Entity Connected to the Inter/Intranet?

The slide introduces how you are connected locally and internationally and how some of the work tools are being connected. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	37
	3d, 5d-e, 9a(1) & 9d
	Your Account is Only as Secure as its Password: 

The slide introduces the Entity policy on changing passwords and offers other password safeguarding tips.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Decision Box:  Does your entity have a policy on how often staff should change their password?  If so, are they aware of that policy? 
	

	38
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D
	3d, 5d-e, 9a(1) & 9d
	Password Construction: 

This slide is an introduction to strong password construction.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	39
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D
	3d, 5d-e, 9a(1) & 9d
	Entity Password Standard: 

This slide is a continuation of strong password construction and an opportunity to introduce the entity password standard. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	40
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D
	3d, 5d-e, 9a(1) & 9d
	Pick a sentence…:

The slide introduces a way to remember passwords. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	41
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D
	3d, 5d-e, 9a(1) & 9d
	Password Construction: 

This slide provides samples of Vanity Plates as a way to create passwords
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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D
	3d, 5d-e, 9a(1) & 9d
	Password Construction: 

This slide gives more examples of password construction. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	43
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D
	3d, 5d-e, 9a(1) & 9d
	Password Management: 

This slide is a reminder to not share your password with anyone. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	44
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D
	3d, 5d-e, 9a(1) & 9d
	Safeguard Your Strong Password: 

The slide provides reminders about safeguarding your password. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	45
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D
	3d, 5d-e, 9a(1) & 9d
	Be careful about typing your password…: 

This slide is a continuation of slide #41. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	46
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D
	3d, 9a(1) & 9d
	Do not…: 

This slide repeats the concept of protecting assets to systems and vulnerability of being “inside” the firewall.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	47
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D
	3d, 9a(1) & 9d
	At Home Replace Your Strong Password…:

Optional Slide – Covers password use at home.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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A
	N/A
	Recap: 

The slide is a recap of material and serves as a good breaking point or stopping place for discussion and questions.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	49
	3e(1-2)
	Formal Agreements: 

The slide introduces the concept of formal agreements. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	50
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A
	3f
	Entity Email Policy: 

This slide is a placeholder to introduce your email policy.  This would be a good place to hand it out as well as addressing it as part of the training program. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Decision Box:  Does your department have a documented email policy?  Has staff been trained on it? 
	

	51
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A & C
	N/A
	Entity Internet Policy:

This slide is a placeholder to introduce your Internet policy.  This would be a good place to hand it out as well as addressing it as part of the training program.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

 

	
	
	Decision Box:  Does your department have a documented Internet policy?  Has staff been trained on it?
	


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	52

	3f
	Email Etiquette: 

The slide provides email etiquette tips and pointers.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	53
	3g(1-3)
	Electronic Commerce: 

The slide is an example illustrating electronic commerce. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	54
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A & C
	3h & 9b(1-2)
	Privileges and Responsibilities: 

This slide reiterates the Entities network policy.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	55
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A
	3h, 5a(1) & 6d(2.d)
	Internet Security and Use: 

The slide introduces why the department is concerned about Internet use and policy related to Internet use. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	56
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A
	6d
	Other Safety Measures: 

The slide introduces some technical and physical security measures staff can take to protect data.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	57
	NA
	You are Here!:  Sensitivity
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	58
	4a(1-2) & 4b(1.b)
	Information Sensitivity: 

The slide introduces data security levels based on content/use/value. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	59
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A
	4c
	IT Asset Protection: 

The slide introduces Physical, Technical and Administrative safeguards. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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A
	4d-f
	What is information Security?:

The slide introduces some concepts that fall under information security. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	61
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A
	5a, 6d(1), 6e(1), 6g & 9c(2)
	So how do we start?: 

The slide introduces the 90/10 rule.  Security is 90%, 10% technical.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Decision Box:  Determine if the security awareness training is for all staff.  This may require system specific training for various users versus general training for a majority of the staff.  Management needs to understand: 1) the benefits of IT security training on staff behaviors, 2) that it is cost effective, and 3) the need to invest in adequate staff training.  
	

	62
	NA
	You are Here!:  Risk Management 
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	63

	5a & 9d
	Three Areas of Security Under the 90/10 Rule: 

The slide introduces three realms of security: in the room, at the box (on the PC), and on the wire (the Internet). 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	64
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A
	5a(1.b-c)
	Types of Threats: 

The slide introduces sample internal threats. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	65
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A
	5a(1.b-c)
	Types of Threats: 

The slide introduces sample external threats. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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A
	5a(2) & 9d
	In the Room-Preventive Actions: 

The slide gives preventive actions you can take to mitigate threats and risks. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	67
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A & B
	5a(2) & 5c
	Threats and Vulnerabilities: 

The slide has a diagram that shows the progression of threats and vulnerabilities. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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A & B
	5a(3), 6d(2.c) & 6d(2.e)
	Unregistered Software…:

The slide introduces the problems surrounding unlicensed software. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	69
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A
	5a(1-4)
	Managing Risk: 

The slide discusses risk management concepts. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	70
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A, B & D
	5c(1-2) & 9d
	Intruders Tools:

This is a truncated description of some current intruder tools.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 
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A
	5d-e
	Types of Security Controls: 

The slide introduces different security controls.  Include any controls you know of that are in use at your workplace.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	72
	5f(1-3)
	Examples of Security Controls: 

Continuation of slide #65. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	73
	5j
	Absolute vs. Acceptable Levels of Risk:

The slide addresses risk levels. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	74
	5k(1-4)
	Controls: 

Continuation discussion of slide #73.  It addresses characteristics of controls.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	75
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A
	5l-m & 6f(1-4)
	Multiple Security Disciplines: 

The slide introduces a layered security concept.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	76
	NA
	You are Here!:  Management Controls
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	77
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A
	6a-b & 6f(1-4)
	Management Controls: 

The slide introduces management security controls. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	78
	6c(1-4) & 6f
	Personnel Security:

The slide is a continuation of slide # 77
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	79 
	6d(1), 6d(2.e) & 6f
	Why should you ensure…:

The slide encourages staff to follow policy and Not break copyright law.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	80
	6d, 6e & 6f(1)
	System Rules of Behavior: 

The slide introduces user’s rules for the organization and the systems. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	
	
	Decision Box:  Does your department have an Acceptance Agreement that specifies users rules?  
	

	81
	6f(3) & 7c(1-4)
	Managing Your Security System: 

This slide introduces having formal plans for security.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	82
	NA
	You are Here!:  Acquisition/Development/Installation/Implementation Controls
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	83
	6f & 7a-b
	System Life Cycle Stages: 

This slide introduces a discussion on system life cycle stages. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	84
	7a-b
	Example of System Life Cycle Stages: 

This slide is a continuation of slide #83. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	85
	7a-b
	System Life Cycle Stages & IT Security Goals…:

This slide is a continuation of slide #84.
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	86
	NA
	You are Here!:  Operational Controls
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	87
	6f(2) & 8
	Operational Controls: 

The slide discusses operational controls. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	88
	NA
	You are Here!:  Technical Controls
This page is a section divider meant to help you locate which part of the NIST SP 800-16 the slide content falls into. 
	

	89
	9a(1-3)
	Role Based Access: 

This slide introduces role-based access. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	90
	9c(1)
	Tips for Safeguarding Your Privacy Online: 

The slide ties Internet surfing and its vulnerabilities to identity theft. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	Slide Number
	Training Requirement Matrix Number
	Purpose
	Suggested User of Information

	91
	9c(1)
	Identity Theft: 

The slide discusses identity theft. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	92
	9c(1)
	What is Identity Theft:

The slide defines identity theft. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	93
	9c(1)
	Identity Theft Purpose: 

The slide lists examples of what the identity thief does with your information. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	94
	9c(1)
	How They Do It:

The slide gives examples of identity theft methods. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	95
	9d
	Computer Based: 

The slide introduces the concept of “you are not alone” on the Internet. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	96
	9d
	Leaving Tracks:

This slide ties Internet surfing to spam and the electronic trail created.  
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 

	97
	9d(1-3)
	User Directed Actions:

The slide addresses organization requirements (i.e. reporting incidents) and technical support responses. 
	 FORMCHECKBOX 
  Employee/User

 FORMCHECKBOX 
  Management

 FORMCHECKBOX 
  IT Staff 


PAGE  
1

