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	Cyber Security Tips

For Home and Office

· Be a secure and responsible cyber citizen.

· Use anti-virus software and keep it up-to-date.

· Don’t open email attachments or click on links in emails from someone you do not know or trust.
· Protect your computer from Internet intruders – use “firewalls”.
· Regularly download security updates and “patches” for operating systems and other software.
· Use hard-to-guess passwords. Mix upper case, lower case, numbers, or other characters not easy to find in a dictionary, and make sure they are at least eight characters long.
· Back up your computer data.
· Don’t share access to your computers with strangers. Learn about file sharing risks.
· Disconnect from the Internet when not in use.
· Check your security on a regular basis. When you change your clocks for daylight-savings time, reevaluate your computer security.
http://www.staysafeonline.info/e-tips.html   Jan 2005


	               

                  Who You Gonna Call

                      When things aren’t working right or you suspect inappropriate use or access to your computer or data files, let management know and call in the experts. 

Help Desk                               555-1212

Security Officer                        555-1212

Privacy Officer                         555-1212

Whistleblower Hotline               555-1212

Know The Enemy

Hacker:  Curiosity and competition are often part of the motivation of a hacker.  When a security system is breached by someone who cracked passwords, it is said the system has been 'hacked'.

Cracker:  Someone with malicious intentions who gains unauthorized access to network resources or software. They crack passwords, code, and software in order to steal, alter, or destroy data.

Script Kiddies:  These are the amateurs, the wannabees.  They usually do not have a lot of resources or knowledge about the target, or advanced hacking skills, but they can be disastrous nonetheless. 

	Protect Your Identity

Identity theft occurs when someone uses your personal information—such as your name, social security number, credit card number, or other identifying information—without your permission, to commit fraud or other crimes.  California Department of Consumer Affairs Office of Privacy Protection offers the following tips to help protect your identity:

· Protect yourself:  Protect your home address, home telephone number, Social Security number, bank and credit card account numbers, and PIN numbers.
· Don't carry your Social Security card in your wallet.
· Tear up or shred papers with personal information before you throw them away.
· Don't give out personal information on the phone.
· Ask how your information will be used.  
· Control your financial information. If you want to limit the sharing of your financial information, write to your bank, and your credit card, insurance, and securities companies. Tell them that you want to "opt-out" of sharing your information with outside companies. You are permitted to do this under federal law.
· Check your bills carefully each month.  Look for unauthorized charges and report any to your card issuer immediately.
· Get your name off marketing lists. Have your name removed from credit bureau marketing lists. Call toll-free 888-5OPTOUT (888-567-8688).
· Check your credit reports.
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