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	PURPOSE


	To provide tools and PowerPoint training templates that you may use to provide a HIPAA security awareness and training program to workforce members.  




	BACKGROUND
	As part of our support and direction in the implementation of HIPAA, CalOHI has issued generic templates and tools you may use in implementing the HIPAA regulations.   


	
	These training products were developed by a sub-workgroup of the Security Workgroup and represent collaborative efforts of both State and county representatives.  We thank the following members of that sub-workgroup for their knowledge, skill, and dedication in developing these products.

· David Nelson, Yolo County

· Kathleen Delaney-Greenbaum, California Public Employees Retirement System
· Maureen Greer, Tehama County

· Jennifer Peters, Glenn County
· Elaine Scordakis, California Office of HIPAA Implementation




	ACTION
	To be compliant with Federal HIPAA Security Regulations, departments are required to complete a wide variety of tasks before April 20, 2005.  One of the tasks relates to training members of your workforce to be aware of the security of electronic data through: 

· Security reminders,

· Protection from malicious software,

· Log-In monitoring, and 

· Password Management. 

The HIPAA regulations provide some flexibility in how departments deliver their training to staff (e.g. via presentations or though information pamphlets).  However, the requirement of conducting a security awareness training program is NOT optional and must be detailed enough to adequately address the above four content areas.   While departments are responsible for completing their own training, this policy memorandum provides the tools and templates to help you achieve compliance.

The basic training package requires customization to reflect your organization’s Security Policies and Procedures.  The tool is not intended for use as is.  


	
	The templates and tools include the following exhibits:

1. Chapter 18 – Security Awareness and Training

2. Sample Security and Confidentiality Acknowledgement
3. Security Awareness Training PowerPoint Presentation
4. NIST-Based HIPAA Security Training Matrix

5. Security Awareness and Training Program User’s Guide
6. Security Awareness Brochure

7. Background Document, Security Awareness and Training


	
	Exhibit 1, Chapter 18, Security Awareness and Training, provides a detailed description of the purpose and use of each template and tool.  These tools and templates are provided for adaptation to your business practices, as you deem appropriate.  

As always, CalOHI liaison staff members are available to assist each department should you have any questions. 




	NEXT STEPS
	· Familiarize yourself with the HIPAA Security Rule as well as with your program’s federal and State laws.

· Finalize your department’s security policy and procedures.



	
	· Customize the basic HIPAA security training presentation to reflect the federal and State laws and regulations that affect your program(s).

· Determine whether any workforce members in your organization need more detailed training related to business processes specific to your department or program.  

· Track your progress toward completing your security awareness training as part of meeting the April 20, 2005 HIPAA Security Rule compliance date using your implementation schedule.  


	RESOURCE AVAILABILITY
	These tools and templates are available on the CalOHI website at www.ohi.ca.gov.   The Department of Health and Human Services Security Rule is available at:  http://www.cms.hhs.gov/hipaa/hipaa2/regulations/security/03-3877.pdf


	CONTACT


	For more information or questions, please contact:

Elaine Scordakis
California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-8066    Escorda1@ohi.ca.gov
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