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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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general information

	Source of Chapter
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	This chapter provides a summary of the HIPAA Security Rule’s sanction policy, which applies to workforce members who have violated HIPAA security requirements.  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations,

· Federal policies and Frequently Asked Questions (FAQ), and

· National Institution of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.


	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security or www.ohi.ca.gov.  Any referenced State laws may be found on the California Law website at Find California Code or www.leginfo.ca.gov or on the CalOHI Legal page at CalOHI - Legal Issues. 


	Decision Boxes


	As with the Privacy Policy Memoranda, you may find blue boxes containing decision points throughout the discussions.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures and to implement the requirements of the Security Rule.  
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	You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22, Exhibit 3.  This tool may be found on the CalOHI website at CalOHI - Privacy.


	
	We have provided a checklist of the decision points at the end of this chapter.  You may use the checklist as a guide for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures.




	Examples and Hyperlinks
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate website references and to terms posted in the CalOHI website glossary.




SANCTION POLICY

	The Sanction Requirement
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	The HIPAA Security Rule requires the implementation of a security management process to ensure the prevention, detection, containment, and correction of security incidents or violations.  The security management process involves four different methods to minimize and/or eliminate security incidents or violations.  Those include:  risk analysis, risk management, sanctions for the abuse or misuse of the covered entity’s assets, and an information system activity review.  Covered entities are required to implement a sanction policy to prevent, detect, contain, and correct security violations, which includes the following requirement:

A covered entity must apply appropriate sanctions against workforce members who fail to comply with the security policies and procedures of the covered entity.  [45 C.F.R. § 164.308(a)(1)(i)(C)]
Therefore, a sanction policy is required.  Covered entities must take actions against workforce members who do not comply with organizational security policies and procedures.  They must understand who comprises their workforce and what their security policies and procedures are to better understand this requirement.




	Workforce Members
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	Workforce members are employees and other persons whose conduct, in the performance of work for a covered entity, is under the direct control of such an entity, whether or not they are paid by the covered entity.  Workforce members may also include:

· Students,

· Trainees, or

· Volunteers.

Business associate workforce members may also be considered part of the workforce if they perform their function on the covered entity’s premises.  In general, workforce members do not include a business associate’s workforce members.  


	
	[45 C.F.R. § 160.103 (definition of workforce)]  
For more information regarding business associate staff as part of a covered entity’s workforce, see Policy Memorandum 2004-47: Entity Status, Chapter 4, Business Associates.  It may be found on the CalOHI website at Welcome to CalOHI. 


	Security Policies and Procedures

[image: image6.wmf]

	The HIPAA Security Rule requires covered entities to implement reasonable and appropriate policies and procedures to comply with the standards, implementation specifications, and other requirements of the Security Rule.  It is important to understand the relationship between providing reasonable guidelines and their effect on violations of the Security Rule made by workforce member.  The HIPAA Security Rule requires covered entities to have security policies and procedures in place and to provide training for its workforce members in protecting EPHI from any intentional or unintentional use or disclosure.  Covered entities may be challenged when applying sanctions to workforce members violating a HIPAA requirement if the cause of the violation is a lack of policies and procedures for the member to follow or a lack of training.  Sanctions may not be enforceable without workforce member behavior expectations being clearly stated in the security policies and procedures and the HIPAA security awareness and training program.  [45 C.F.R. 164.316(a)]  
For more information regarding security policies and procedures, see Policy Memorandum 2005-54: Exhibit 1, Chapter 21, Security Policies and Procedure.  For more information regarding security awareness and training process, see Policy Memorandum 2005-57, HIPAA Security Training.  Both policy memoranda may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.


	Security and Privacy Sanctions
	Covered entities that have implemented the Privacy Rule requirements in their organization may find they have already taken some of the measures necessary to comply with the Security Rule.  The Privacy Rule applies to all forms of protected health information (PHI), electronic, written, and oral.  In contrast, the Security Rule covers only EPHI, PHI that is in electronic form.  This includes all EPHI created, received, maintained, or transmitted.

For example, EPHI may be transmitted over the Internet and stored on a computer, a CD, a disk, a magnetic tape, or on other related means.  The Security Rule does not cover PHI transmitted or stored on paper or provided orally.


	
	The Privacy Rule requires covered entities to adopt certain safeguards for PHI.  While compliance with the Security Rule is not required until 2005 for most entities, the actions covered entities took to implement the Privacy Rule may already address some security requirements.  Therefore, covered entities should consider assessing the initiatives implemented for privacy compliance to ascertain their security compliance needs.
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	DECISION POINT:  Privacy Rule Sanction Policy

Is your Privacy Rule sanction policy adaptable to include your Security Rule sanction policy?
Covered entities that have implemented the Privacy Rule may determine the sanction policy implemented for privacy is adaptable to meet the security sanction provisions.  

	
	


	Risk Mitigation
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	A sanction policy is one of the controls DHHS found appropriate to mitigate security risks; thus, covered entities are required to have a sanction process.  The level to which sanctions are applied is left to the covered entities’ discretion as they determine what types of sanctions are the most appropriate for their size, cost-benefits, and business practices.  Before implementing a sanction policy, covered entities must train workforce members to ensure that the end users and system users are aware of the behavior rules and their responsibilities in protecting the system.


	Types of Sanctions


	DHHS believes covered entities should be allowed to determine the appropriate sanctions at the time of the violation.  The regulations do not define the particular types of sanctions covered entities must impose.  


	[image: image9.wmf]
	Sanctions may range from a warning to employee termination.  Sanctions should vary based on the severity of the action, whether the action was intentional or unintentional, and whether the action represents a pattern of behavior.  All violations, not just repeat offenses, should be sanctioned.  

For example, sanctions may range from an informal reminder of the rules of behavior for the first violation to employee termination for selling PHI.
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	DECISION POINT:  Sanctions  

What will your sanction policy be? 

Covered entities need to determine what actions constitute violations of their policies and procedures and/or HIPAA security provisions, when a sanction policy applies, and what level of sanction is appropriate.  The policies must be part of the security policies and procedures regardless of the sanction policies covered entities adopt.

	
	


	Government Entities
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	Many government entities covered by HIPAA already have workforce member disciplinary procedures in place.  Often, these are part of the civil service system or contracts with employee unions.  Government covered entities may be required to use or determine the use of existing procedures that are the most efficient and effective in meeting the HIPAA security sanction requirement.

For example, the State of California disciplinary system calls for a three-phased system of discipline, which consists of:

1. Prevention,

2. Corrective action, and

3. Disciplinary or adverse action.

The first two steps are left to the discretion of the departments and managers with guidance as to what constitutes prevention and corrective action.  Prevention generally includes setting reasonable work objectives, e.g., implementing security policies and procedures, providing workforce members with training and development, and providing regular performance feedback.  Corrective action may include expected performance reminders in formal or informal counseling sessions and written warning letters.

Adverse actions are applied only in the final stage.  Adverse actions range in severity from formal letters of reprimand, to reductions in salary, to dismissal from employment.  State law lays out the specific grounds for adverse action.  [Government Code § 19570-19598]


	State Law
	The California Constitution requires that every officer and employee of the State of California be employed under the civil service system.  State law requires workforce members be subject to the same penalties, civil or criminal, for failure to perform any obligation or duty designated in law and administered by the department.  This includes workforce members from the State agencies; deputies or employees.  State law sets out the progressive discipline steps State departments must follow.  

[California Constitution, Article VII and Government Code §§ 11161 and 19574]


	State Law Applicable to Counties
	State law allows the county board of supervisors to adopt limited civil service systems adaptable to the county’s size and type.  The ordinance must provide that officers or employees in the classified civil service may be dismissed, suspended, or reduced in rank or compensation by the appoint authority after appointment or promotion is complete by a written order, stating specifically the reasons for the action.  The law provides additional procedural requirements which must be met if a county has chosen to conduct business using a civil service system.  [Government Code §§ 31102 & 31108]


	Union Contracts
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	Some HIPAA-covered government entities may already have employee contracts that govern the application of sanctions.  In these situations, it may be necessary for covered entities to enter into discussions with the employee unions to incorporate the appropriate sanction policies into the contracts.  Moreover, the types of actions that lead to a HIPAA security violation may already be addressed as inappropriate work behavior under existing contracts.

Many other program law changes, when they do not affect program performance standards, would not require consultation with unions pursuant to collective bargaining agreements.  However, if State departments believe that the HIPAA requirements impact contracts for specific classifications of employees, they should contact their personnel management office (or labor relations office) and/or the State Department of Personnel Administration for advice.  Covered entities may also seek advice from their legal counsel.




	State Administrative Manual (SAM)
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	State covered entities must also comply with State guidelines which require all State employees to have training with respect to individual, agency, and statewide security responsibilities and policies.  In addition, employees need to sign acknowledgements of security responsibility and understand termination procedures that ensure agency information assets are not accessible to former employees.  Employment history and/or background checks on employees who work with or have access to confidential or sensitive information and/or critical applications may be necessary for particular agencies.  Agencies should contact the Department of Personnel Administration for specific rules and regulations relating to employment history or background checks.  Hence, training should include the security sanction policy and acknowledgement of it.  A sample Security and Confidentiality Acknowledgement is attached in Exhibit 2.  [SAM § 4842.2]


	HIPAA and State and Local Law and Guidelines
	Both HIPAA and SAM provide similar broad directives requiring State departments that are covered entities to sanction workforce members for breaches of security.  However, neither HIPAA nor SAM provides specific requirements and allow covered entities flexibility in applying sanctions, which will depend on their business practices.  Therefore, State departments must review their current practices against the HIPAA sanction requirement to determine if their practices are deficient in any area.  If any deficiencies exist, the department must make changes to their practices.

Counties may need to compare HIPAA with their civil service process, depending on the options they have chosen for use of civil service.  In addition, counties may need to review county ordinances that govern their personnel processes.  If county business practices are not compliant with HIPAA requirements, the county should change their practices to be compliant with HIPAA guidelines.
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	LEGAL CONSIDERATION:  HIPAA and Business Practices
If you are a State department, you may seek advice from your legal counsel about the relationship between HIPAA, SAM and your current business practices.  If you are not a State department, you may seek advice from your legal counsel to determine if your current business practices meet the HIPAA requirements. 

In addition, you may seek advice from your legal counsel and/or personnel administration to determine other State laws, regulations, or union contracts that you will need to consider when establishing your sanction policy. 
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	DECISION POINT:  Sanction Process

What process will you use to sanction workforce members for HIPAA Security violations?

If you are a State department, you are required to utilize the current civil service sanction process if a workforce member violates HIPAA.  HIPAA violations, like any violation of law, are subject to the progressive disciplinary process.  

If you are a county government, you may already have a civil service process to which you will be required to adhere, depending on the option your county has taken.  You may also be required to disclose and/or negotiate an appropriate process with any impacted labor unions, depending on your business operations.

	
	


	Documentation


	The HIPAA Security Rule requires that covered entities maintain their policies and procedures in written or electronic form.    Documentation must be maintained for 6 years from the creation date or from the date when the policy last was in effect, whichever is later.  [45 C.F.R. § 164.306(b)]  
Since the Rule requires sanction policies to be part of the security policies and procedures, they must be documented.  Any changes to your sanction policy will require records of the replaced policies be maintained for 6 years from the date they are no long in effect.  State law, regulations, and/or other program specific federal laws and regulations may contain other documentation requirements.  
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	LEGAL CONSIDERATION:  Documentation
You may need to work with your legal counsel to review State laws, regulations, and/or program specific federal laws and regulations in determining what must be documented and the length of time the documentation must be maintained.

	
	


	Consequences of Unpunished Violations
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	Allowing violations to go unpunished may lead to greater problems in the long run.  Complaints may be registered with the U.S. Department of Health and Human Services (DHHS) by aggrieved parties or by whistleblowers within the covered entity.  These complaints may lead to investigations by DHHS followed by enforcement actions and/or civil money penalties.  
Documentation of sanctions applied may be needed for:

· Efficient handling of any potential future complaints or investigations, or 

· Individual staff personnel files to document potential future actions.  [45 C.F.R. §§ 160.500-160.572]
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	DECISION POINT:  Documentation of Sanctions  

Do you have a system established to maintain documentation of sanctions you take against workforce members?

You will need to document the sanctions you take against workforce members for potential complaints and investigations and/or for potential future actions.  You should consult your legal counsel to determine if other federal or State laws and regulations, and/or employee contracts exist that require such documentation. 

	
	


	Training
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	Discussion of sanction policies should be included as part of the security awareness and training program.  The discussion should set out clear policies and workforce members’ behavior expectations.  The training should be clear and concise about expectations because vagueness makes it more difficult to enforce the sanction policy.  Covered entities may want to require members of their workforce to sign a document certifying they understand the sanction policy.  


	
	For more information about the security awareness and training program, see Policy Memorandum 2005-57, HIPAA Security Training.  It may be found on the CalOHI website at CalOHI - Security or at www.ohi.ca.gov.
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	DECISION POINT:  Training on Sanctions  

What type of training will you provide to your workforce to inform them of your performance and behavior expectations and your sanction policies?

You will need to include your sanction policy in your security awareness and training program.  You may also utilize a workforce member certification of understanding the policy.  Your training process will need to be documented in your security policies and procedures.
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