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Proposed Rule

43267 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

(10) Security management process (creation, administration, and oversight of policies to ensure the prevention, detection, containment, and correction of security breaches involving risk analysis and risk management). It includes the establishment of accountability, management controls (policies and education), electronic controls, physical security, and penalties for the abuse and misuse of its assets (both physical and electronic) that includes all of the following implementation features:

(i) Risk analysis, a process whereby cost-effective security/control measures may be selected by balancing the costs of various security/control measures against the losses that would be expected if these measures were not in place.

(ii) Risk management (process of assessing risk, taking steps to reduce risk to an acceptable level, and maintaining that level of risk).

(iii) Sanction policies and procedures (statements regarding disciplinary actions that are communicated to all employees, agents, and contractors; for example, verbal warning, notice of disciplinary action placed in personnel files, removal of system privileges, termination of employment, and contract penalties). They must include employee, agent, and contractor notice of civil or criminal penalties for misuse or misappropriation of health information and must make employees, agents, and contractors aware that violations may result in notification to law enforcement officials and regulatory, accreditation, and licensure organizations. 

(iv) Security policy (statement(s) of information values, protection responsibilities, and organization commitment for a system). This is the framework within which an entity establishes needed levels of information security to achieve the desired confidentiality goals.
43275 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Security management process:

A security management process encompasses the creation, administration and oversight of policies to ensure the prevention, detection, containment, and correction of security breaches. It involves risk analysis and risk management, including the establishment of accountability, management controls (policies and education), electronic controls, physical security, and penalties for the abuse and misuse of its assets, both physical and electronic.
Part of administrative procedures to guard data integrity, confidentiality and availability on the matrix.
Final Rule

8346 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

1. Security Management Process (§ 164.308(a)(1)(i))

We proposed the establishment of a formal security management process to involve the creation, administration, and oversight of policies to address the full range of security issues and to ensure the prevention, detection, containment, and correction of security violations. This process would include implementation features consisting of a risk analysis, risk management, and sanction and security policies.

We also proposed, in a separate requirement under administrative procedures, an internal audit, which would be an in-house review of the records of system activity (for example, logins, file accesses, and security incidents) maintained by an entity. In this final rule, risk analysis, risk management, and sanction policy are adopted as required implementation specifications although some of the details are changed, and the proposed internal audit requirement has been renamed as ‘‘information system activity review’’ and incorporated here as an additional implementation specification.

a. Comment: Three commenters asked that this requirement be deleted. Two commenters cited this requirement as a possible burden. Several commenters asked that the implementation features be made optional. 

Response: This standard and its component implementation specifications form the foundation upon which an entity’s necessary security activities are built. See NIST SP 800–30, ‘‘Risk Management Guide for Information Technology Systems,’’ chapters 3 and 4, January 2002. An entity must identify the risks to and vulnerabilities of the information in its care before it can take effective steps to eliminate or minimize those risks and vulnerabilities. Some form of sanction or punishment activity must be instituted for noncompliance. Indeed, we question how the statutory requirement for safeguards ‘‘to ensure compliance * * * by a [covered entity’s] officers and employees’’ could be met without a requirement for a sanction policy. See section 1176(d)(2)(C) of the Act. Accordingly, implementation of these specifications remains mandatory. However, it is important to note that covered entities have the flexibility to implement the standard in a manner consistent with numerous factors, including such things as, but not limited to, their size, degree of risk, and environment. We have deleted the implementation specification calling for an organizational security policy, as it duplicated requirements of the security management and training standard. We note that the implementation specification for a risk analysis at § 164.308(a)(1)(ii)(A) does not specifically require that a covered entity perform a risk analysis often enough to ensure that its security measures are adequate to provide the level of security required by § 164.306(a). In the proposed rule, an assurance of adequate security was framed as a requirement to keep security measures ‘‘current.’’ We continue to believe that security measures must remain current, and have added regulatory language in § 164.306(e) as a more precise way of communicating that security measures in general that must be periodically reassessed and updated as needed. 

The risk analysis implementation specification contains other terms that merit explanation. Under § 164.308(a)(1)(ii)(A), the risk analysis must look at risks to the covered entity’s electronic protected health information. A thorough and accurate risk analysis would consider ‘‘all relevant losses’’ that would be expected if the security measures were not in place. ‘‘Relevant losses’’ would include losses caused by unauthorized uses and disclosures and loss of data integrity that would be expected to occur absent the security measures.

b. Comment: Relative to the development of an entity’s sanction policy, one commenter asked that we describe the sanction penalties for breach of security. Another suggested establishment of a standard to which one’s conduct could be held and adoption of mitigating circumstances so that the fact that a person acted in good faith would be a factor that could be used to reduce or otherwise minimize any sanction imposed. Another commenter suggested sanction activities not be implemented before the full implementation and testing of all electronic transaction standards. 

Response: The sanction policy is a required implementation specification because—(1) the statute requires covered entities to have safeguards to ensure compliance by officers and employees; (2) a negative consequence to noncompliance enhances the likelihood of compliance; and (3) sanction policies are recognized as a usual and necessary component of an adequate security program. The type and severity of sanctions imposed, and for what causes, must be determined by each covered entity based upon its security policy and the relative severity of the violation. 

c. Comment: Commenters requested the definitions of ‘‘risk analysis’’ and ‘‘breach.’’

Response: ‘‘Risk analysis’’ is defined and described in the specification of the security management process standard, and is discussed in the preamble discussion of § 164.308(a)(1)(ii)(A) of this final rule. The term breach is no longer used and is, therefore, not defined.

d. Comment: One commenter asked whether all health information is considered equally ‘‘sensitive,’’ the thought being that, in determining risk, an entity may consider the loss of a smaller amount of extraordinarily sensitive data to be more significant than the loss of a larger amount of routinely collected data. The commenter stated that common reasoning would suggest that the smaller amount of data would be considered more sensitive. 

Response: All electronic protected health information must be protected at least to the degree provided by these standards. If an entity desires to protect the information to a greater degree than the risk analysis would indicate, it is free to do so.

e. Comment: One commenter asked that we add ‘‘threat assessment’’ to this requirement.

Response: We have not done this because we view threat assessment as an inherent part of a risk analysis; adding it would be redundant. 

f. Comment: We proposed a requirement for internal audit, the inhouse review of the records of system activity (for example, logins, file accesses, and security incidents) maintained by an entity. Several commenters wanted this requirement deleted. One suggested the audit trail requirement should not be mandatory, while another stated that internal audits would be unnecessary if physical security requirements are implemented. A number of commenters asked that we clarify the nature and scope of what an internal audit covers and what the audit time frame should be. Several commenters offered further detail concerning what should and should not be required in an internal audit for security purposes. One commenter stated that ongoing intrusion detection should be included in this requirement. Another wanted us to specify the retention times for archived audit logs.

Several commenters had difficulty with the term ‘‘audit’’ and suggested we change the title of the requirement to ‘‘logging and violation monitoring.’’ A number of commenters stated this requirement could result in an undue burden and would be economically unfeasible.

Response: Our intent for this requirement was to promote the periodic review of an entity’s internal security controls, for example, logs, access reports, and incident tracking. The extent, frequency, and nature of the reviews would be determined by the covered entity’s security environment.

The term ‘‘internal audit’’ apparently, based on the comments received, has certain rigid formal connotations we did not intend. We agree that the implementation of formal internal audits could prove burdensome or even unfeasible, to some covered entities due to the cost and effort involved. However, we do not want to overlook the value of internal reviews. Based on our review of the comments and the text to which they refer, it is clear that this requirement should be renamed for clarity and that it should actually be an implementation specification of the security management process rather than an independent standard. We accordingly remove ‘‘internal audit’’ as a separate requirement and add ‘‘information system activity review’’ under the security management process standard as a mandatory implementation specification.
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(1)(i) Standard: Security management process. Implement policies and procedures to prevent, detect, contain, and correct security violations.

(ii) Implementation specifications:

(A) Risk analysis (Required). Conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information held by the covered entity.

(B) Risk management (Required). Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level to comply with § 164.306(a).

(C) Sanction policy (Required). Apply appropriate sanctions against workforce members who fail to comply with the security policies and procedures of the covered entity.
STATE LAW

California Government Code
11161.  Every person is subject to the same obligations and duties, and has the same rights as if the rights, powers and duties imposed upon and transferred to a department were exercised by the State agency, deputy or employee designated in the laws administered by departments created in conformity with this chapter.  Every person is subject to the same penalties, civil or criminal, for failure to perform any obligation, or duty, or for doing a prohibited act as if the obligation or duty arose from or was prohibited by the State agency, deputy or employee, designated in the laws administered by the department.

19574.  (a) The appointing power, or its authorized representative, may take adverse action against an employee for one or more of the causes for discipline specified in this article.  Adverse action is valid only if a written notice is served on the employee prior to the effective date of the action, as defined by board rule.  The notice shall be served upon the employee either personally or by mail and shall include:  (1) a statement of the nature of the adverse action; (2) the effective date of the action; (3) a statement of the reasons therefore in ordinary language; (4) a statement advising the employee of the right to answer the notice orally or in writing; and (5) a statement advising the employee of the time within which an appeal must be filed.  The notice shall be filed with the board not later than 15 calendar days after the effective date of the adverse action.

31102.  It is the intent of this part to enable any county to adopt such a limited civil service system as is adaptable to its size and type.

31103.  The board of supervisors of any county may contract with any other county or city, any state department, or any competent person or agency for the conducting of competitive examinations to ascertain the fitness of applicants for employment and for the performance of any other service in connection with personnel selection and administration.

31104.  Any county may by ordinance adopt a limited civil service system for any or all county officers and employees, except elective officers.

31106.  The ordinance creating the civil service system shall

designate the appointive officers and employees to be placed in the

system.

31107.  The minimum qualifications or standards prescribed for any

class or grade of employment shall not be less than those prescribed

for the class or grade of county officers and employees by the

Legislature.

31108.  

(a) Any ordinance adopted pursuant to this part shall include substantially the following provisions:

(1) Any officer or employee in the classified civil service may be dismissed, suspended, or reduced in rank or compensation by the appointing authority after appointment or promotion is complete by a written order, stating specifically the reasons for the action.  The order shall be filed with the clerk of the board of supervisors or, if there is a county personnel officer, the order shall be filed with the county personnel officer and a copy thereof shall be furnished to the person to be dismissed, suspended, or reduced.

(2) The officer or employee may reply in writing to the order within 10 days from the date of its filing with the clerk of the board of supervisors or county personnel officer.  The officer or employee may within seven days after presentation to him or her of the order appeal through the clerk of the board of supervisors or county personnel officer to the civil service commission from the order.  Upon the filing of the appeal, the clerk of the board of supervisors or county personnel officer shall forthwith transmit the order and appeal to the civil service commission for hearing.

(3) Within 20 days from the filing of the appeal the commission shall commence a hearing, and either affirm, modify, or revoke the order.  The appellant may appear personally, produce evidence, and have counsel and a public hearing.

(4) The findings and decision of the commission shall be certified to the department head or officer whose action was the subject of the hearing and forthwith enforced and followed by him or her.

(b) Alternatively, the board of supervisors may provide by ordinance or resolution by simple majority vote that an officer or employee who is dismissed, suspended, or reduced in rank or compensation may elect in writing to appeal under the terms of any grievance procedure established pursuant to a legally binding memorandum of understanding between the local agency governing board and an employee organization recognized pursuant to applicable law, which may include final binding arbitration.

31115.  Any person who:

   1. Impersonates another person or permits or aids in any manner any other person to impersonate him in connection with any examination, application, or request to be examined under any county civil service system; or

   2. Furnishes or obtains examination questions or other examination material prepared and intended for use in any examination under any county civil service system before such examination; or

   3. Uses any unfair means to cause or attempt to cause any eligible to waive any rights obtained under the civil service system of any county, is guilty of a misdemeanor.

31115.5.  Any county employee, or person whose name appears on any county employment list, who uses during duty hours, for training or target practice, any material which is not authorized therefore by the appointing power, shall be disciplined pursuant to the county civil service system.

California Civil Code

1798.29.  (a) Any agency that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any  resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

   (b) Any agency that maintains computerized data that includes personal information that the agency does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

   (c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation.  The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

   (d) For purposes of this section, "breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the agency.  Good faith acquisition of personal information by an employee or agent of the agency for the purposes of the agency is not a breach of the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

   (e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

   (1) Social security number.

   (2) Driver's license number or California Identification Card number.

   (3) Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.

   (f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

   (g) For purposes of this section, "notice" may be provided by one of the following methods:

   (1) Written notice.

   (2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.

   (3) Substitute notice, if the agency demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the agency does not have sufficient contact information.  Substitute notice shall consist of all of the following:

   (A) E-mail notice when the agency has an e-mail address for the subject persons.

   (B) Conspicuous posting of the notice on the agency's Web site page, if the agency maintains one.

   (C) Notification to major statewide media.

   (h) Notwithstanding subdivision (g), an agency that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part shall be deemed to be in compliance with the notification requirements of this section if it notifies subject persons in accordance with its policies in the event of a breach of security of the system.

State Administrative Manual

4842.2 AGENCY RISK MANAGEMENT PROGRAM   (Reviewed 02/02) 
The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process. Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program. See SAM Section 4819.3.
The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets. Among the practices that must be included in each agency's risk management program are:

Organizational and Management Practices. Agency executive management must be visibly committed to information security and the practice of risk management. Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities. Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures. 
  

1. Personnel Practices. Personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees. Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies. Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks. 

2. Physical Security Practices. Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure. Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility. 

3. Data Security Practices. Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases. Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21). Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption. 

4. Information Integrity Practices. Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens. Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern. Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information. 

5. Software Integrity Practices. Software should be obtained only from a reputable source, one that will stand behind the product. Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software. 

6. Personal Computer Security Practices. Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files. Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection. The SAM Section 4989.7 contains specific provisions for the security of personal computer systems. 
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