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	PURPOSE
	The purpose of this policy memorandum is to provide guidelines for State departments and counties to develop sanction policies to be used for disciplining workforce members who violate the HIPAA Security Rule.  




	BACKGROUND


	In our role of oversight of the implementation of HIPAA, CalOHI is issuing generic templates and tools you may use in implementing the HIPAA regulations.  The HIPAA Steering Committee and its subject matter workgroups are pooling their resources to collectively develop generic tools and templates.  The products referred to in this Policy Memorandum were developed by the Security Workgroup and represent a collaborative effort of both State and county representatives.  We thank the members of that workgroup for their assistance in developing and reviewing this product.




	ACTION
	To be compliant with the HIPAA Security regulations, covered entities must meet many requirements.  As a means to meeting one of the security management process requirements, covered entities must apply sanctions to work force members who violate the provisions of the HIPAA Security Rule.  This chapter provides an overview of the HIPAA sanction regulatory provision, policies provided in the preamble, comments and responses to the HIPAA Security Rule, as well as the applicable State law and administrative guidelines.  It provides decision points where covered entities may make decisions concerning their business practices and the HIPAA provisions.  These points should assist covered entities identify the necessary changes to implement the HIPAA Security sanction provisions.  This policy memorandum transmits:


	
	· Chapter 23, Sanction Policy, 
· A Sample Security and Confidentiality Acknowledgement form, and 
· A background document for the sanction provision.  
The tools are designed for your adaptation to your business practices, as you deem appropriate.  Therefore, they are presented in Microsoft Word and may easily be customized to reflect your Security Policies and Procedures.  



	NEXT STEPS
	State departments should coordinate their HIPAA Privacy sanction policy with the HIPAA Security sanction policy.  Since covered entity departments have already implemented a sanction policy as part of the implementation of the Privacy Rule, adaptation of that policy may be an effective means of implementing the Security provision.  

As State departments begin implementing the Security Rule, CalOHI will be available to provide technical assistance.  In addition, we may conduct site visits to determine the implementation status of departments.  To facilitate these activities, State departments are expected to make their Security Policies and Procedures as well as their documented activities, actions and assessments pertaining to the security of electronic protected health information (EPHI) available to CalOHI for oversight purposes.  



	RESOURCE AVAILABILITY
	The referenced chapter and the referenced previous Policy Memoranda are available on the CalOHI website, or www.ohi.ca.gov.   The HIPAA Security Rule is available at www.cms.hhs.gov/hipaa/hipaa2. 


	
	Chapters for the HIPAA Security Rule are being issued in a priority determined by the Security Work Group.  The chapters that have been issued include:  


	Chapter
	Title
	Policy Memorandum

	Chapter 1
	Mapping the Flow of EPHI and Gap Analysis of Business Practices 
	PM 2004-43

	Chapter 2
	Security Rule Implementation Schedule
	PM 2004-40

	Chapter 3
	Assignment of Security Responsibility 
	

	Chapter 4
	Security Management Process 
	PM 2005-56

	Chapter 5
	Workforce Security
	

	Chapter 6
	Workstation Use 
	

	Chapter 7
	Workstation Security 
	

	Chapter 8
	Information Access Management
	

	Chapter 9
	Security Incident Procedures
	

	Chapter 10
	Business Associate Contracts & Other Arrangements
	

	Chapter 11
	Contingency Plan
	

	Chapter 12
	Facility Access Control
	

	Chapter 13
	Device and Media Controls
	

	Chapter 14
	Access Controls
	

	Chapter 15
	Audit Controls
	

	Chapter 16
	Integrity
	

	Chapter 17
	Persons or Entity Authentication
	

	Chapter 18
	Security Awareness Training
	PM 2005-57

	Chapter 19
	Evaluation
	

	Chapter 20
	Transmission Security
	

	Chapter 21
	Policies and Procedures
	PM 2005-54

	Chapter 22
	Group Health Plans
	

	Chapter 23
	Sanction Policy
	PM 2005-58

	N/A
	Security Project Implementation Assessment
	PM 2005-55


	CONTACT


	For more information or questions, please contact:

Elaine Scordakis

California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-8066    escorda1@ohi.ca.gov










Original Signed By:

BURT R. COHEN


Director



California Office of HIPAA Implementation

Exhibits:
1.  Chapter 23, Sanction Policy
2.  Sample Security and Confidentiality Acknowledgement Form

3.  Background Document, Sanction Policy
cc:  
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