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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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General Information

	Resources
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	This chapter provides a summary of the Health Information Portability and Accountability Act (HIPAA) Security Rule requirement where covered entities designate a person to be responsible for managing the security of electronic protected health information (EPHI).  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Sysadmin, Audit, Network, and Security (SANS),
· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).
In addition, you will need to review other specific requirements in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security, or at www.ohi.ca.gov.  Any referenced State laws may be found on the California Law website at Find California Code or at www.leginfo.ca.gov or on the CalOHI Legal page at CalOHI - Legal Issues or at www.ohi.ca.gov. 


	Decision Points


	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.
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	You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22, Access Process, Exhibit 3, Sample Decision Tool.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy or at www.ohi.ca.gov.  


	
	We have provided checklists of the decision points and the major or legal considerations at the end of each chapter.  You may use the checklists as guides for the decisions and major considerations you may need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures. 


	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  

Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  

Definitions for terms used in this Chapter may be found in Exhibit 12.




AssignING Security Responsibility

	The HIPAA Security Rule
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	The HIPAA Security Rule is organized in two types of provisions; standards which are general requirements and implementation specifications which are more detailed regulations.  Implementation specifications are either required or addressable.  Covered entities must implement required specifications.  However, covered entities have the flexibility to address how they will implement the addressable implementation specifications.  

The HIPAA Security Rule includes the standard for assigning security responsibility:
Identify the security official who is responsible for the development and implementation of the policies and procedures required by this subpart for the entity. [45 C.F.R. § 164.308 (a)(2)]


	
	In addition, the HIPAA Security Rule states:
A covered entity must comply with the standards as provided in this section [45 C.F.R. § 164.306] and in sections 164.308, 164.310, 164.312, 164.314, and 164.316 with respect to all electronic protected health information.  [45 C.F.R. § 164.306 (c)]
The HIPAA Security Rule requires that each covered entity assign a specific person to be responsible for managing the security of electronic protected health information (EPHI). This assignment is designed to promote a covered entity’s enterprise wide security.  Responsibilities would include managing and supervising the use of security measures, protecting EPHI specifically, and monitoring personnel in relation to data protection.  [45 C.F.R. section 164.308(a)(2)]  


	
	While the Security Official in your organization is responsible for EPHI confidentiality, integrity, and availability, the Privacy Officer is responsible for all privacy matters relating to electronic, written and oral PHI.  There will be some overlap of responsibilities between the Security Official and Privacy Officer when handling the privacy and security of PHI.  The level of cooperation between the two officials will drive compliance for both Rules.  Covered entities will need to determine the roles and responsibilities for both officials and how they will interact with each other.  


	
	The security responsibility must reside in one individual and not in a group.  More than one individual may be given specific security responsibilities, especially within a large covered entity, but a single individual must be designated as having the overall final responsibility for the covered entity's EPHI security.  This is consistent with and analogous to the policy in the Privacy Rule, and the same considerations apply.  The same person could fill the role for both security and privacy.  [45 C.F.R. §164.530(a) & 65 Federal Register, pages 82744 through 87445]
For more information about the difference between required and addressable provisions is discussed in detail in Policy Memorandum 2005-43, which may be found on the CalOHI website at Policy Memorandum 2005-43: HIPAA Security Rule Implementation or at www.ohi.ca.gov.




	Appointment or New Hire


	The appointment of Security Official within a covered entity may be a current employee or a new hire.  The HIPAA Security Rule does not specify how to perform this assignment and allows for flexibility in the approach. 


	Documentation
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	The HIPAA Security Rule requires covered entities to document actions and activities required by the regulation.  Even though documenting the Security Officer appointment is a required standard, the HIPAA Security Rule does not indicate how the assignment should be recorded.  Best practices suggest that formal approval should be recorded in official documents, such as board minutes, personnel action forms, or organizational chart designations.
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	DECISION POINT: Assignment Process

How will you determine who will be your HIPAA Security Official, and how will these decisions be documented?  Will your ISO or your Privacy Officer serve as your HIPAA Security Official? 

You will need to decide who you will assign to be your Security Official.  You will need to determine whether you will appoint an existing workforce member or hire a qualified individual.  You will need to document the selection.

	
	


	State Requirements

	The State Administrative Manual (SAM) states each agency must appoint an ISO. [SAM § 4841]   Under Agency Management Responsibilities, it defines the roles and responsibilities of the ISO. [SAM §§ 4841 and 4841.1]  By complying with SAM and assigning an ISO, the covered entity will address the SAM (state) and HIPAA (federal) requirements for security management responsibility.   


	
	In addition to federal (HIPAA Security Rule) and State (SAM) requirements, counties may have ordinances that may apply to electronic data security.  
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	Legal Consideration:  Security Official

Organizations will need to determine whether their Security Official needs to address County or local security rules that are not part of HIPAA (Federal) and SAM (State) that may affect their security operations.  This includes specific program regulations that may affect the security of EPHI.  


	Responsibilities
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	The HIPAA Security Rule does not specify the responsibilities of the Security Official, only that he/she is responsible for the development and implementation of the Security Rule policies and procedures.  The Rule does not stipulate whether the Security Official should be technical or non-technical.  To be effective, he/she should be able to communicate a broad range of concepts to a wide range of audiences, e.g. communicating any security incidents to executive management.  Based on best practices, the Security Official should be a member of management to have access to and the support of executive staff. 


	
	Other responsibilities may include, but are not limited to:

· Raising information security awareness through training and periodic reminders,

· Responding to information security incidents and reporting them to the proper authorities,

· Coordinating security efforts with the Privacy Officer,

· Promoting and enforcing security policies and procedures,

· Acting as a security liaison between his/her department and other agencies,

· Applying or coordinating the application of sanctions to program areas or to employees who violate state security and HIPAA laws,


	
	· Managing and reducing IT security risk to an acceptable level,

· Implementing security measures to reduce risks and vulnerabilities to an acceptable level,

· Updating executive management on the status of information security, security initiatives, and security incidents,

· Determining the resources for implementing an effective information security management plan, including staffing, hardware, and software, and

· Coordinating with the Information Technology (IT) department on information security initiatives.


	State Requirements
	While the HIPAA requirement does not define the ISO’s roles and responsibilities, SAM specifies the ISO’s management responsibilities and these include some of the duties for which the HIPAA Security Official would be responsible.  State departments must appoint the HIPAA Security Official and document the designation. [SAM § 4841.1]
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	DECISION POINT:  Security Official Responsibilities

What responsibilities will your Security Official have?
Covered entities will need to determine the types of responsibilities and duties that the Security Official will have.  You will also need to document the responsibilities and duties of the Security Official.  

	
	


	Separation of Duties
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	In some covered entities, the role of Security Official is separate from Chief Technical or Information Officer.  This is to separate duties and to provide oversight on some of the department security activities.  This will allow the Security Official to execute his/her role in an effective and independent manner.  “Security experts…say that keeping IT security within IT is a simmering conflict of interest.”
  However, in smaller or resource-limited entities, the role of Security Official and Chief Technical or Information Officer can be the same individual.


	State Requirements
	Rules for State agencies require that the Information Security Officer (ISO) avoid conflicts of interest and not have any direct responsibilities in information processing, in technology operations, and/or about confidential agency information .  [SAM § 4841.1]
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	MAJOR CONSIDERATION: Privacy and Security Coordination

Covered entities will need to determine the scope of the Security Official’s roles and responsibilities and how he/she will work with the Privacy Officer on HIPAA related privacy and security issues.  Coordination must exist between the two officials in handling privacy and security issues to help drive compliance. 

	
	


	Organizational Placement
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	Best practices suggest that Security Officials will be most effective when reporting to higher positions within the entity.  According to an article in Computerworld Magazine, a Security Officer must stay current with laws and regulations that affect information security deployment and keep the Chief Executive Officer, Chief Financial Officer, and board of directors apprised of security matters.
   This is to ensure that security measures are implemented and maintained on an entity-wide basis.  Many Security Officials are given titles such as Security Officer or ISO and hold an authoritative position in their department.  


	
	A Security Official who reports to the Executive Director is usually more effective than one who reports to the IT Manager.  “Leaders in both public and private sectors agree that security is more important than ever, yet security heads still wrestle for resources, visibility, and a seat at the executive table.”
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	State Requirements

	Rules require State departments to have their ISO report directly to the agency director.  It also requires State departments to establish the ISO at a sufficiently high level to execute responsibilities.  [SAM § 4841.1]
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	DECISION POINT: Organizational Placement

Where will your Security Official reside in your organization and to whom will he/she report?

You will need to decide to whom this person will report in your entity.  Also, you will need to define the scope of the Security Official role to determine whether this position includes budgeting and/or management responsibilities to help with security and compliance efforts.


	Sample Security Official Duties
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	HIPAA Security Officials are responsible for the implementation and maintenance of the HIPAA Security requirements.  This includes ensuring the HIPAA requirements are met and those addressable implementation specifications are adequately addressed.  A small sample of job duties of an effective Security Official are as follows: 

· He/she reports to the Executive Director.  He/she also holds the title of Chief Security Officer and is given budgeting responsibilities to implement entity-wide security policies and procedures.
· He/she may hire additional staff to carry out and enforce security policies and procedures (such as hiring a Security Analyst or a Network Security Administrator to address anti-virus/spam issues). 


	
	· He/she may send out periodic e-mail reminders about various viruses and threats.  Also, he/she may coordinate workgroup sessions about security best practices.  He/she is the security liaison and represents the department for compliance efforts.  He/she regularly reports to the executive staff on security incidents.


	
	· He/she may conduct regular risk assessments and ensure that EPHI is handled and protected properly in the department.  “Organizations that maintain electronic protected health information (EPHI) need an individual who can oversee the protection of the electronic corporate assets, as well as the physical assets”
.  He/she is updated on the latest HIPAA security regulation changes and is engaged in various HIPAA security workgroups.   

For a more complete listing of roles and responsibilities for a HIPAA Security Official, see Exhibit 2, HIPAA Security Official Roles and Responsibilities, attached to this chapter.



Information Security Team

	Coordinate a Team
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	While the HIPAA Security Rule requires covered entities to appoint a Security Official, implementing HIPAA security policies and procedures requires the coordination of an information security team.  The Security Official should coordinate a team of support staff from the various program areas in your organization.  The information security team should include technical, and business/program staff members.  This ensures that security policies and procedures align with program goals.  Since the security team includes representation from the various areas, this increases visibility throughout the covered entity.


	
	The information security team should consist of core team members who will be responsible for the implementation of the HIPAA Security Rule.  The team will occasionally require the expertise of workforce members outside the team.  
For example, a member from the organization’s budgeting section may be called upon to discuss a cost for a new security control in relation to the annual budget, or the public information officer may be called upon to discuss the best way to mitigate a breach when the press is publishing stories about the breach.

The following are some of the possible members of an organization that could be part of an information security team, whether a full-time or part-time member. 


	Senior / Executive Management
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	Senior or executive management play a key role in providing credibility and visibility on security policies and procedures.  They ensure that security policies and procedures are aligned with the organization’s mission, goals, and strategy.  They also authorize needed resources to ensure the success of security policies and procedures implementation.  They make critical business decisions in managing the security of the electronic data for the organization. 


	State Requirements
	Rules require that the State agency’s director to be ultimately responsible for information technology security and risk management within the agency.  The guidelines require the agency director to submit a Department Designation letter, Risk Management Certification letter, and Operational Recovery Plan Certification letter to the Department of Finance to be in compliance with state policy concerning information technology security and risk management.  [For more information about Department of Finance letters, see SAM § 4841.1]


	Information Officers
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	The CIO within your organization should be a team member or should at least be involved in the approval of security policies and procedures.  The ISO should work with the CIO to develop policies and procedures that are relevant to the organization.  This ensures the CIO has input on decisions that affect the IT organization. 


	System and Data Owners
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	System and data owners are critical members of the security team since they have the most knowledge about the data (EPHI).  System and data owners help with mapping EPHI, identifying and locating instances of EPHI, and identifying risks that threaten them.  They are usually knowledgeable about data backup and recovery, and they provide valuable input on contingency plans and operational continuity efforts.  

For more information about contingency plans and operational continuity efforts, additional chapters will be issued for these areas by CalOHI in the first half of 2005.  When issued these chapters will be posted on the CalOHI website at CalOHI - Security or www.ohi.ca.gov.


	Program Managers
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	Program Managers are key members of the Security Team because they provide non-technical input on policies and procedures.  Program Managers can provide valuable insight on current work processes and can suggest process improvements. Covered entities should include members from as many program areas as possible.  Program Managers can include members of Finance, Accounting, Legal, Audit and Operations.  

The operational recovery coordinator is responsible for contingency planning.  This member will provide valuable input on handling EPHI security during a disaster, disaster recovery and when business/program continuity plans are being developed or modified.  


	State Requirements
	SAM provides various rules for establishing staffing to oversee information technology activities.  These rules may be found in sections 4800, 4841, and 4841.1.  Specifically, SAM requires that State agencies and their program managers be responsible for specifying and monitoring the integrity, use, and security of information assets within their program areas.  Also, they are required to ensure that program staff and other information users are informed and are carrying out information security responsibilities [SAM § 4841.1:]


	Administrators and Analysts
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	These technical staff that play a key role in the Security Team because they provide technical insight when policies and procedures are being developed.  They know how the data (EPHI) is organized and stored throughout the organization and can provide technical solutions in developing security controls and safeguards.


	Trainers


	Security awareness trainers are important members of the information security team because they are responsible for training users in your organization.  They provide insight on how users will learn and react to security training. 


	
	DECISION POINT:  Information Security Team

Which members of your staff will be part of your information security team?

You need to determine which members of your staff will be part of your information security team.  You may determine that certain individuals in specific programs or business specialties will be part-time members on call in specified circumstances.  


	
	LEGAL CONSIDERATION:  SAM Requirements

State departments need to take the SAM requirements into consideration when determining who will be part of their information security teams.
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References/WorkS Cited
The following are references or cited works which are referenced throughout this chapter.  You may find more information on this subject through these guidelines and articles.
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	The State Administrative Manual is a reference source for statewide policies, procedures, regulations, and information that was developed and issued by authoring agencies.  

State Administrative Manual Sections:


4841 – Agency Responsibilities
4841.1 – Agency Management Responsibilities
4841.2 – Information Integrity and Security



	Other Resources


	The following references are provided for your use as needed.  CalOHI does not endorse any of the following resources but simply provides them as a potential source for your enhanced knowledge about assigning a Security Official.  


	CIO Magazine
	CIO Magazine’s article “Hand Over Security” discusses moving the role of IT Security out of IT and the conflicts of interest that exist between the two organizations.
http://www.cio.com/archive/041504/homeland.html


	Computerworld
	Computerworld Magazine’s article “IT and Security Converging Roles” debates the issue of whom the CSO should report to.
http://www.computerworld.com/securitytopics/security/story/0%2C10801%2C97604%2C00.html?source=x73


	CSO Online
	CSO Magazine Online’s article “State of the CSO” reports on the evolving role and responsibilities of the CSO within organizations.
http://www.csoonline.com/csoresearch/report56.html


	HIPAAdvisory


	HIPAAdvisory’s article “So – You Need a Security Official…” defines some of the qualifications for the Security Official and why they are important.
http://www.hipaadvisory.com/action/SecureQA/secure22.htm


	National Institute of Standards and Technology (NIST)
	National Institute of Standards and Technology (NIST) has several publications that you may find of value.

· Special Publication 800-30:  “Risk Management Guide for Information Technology Systems”.  
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf.

· Special Publication 800-66:  “DRAFT An Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule.” 
http://csrc.nist.gov/publications/drafts/DRAFT-sp800-66.pdf.


	SANS Institute
	SANS Institute’s article “The Final HIPAA Security Standards and ISO/IEC 17799” discusses the difference between the HIPAA Final Security Rule and the ISO 17799 standard.  

http://www.sans.org/rr/whitepapers/standards/1193.php
SANS Institute’s article “Congratulations to the New Security Manager” discusses the challenges and responsibilities of a new Security Manager.

http://www.sans.org/rr/whitepapers/policyissues/493.php
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