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HIPAA SECURITY OFFICIAL

ROLES AND RESPONSIBILITIES
The individual designated to be responsible for confidentiality, integrity, and availability of Electronic Protected Health Information (EPHI) and for compliance with the HIPAA Security Rule is ______________________________ (name), Security Official (classification or job title) in the ____________________________ (office) of ______________________________________________ (covered entity).

Responsibilities and Duties

Responsibilities

The Security Official is responsible for:

· The confidentiality, integrity, and availability of Electronic Protected Health Information (EPHI) through the use of administrative, physical, and technical safeguards and
· Compliance with and maintenance of the HIPAA Security Rule for ____________________________ (covered entity).  [45 C.F.R. § 164.308(a)(2)]

Duties

The Security Official shall:

· Develop the security policies and procedures and obtain ___________________ (management) approval,
· Implement the security policies and procedures,
· Maintain the security policies and procedures,
· Assure the security policies and procedures are compliant with the HIPAA Security Rule, including:
· Meets the security management standard,
· Assigns responsibility for security,

· Meets the workforce security standard,

· Has procedures for information access,

· Provides security awareness and training as needed,

· Has a contingency plan,

· Performs periodic technical and non-technical evaluations,

· Has appropriate language in business associate contracts and other arrangements,

· Has implemented facility access controls,

· Has standards for workstation use and security,

· Has implemented device and media controls,

· Has procedures to control access,

· Has procedures for audit control,

· Has procedures to protect the integrity of EPHI,

· Has procedures to authenticate entities or persons,

· Has security measures for transmission of EPHI, and
· Has a documentation procedure in place.
· Assure the security policies and procedures are compliant with other applicable federal laws and regulations, and applicable State laws and regulations,
· Assure the covered entity’s business practices are compliant by evaluating procedures against the HIPAA Security Rule,
· Receive inquiries/complaints from the Department of Health and Human Services (DHHS) concerning security issues,
· Respond to requests for information concerning security questions from DHHS,
· Coordinate HIPAA security information technology solutions between the different sections within the covered entity, and
· Implement any changes necessary to gain compliance with the HIPAA Security Rule, which needs to be approved by the _______________________________ (management).

The Security Official may also:

· Identify and respond to known or suspected security incidents, mitigate the harmful effects, and document security incidents and outcomes, 

· Coordinate HIPAA security and privacy issues and incidents with the Privacy Officer,
· Act as a security liaison to other agencies,
· Apply sanctions to departments or employees who violate state security and HIPAA laws,
· Implement security measures to sufficiently reduce risks and vulnerabilities to an acceptable level,  
· Update executive management on the status of information security, security initiatives, and security incidents,
· Determine resources for implementing an effective information security management plan, including staffing, hardware, and software, and
· Coordinate with the Information Technology division/section on information security initiatives.
	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information. 
 



