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Background Document

Assigning Security Responsibility

Chapter 3

Proposed HIPAA Security Rule

43253 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

a. Assigned Security Responsibility.

We would require the security responsibility to be assigned to a specific individual or organization, and the assignment be documented. These responsibilities would include the management and supervision of (1) the use of security measures to protect data, and (2) the conduct of personnel in relation to the protection of data. This assignment is important to provide an organizational focus and importance to security and to pinpoint responsibility.
43255 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

The office would need to create and document a personnel security policy and procedures to be followed. A key individual on the office staff should be charged with the responsibility for assuring the Personnel Security requirement is met. This responsibility would include seeing that the access authorization levels granted are documented and kept current (for example, records are kept of everyone who is permitted to use the PC and what files they may access), and training all personnel in security. Again, we emphasize that these requirements are scalable. The requirement for Personnel Clearance Procedures could be met in a small office with standard personal and professional reference checks, while a large organization may employ more formal, rigorous background investigations.

This same individual could also be charged with the responsibility for Security Configuration Management and Termination Procedures. For our small provider, the Security Configuration Management requirement would be relatively easy to satisfy; the necessary features could be part of a purchased hardware/software package (for example, a new PC might be equipped with virus checking software), or included as part of the support supplied with the purchase of equipment and software. Termination procedures would incorporate specific security actions to be taken as a result of an employee’s termination, such as obtaining all keys and changing combinations or passwords. A ‘‘position description’’ document describing this person’s duties could specify the level of detail necessary.

43267 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

(1) Assigned security responsibility (practices established by management to manage and supervise the execution and use of security measures to protect data and to manage and supervise the conduct of personnel in relation to the protection of data).

43272 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Assigned security responsibility:

Practices put in place by management to manage and supervise (1) the execution and use of security measures to protect data, and (2) the conduct of personnel in relation to the protection of data. Part of Physical safeguards to guard data integrity, confidentiality, and availability on the matrix.

Final HIPAA Security Rule
8347 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

2. Assigned Security Responsibility (§ 164.308(a)(2))
We proposed that the responsibility for security be assigned to a specific individual or organization to provide an organizational focus and importance to security, and that the assignment be documented. Responsibilities would include the management and supervision of (1) the use of security measures to protect data, and (2) the conduct of personnel in relation to the protection of data.
In this final rule, we clarify that the final responsibility for a covered entity’s security must be assigned to one official. The requirement for documentation is retained, but is made part of § 164.316 below. This policy is consistent with the analogous policy in the Privacy Rule, at 45 CFR 164.530(a), and the same considerations apply. See 65 FR 82744 through 87445. The same person could fill the role for both security and privacy.

a. Comment: Commenters were concerned that delegation of assigned security responsibility, especially in large organizations, needs to be to more than a single individual. Commenters believe that a large health organization’s security concerns would likely cross many departmental boundaries requiring group responsibility. 

Response: The assigned security responsibility standard adopted in this final rule specifies that final security responsibility must rest with one individual to ensure accountability within each covered entity. More than one individual may be given specific security responsibilities, especially within a large organization, but a single individual must be designated as having the overall final responsibility for the security of the entity’s electronic protected health information. This decision also aligns this rule with the final Privacy Rule provisions concerning the Privacy Official.

b. Comment: One commenter disagreed with placing assigned security responsibility as part of physical safeguards. The commenter suggested that assigned security responsibility should be included under the Administrative Procedures. 

Response: Upon review of the matrix and regulations text, we agree with the commenter, because this requirement involves an administrative decision at the highest levels of who should be responsible for ensuring security measures are implemented and maintained. Assigned security responsibility has been removed from ‘‘Physical safeguards’’ and is now located under ‘‘Administrative safeguards’’ at § 164.308.
8377 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.308 Administrative safeguards.

(a) A covered entity must, in accordance with § 164.306:
(2) Standard: Assigned security responsibility. Identify the security official who is responsible for the development and implementation of the policies and procedures required by this subpart for the entity.
[45 C.F.R. § 164.308]

8377 Federal Register / Vol. 68, No. 34/ Thursday, February 20, 2004/ Rules and Regulations

§ 164.306 Standards
(c) Standards.  A covered entity must comply with the standards as provided in this section and in § 164.308, § 164.310, § 164.312, § 164.314 and § 164.316 with respect to all electronic protected health information.

[45 C.F.R. § 164.306]
State Administrative Manual - December 2004

4841     AGENCY RESPONSIBILITIES 
(Reviewed 02/02) 

Each agency must provide for the proper use and protection of its information assets. Accordingly, each agency must: 

· Assign management responsibilities for information technology risk management, including the appointment of an Information Security Officer. See SAM Section 4841.1. 
  

· Provide for the integrity and security of automated information, produced or used in the course of agency operations. See SAM Sections 4841.2 through 4841.7. 
  

· Provide for the security of information technology facilities, software, and equipment utilized for automated information processing. See SAM Section 4842.2. 
  

· Establish and maintain an information technology risk management program, including a risk analysis process. See SAM Section 4842. 
  

· Prepare and maintain an agency Operational Recovery Plan. See SAM Section 4843.1. 
  

· Comply with the state audit requirements relating to the integrity of information assets, and


· Comply with state reporting requirements. See SAM Section 4845.
AGENCY MANAGEMENT RESPONSIBILITIES
Executive Management–The agency director has ultimate responsibility for information technology security and risk management within the agency.  On an annual basis the Director of each state agency must submit an Department Designation Letter (SIMM Section 70) designating critical personnel.  See SAM Section 4845.  Each year, the agency director must certify that the agency is in compliance with state policy governing information technology security and risk management by submitting the Risk Management Certification (SIMM Section 70). See SAM Section 4842 and 4845.  The Director must also transmit each year an updated copy of the agency's Operational Recovery Plan or Operational Recovery Plan Certification (SIMM Section 70) to the Department of Finance. See SAM Sections 4843.1 and 4845.
Information Security Officer–The Information Security Officer (ISO) is required to oversee agency compliance with policies and procedures regarding the security of information assets. The ISO must be directly responsible to the agency director for this purpose and be of a sufficiently high-level classification that he or she can execute the responsibilities of the office in an effective and independent manner. It is acceptable to create this reporting relationship on a functional basis rather than reorganize the department.  To avoid conflicts of interest, the ISO (for agencies other than state data centers) should not have direct responsibility for information processing, technology operations, or for agency programs that employ confidential information.

Operational Recovery Coordinator-Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability.  The designated individual must have sufficient knowledge of information management and information technology within the agency to work effectively with the data centers and vendors in re-establishing information processing and telecommunications services after an event has occurred.  The name, title, business address, and phone number of the coordinator must be submitted to the Department of Finance with the agency's Operational Recovery Plan and annual Department Designation Letter (SIMM Section 70), as appropriate.  See SAM Section 4845.

Technical Management–Agency information technology management is responsible for (1) ensuring that the necessary technical means of preserving the security and integrity of the agency's information assets and managing the risks associated with those assets and (2) meeting the responsibilities associated with its role as a custodian of information.

Program Management–Agency program managers are responsible (1) for specifying and monitoring the integrity and security of information assets and the use of those assets within their areas of program responsibility and (2) for ensuring that program staff and other users of the information are informed of and carry out information security responsibilities.

The establishment of positions to meet agency information security responsibilities must be justified in accordance with established personnel and budgetary requirements.
2

