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	PURPOSE
	To assist State departments and counties with HIPAA Security Rule compliance by providing information about designating a Security Official and a Security Management Team.



	BACKGROUND


	The HIPAA Security Rule requires that each covered entity assign a specific person (i.e., Security Official) to be responsible for the management of electronic protected health information (EPHI) security. [45 C.F.R. § 164.308(a)(2)]  This assignment is designed to promote enterprise-wide security in covered entities.  Responsibilities would include the managing and supervising of security measures, protecting EPHI specifically, and monitoring personnel in relation to data protection.  Covered entities will need to determine the specific roles and responsibilities of the Security Official according to their business practices.



	
	The HIPAA Security Rule clarifies that the security responsibility must reside in one individual and not a group, as was suggested in the responses to the proposed rule.  More than one individual may be given specific security responsibilities, especially within large covered entities, but a designated single individual must have the overall final responsibility for an entity's EPHI security.  The same person could fill the role for both security and privacy.




	ACTION
	Covered entities must appoint a Security Official and document that appointment.  The HIPAA Security Rule does not indicate how the assignment of the Security Official should be recorded; however, best practices indicate that formal approval should be recorded in official documents, such as board minutes, personnel action forms, or organizational chart designations.

The Security Official should coordinate a team of support staff from the various divisions in the organization.  The Information Security Management Team should include technical, non-technical, and program members.  This ensures that security policies and procedures align with program goals.  Since the security team includes representation from the various programs areas, this increases visibility throughout the covered entity.  


	
	A policy chapter that provides a consolidation of the information from the proposed and final federal regulations and their preambles (Exhibit 1) is attached.  In addition, a sample of HIPAA security official roles and responsibilities (Exhibit 2) is also attached.  These tools will assist covered entities in implementing the security personnel assignment requirement.  The Microsoft Word tool may be customized to meet your business practices.  It can be found on the CalOHI website at CalOHI - Security. 




	NEXT STEPS
	HIPAA-covered State departments and counties must appoint their Security Official and information security team.  Once State departments have made this appointment, they must inform CalOHI of the individual appointed, the individual’s title, address, telephone number, fax number, and e-mail address.  This information may be e-mailed to Elaine Scordakis at escorda1@ohi.ca.gov. 


	RESOURCE AVAILABILITY
	· The exhibits are available on the CalOHI website at CalOHI - Security. 

· The federal Security Rule may be found at HIPAA Security Rule:  www.cms.hhs.gov/hipaa/hipaa2.


	CONTACT


	If you need more information or have questions, please contact:

Lester Chan or Elaine Scordakis
California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-6905  or (916) 651-6088

lchan@ohi.ca.gov  or  escorda1@ohi.ca.gov










Original signed by







BURT R. COHEN


Director



California Office of HIPAA Implementation

Attachments:  Exhibit 1, Chapter 3: Assigning Security Responsibility



 Exhibit 2, HIPAA Security Official Roles and Responsibilities




 Exhibit 3, Assigning Security Responsibility Background Document

cc:  
HIPAA Steering Committee Members


Tony Poon, Department of Finance


Bob Sands, Department of Finance


Tony Mader, Department of Finance










