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Device and Media Controls

	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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GENERAL INFORMATION

	Resources
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	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring the implementation of device and media controls.  Based on the information provided in the following documents, the Security Workgroup and CalOHI have developed this chapter and tools to assist with implementing this standard.  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources

[image: image2.png]



	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.


	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 
We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures. 




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  Definitions for terms used in this Chapter may be found at the end of the chapter.




	Standards and Implementation Specifications 
	The HIPAA Security Rule contains standards, which are requirements covered entities must meet.  Within the standards, there are implementation specifications.  Implementation specifications are more detailed activities necessary to accomplish the standard requirement.  Some implementation specifications are required, and covered entities must complete these activities to be in compliance with the Rule.  Other implementation specifications are addressable, which means that covered entities are required to address how they will meet the specification.  Addressable implementation specifications allow covered entities more flexibility with respect to security standards compliance.  It does NOT mean that the specification is optional.  


	
	For example, the Accountability implementation specification with the Device and Media Controls standard requires covered entities to address how they will record movement of electronic media within their organization.  Covered entities could consider a paper recording method where a staff member records who checks out a laptop, when the laptop is checked out and returned, and what data is stored on the laptop.  On the other hand, covered entities could consider an automated method where electronic media is checked out by entries into a database.


	
	For additional information regarding meeting addressable and required implementation specifications, see CalOHI Policy Memorandum 2004-43.  It may be found on the CalOHI website at CalOHI - Security.  




Device and Media Controls

	Security Rule
	The HIPAA Security Rule requires physical safeguards to guard data integrity, confidentiality, and availability.  Covered entities are required to implement policies and procedures governing the receipt, movement, and removal of hardware, software, and electronic media that contain electronic protected health information (EPHI) into, out of, and within the facility.  Hardware and electronic media are items such as diskettes, compact disks, tapes, and laptops.  


	
	The device and media control standard specifically requires four implementation specifications:

· Disposal – A covered entity is required to implement policies and procedures to address the final disposition of EPHI, including the hardware or electronic media on which it is stored. 

· Media Re-Use – A covered entity is required to implement procedures for removal of EPHI before the media are made available for re-use. 

· Accountability – A covered entity is required to address maintaining a record of movements of hardware and electronic media and any person responsible for it.
· Data Back-Up and Storage – A covered entity is required to address creating a retrievable, exact copy of EPHI, when needed, before movement of equipment.

[45 CFR §164.310 (d)]



	Electronic Media Receipt, Removal, and Movement 
	The HIPAA Security Rule requires covered entities to implement policies and procedures to govern the receipt and removal of hardware and electronic media that contain EPHI into, out of, and within a facility.  [45 C.F.R. § 164.310(d)(1)]   Media controls include a variety of measures to provide physical and environmental EPHI protection and accountability for tapes, diskettes, and other media containing EPHI.  Media controls should be designed to prevent the loss of confidentiality, integrity, or availability of EPHI.  The extent of media control depends on many factors, including types and classification of data, the quantity of media, and the covered entity’s user environment.
  


	
	If covered entities do not include identification of hardware, software, and electronic media in their EPHI mapping process, they will need to determine:

· Their hardware, software, and electronic media inventory, 
· Which hardware, software, and electronic media contain and do not contain EPHI, 
· The location of hardware, software, and electronic media, and 
· Who is responsible for the hardware, software, and electronic media.   
Hardware or electronic media that currently do not contain EPHI should still be inventoried as it may contain EPHI in the future.  Also, it is good business practice to have resources accounting.  Exhibit 2: Sample Hardware and Software Inventory and Tracking Sheet may be used to inventory these resources if your organization does not already have a current inventory and is adaptable to your business needs.  



	Mapping EPHI
	The effectiveness of device and media controls will be dependent on the thoroughness of the covered entities’ mapping of their EPHI.  Mapping the location of EPHI is a required part of the risk analysis process, and this step should have already been completed.  Mapping EPHI includes identifying the location of all EPHI, the hardware or electronic media on which it is stored, and the system in which it is utilized.  The extent to which the mapping process identified all electronic media and hardware that store EPHI defines how successful the control of data on the different media devices will be.

For more information regarding mapping of EPHI, see CalOHI Policy Memoranda 2004-43, Exhibit 3: Mapping the Flow of EPHI and Gap Analysis of Business Practices, which contains guidelines and tools to assist covered entities.  It may be found on the CalOHI website at CalOHI - Security



	State Requirements
	Rules require State departments to have a property inventory.  Also, State departments are required to maintain a software inventory as part of its software management practices as well as identify the individual responsible for ensuring the entity’s compliance with the California Software Management Policy.  As part of the software inventory, departments should clearly identify which software programs access, transmit, maintain, and store EPHI.  [SAM §§ 8652 and 4846.2]


	
	DECISION POINT:  Inventory of EPHI and Electronic Media
Do you store EPHI on a laptop or other portable device?  

You will need to determine if EPHI is stored on portable electronic media (e.g., laptops) in your organization.  You will need to determine if EPHI is stored on systems and hard drives of stand-alone computers.  You will need to know this to control the disposal, reuse, back-up, and storage of EPHI on these devices.


	
	Keep in mind the Security Rule’s primary focus is not on the equipment or software.  Rather, the focus is on the EPHI and protecting the data whether it is on a hard drive or on some other electronic media.


	
	DECISION POINT:  Hardware and Electronic Media Tracking 
Have you developed and implemented policies and procedures to control EPHI on hardware and electronic media? 
You will need to determine if your organization has a current policy on tracking the use and portability of the equipment and devices that have EPHI on them.  You will need to determine what EPHI is on each piece of hardware or electronic media.  You will need to develop and implement policies and procedures to control the EPHI on electronic media and hardware.  This includes ensuring staff have been made aware of the policies and procedures when using the equipment.    

	
	


	Disposal
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	The HIPAA Security Rule requires covered entities to implement policies and procedures to address the final disposition of EPHI and/or the hardware or electronic media on which it is stored.  [45 C.F.R. § 164.310(d)(2)(i)]   Information may be compromised through careless disposal and re-use of improperly disposed equipment.
  The policies and procedures should address data destruction in the following areas: 

	
	· Data contained on removable, re-useable magnetic media (i.e. tapes, compact disks, diskettes),   

· Data contained on hard drives of file servers, mainframes, or diagnostic equipment,

· Data contained on fixed media or hard drives of computers.  This includes:

· Laptops that are transferred between users in a facility,

· Stand-alone and network-connected computers that are transferred between users in a facility, and

	
	· Laptops and stand-alone computers that leave the organization to be donated, recycled, sold, or discarded.  


	
	Organizations routinely relocate workstations and servers among users and departments.  Standard practice should be to cleanse and remove all EPHI from the equipment and/or all software used to access EPHI prior to the movement of the workstations and servers.  Removal and physical destruction of the media is the most certain method to ensure that the data cannot be reconstructed.  


	State Requirements
	Rules require State departments to take administrative steps at least 30 days prior to disposal of surplus Electronic Data Processing (EDP) equipment.  Departments must receive approval from the Property Reutilization Section of the Department of General Services before they can dispose of equipment.  Further, the transfer of equipment location must also be documented.  In addition to meeting the requirements of the State Administrative Manual (SAM) for equipment disposal, departments must have written policies and procedures addressing the final disposition of data (i.e., EPHI) and/or the electronic media or hardware on which it is stored.  [SAM §§ 5903 and 8640]   


	
	DECISION POINT:   Data Disposal of Hardware and Electronic Media
Do you have policies and procedures concerning the disposal of EPHI or the hardware or media on which it is stored?  
You will need to develop policies and procedures on the disposal of hardware or electronic media that contain EPHI.  You will need to determine what other mandates, if any, apply to the disposal of your data.  You will need to ensure staff is aware of your policies and procedures.   

	
	


	Media Re-Use 


	The HIPAA Security Rule requires covered entities to implement procedures for EPHI removal from electronic media before the media can be made available for re-use or recycling.  [45 C.F.R. § 164.310(d)(2)(ii)]
Therefore, covered entities must assure that the media or hardware is completely destroyed or sanitized.  Standard practice should be to remove all EPHI or all software containing EPHI from the media or hardware.  Moreover, procedures ensuring EPHI removal must be established.  


	
	It is quite common for people to re-use media or hardware rather than dispose of it.  Further, organizations routinely relocate workstations and servers from one location or user to another for re-use.  


	Types of Sanitation
	The removal of information from a storage medium, such as a hard drive or diskette, is called sanitization.  Three sanitization techniques commonly used for media sanitization are: 


	
	· Overwriting - using a program to write onto the media where it is common practice to overwrite the media three times,  

· Degaussing - magnetically erasing data from magnetic media, and 

· Destruction - shredding or burning media.



	
	An interesting fact to point out is, “Many people throw away old diskettes, believing that erasing the files [using the delete command] has made the data irretrievable.  However, erasing a file simply removes the pointer to that file.  The pointer tells the computer where the file is physically stored.  Without the pointer, the files will not appear on a directory listing.  This does not mean that the file was removed.  Commonly available utility programs can often retrieve information that is presumed deleted.”



	
	DECISION POINT:  Re-Use of Electronic Media and Hardware
Do policies and procedures already exist regarding electronic media re-use?  
You will need to develop policies and procedures on electronic media and hardware re-use.  You will need to determine media on which you will allow re-use, and which you will require to be destroyed.  You will need to determine what type of sanitation you will use before reassigning electronic media or stand-alone computers.  

	
	


	Accountability
	The HIPAA Security Rule requires covered entities to address how they will maintain a record of hardware and electronic media movement and the person responsible for the EPHI.  [45 C.F.R. § 164.310(d)(2)(iii)]   The rule refers to accountability as keeping device and media records for:

· Hardware and software inventory, 

· Hardware and software movement, and 

· The person responsible for it.  


	
	Hence, a covered entity’s accounting of its hardware and software inventory may be as easy as maintaining a manual log or as complex as a tracking system for a larger entity.  Although this is an addressable implementation specification, covered entities must determine which procedure they will use to record the inventory of, movement of, and responsibility for electronic media and hardware.  
It is good business practice to have adopted procedures that provide an understanding of the equipment and media transfer responsibility and the conditions that must be met before moving inventory.  The procedures should include a demonstration on how to adequately record events so that one could reconstruct a chain of events if there were a breach or violation in security.


	
	DECISION POINT:  Accountability

Do you already have a method to record the movement of hardware and software containing EPHI?
You will need to determine how you will locate all EPHI and who is responsible for the EPHI.  You will need to determine the process you will use to record the movement of hardware and software containing EPHI.  You will need to determine who will be responsible in overseeing the movement of EPHI.

	
	


	Data Back-Up and Storage
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	The HIPAA Security Rule requires covered entities to address how they will create a retrievable, exact copy of EPHI, if needed, before equipment is moved.  [45 C.F.R. § 164.310(d)(2)(iv)]   The HIPAA Security Rule requires covered entities to implement a back-up plan as part of their business continuity contingency planning.  Once covered entities have implemented a back up plan, they will need to determine how they will ensure that a retrievable back-up copy of EPHI is made before equipment is moved.   


	
	For example, a covered entity has a business associate contract with a computer repair company.  When a covered entity sends a computer in for repair, they do not routinely cleanse EPHI from the hard drive.  It is necessary to make a copy of the EPHI on the computer if it has the only copy of EPHI on it.  If the repair company accidentally cleanses the hard drive, the EPHI would be lost.


	
	The data back-up and storage specification dovetails the contingency plan implementation specification which is discussed in more detail in Chapter 11, Contingency Plan.  

When conducting the initial security risk analysis, covered entities should have inventoried their EPHI and databases used to store and maintain the data.  If such an inventory does not exist, covered entities should initiate a project to create and maintain on an ongoing basis an inventory of all EPHI and databases used to store and maintain the data.
  



	
	If not already developed, procedures for the creation and storage of back-up copies should be documented.  Further, they should be assessed and tested to determine their adequacy and usability.  Technical staff currently assigned to this project may not be with the entity at the time of a system failure and others will rely on the procedures to replicate the system and data to resume business.
  Restoration procedures are an integral part of the required Disaster Recovery Plan implementation specification which will be discussed in detail in Chapter 11.  

Attention should be given to the frequency of back-ups as well.  Based on the findings of the risk analysis, entities will need to determine how often their data should be backed-up.  For mission critical applications, the potential loss of even a week’s worth of data may represent too high of a risk and so daily back-ups may be more appropriate.

If your facility were destroyed by earthquake or some other disaster, would you be able to recover lost data and databases?  Entity’s back-up plans need to include routine and frequent removal of back-up files and restoration procedures to a secure, offsite location.
  ISO/IEC 17799 recommends:
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	· At least three generations or cycles of back-up information, 

· Appropriate levels of physical and environmental protections consistent with the standards applied at the main site, 

· Regularly test back-up media to ensure it can be relied upon in an emergency, and 

· Restoration procedures be routinely tested to ensure they are effective.

Careful consideration should also be given to the off-site facility where back-up copies are located.  NIST 800-34 suggests the following criteria should be considered:

· Geographic Area – distance from the covered entity and the probability of the storage site being affected by the same disaster as the entity,

· Accessibility – operational hours of the storage facility and the amount of time to retrieve the data from the facility,

	
	· Security – security capabilities of the storage facility and employee confidentiality, 

· Environment – structural and environmental conditions of the storage facility, and 

· Cost – expense associated with shipping, operational fees, and disaster response/recovery services. 

Lastly, when formalizing arrangements with a storage facility, entities should ensure the off-site storage facility meets the security requirements for the physical facility and employee confidentiality. 


	
	For more information regarding the back up plan requirement and different types of backups refer to Chapter 11, Contingency Plan which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at Welcome to CalOHI or www.ohi.ca.gov.  


	State Requirements
	Rules require State departments to establish controls to ensure that information is protected when backing up automated files and databases.  Further, agencies that obtain services from a State data center should discuss the data center’s operational responsibility for back up and restoration of automated files and databases.  [SAM § 4842.2]


	
	DECISION POINT:  Movement of Equipment and Back Ups

Do you have a process in place to ensure back up copies of data are made before equipment is moved?

You will need to determine what method or process you will use to ensure that copies of data are made before any equipment is moved.  This includes the movement of media devices, laptops, stand-alone computers and/or server.  You may need to determine who in your organization will be responsible for making back-up copies. 

	
	


DEFINITIONS

	
	The terms listed below are related to device and media controls.  Other terms are defined in CalOHI Policy Memorandum 2005-56, Exhibit 12: Security Management Process Terms and Definitions.  It may be found on the CalOHI website at CalOHI - Security.  When the HIPAA Security chapters are completed, the terms will be merged into the CalOHI glossary on our website.


	Data
	(1) A distinct piece of information usually formatted in a special way.  All software is divided into two general categories: data and programs.  Programs are collections of instructions for manipulating data.  Data can exist in a variety of forms -- as numbers or text on pieces of paper, as bits and bytes stored in electronic memory, or as facts stored in a person's mind.  
(2) The term data is often used to distinguish binary machine-readable information from textual human-readable information.  For example, some applications make a distinction between data files (files that contain binary data) and text files (files that contain American Standard Code of Information Interchange (ASCII) data).  
(3) In database management systems, data files are the files that store the database information, whereas other files, such as index files and data dictionaries, store administrative information known as metadata. [Webopedia] 

Data for HIPAA purposes includes electronic protected health information (EPHI).  It is also referred to as electronic media. 


	Database
	(1) Often abbreviated DB.  It is a collection of information organized in such a way that a person running the computer program can quickly select desired pieces of data.  You can think of a database as an electronic filing system.  Traditional databases are organized by fields, records, and files.  A field is a single piece of information; a record is one complete set of fields; and a file is a collection of records.  For example, a telephone book is analogous to a file.  It contains a list of records, each of which consists of three fields: name, address, and telephone number.  To access information from a database, you need a database management system (DBMS).  This is a collection of programs that enables you to enter, organize, and select data in a database.  

(2) Increasingly, the term database is used as shorthand for database management system. [Webopedia]


	Device
	Any machine or component that attaches to a computer.  Examples of devices include disk drives, printers, mice, and modems.  These particular devices fall into the category of peripheral devices because they are separate from the main computer.  Most devices, whether peripheral or not, require a program called a device driver that acts as a translator, converting general commands from an application into specific commands that the device understands.  [Webopedia]


	Disk Drives
	A machine that reads data from and writes data onto a disk.  A disk drive rotates the disk very fast and has one or more heads that read and write data.  There are different types of disk drives for different types of disks.  For example, a hard disk drive (HDD) reads and writes hard disks, and a floppy drive (FDD) accesses floppy disks.  A magnetic disk drive reads magnetic disks, and an optical drive reads optical disks.  Disk drives can be either internal (housed within the computer) or external (housed in a separate box that connects to the computer).  [Webopedia]


	Electronic Media
	(1) Objects on which data can be stored.  These include hard disks, floppy disks, compact disks, and tapes. 

(2) In computer networks, media refers to the cables linking workstations together.  There are many different types of transmission media, the most popular being twisted-pair wire (normal electrical wire), coaxial cable (the type of cable used for cable television), and fiber optic cable (cables made out of glass). 

(3) Electronic media refers to the form and technology used to communicate information.  For example, multimedia presentations combine sound, pictures, and videos, all of which are different types of media.   [Webopedia]


	Facility
	The physical premises and the interior and exterior of a building.  [45 CFR § 164.304]


	Hardware
	Objects that you can actually touch, like disks, disk drives, display screens, keyboards, printers, boards, and chips.  In contrast, software is untouchable.  Software exists as ideas, concepts, and symbols, but it has no substance.  Books provide a useful analogy.  The pages and the ink are the hardware, while the words, sentences, paragraphs, and the overall meaning are the software.  A computer without software is like a book full of blank pages -- you need software to make the computer useful just as you need words to make a book meaningful.  [Webopedia]


	Media Controls
	Normal, documented policies and procedures that govern the receipt and removal of hardware and software into and out of a facility.  [Federal Register, Vol. 63, No. 155, p. 43253] 


	PDA
	Personal digital assistant, a handheld device that combines computing, telephone/fax, Internet, and networking features.  A typical PDA can function as a cellular phone, fax transmitter, Web browser, and personal organizer.  Unlike portable computers, most PDAs began as pen-based, using a stylus rather than a keyboard for input.  This means that they also incorporated handwriting recognition features.  Some PDAs can also react to voice input by using voice recognition technologies.  PDAs today are available in either a stylus or keyboard version.  PDAs are also called palmtops, hand-held computers, and pocket computers.  [Webopedia]


	Portable
	(1) When used to describe hardware, portable means small and lightweight.  A portable computer is a computer small enough to carry. Portable computers include notebook and sub-notebook computers, hand-held computers, palmtops, and PDAs. 

(2) When used to describe software, portable means that the software has the ability to run on a variety of computers.  Portable and machine independent mean the same thing – that the software does not depend on a particular type of hardware.  [Webopedia]


	Removable Hard Disk
	A type of disk drive system where hard disks are enclosed in plastic or metal cartridges so that they can be removed like floppy disks.  Removable disk drives combine the best aspects of hard and floppy disks.  They are nearly as capacious and fast as hard disks and have the portability of floppy disks.  [Webopedia]


	Workstation
	An electronic computing device, such as a laptop, a desktop computer, or any other device that performs similar functions, where electronic media is stored in its immediate environment.  

[45 CFR § 164.304]


	Zip Drive
	A high-capacity floppy disk drive that was developed by Iomega Corporation.  Zip disks are slightly larger than conventional floppy disks and about twice as thick.  They can hold 100 or 250 MB of data.  Because they are relatively inexpensive and durable, they have become a popular media for backing up hard disks and transporting large files.  [Webopedia]
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