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Background Document

Device & Media Controls

Chapter 13

Proposed Rule

43253 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

b. Media Controls. Media controls would be required in the form of formal, documented policies and procedures that govern the receipt and removal of hardware/software (for example, diskettes, tapes) into and out of a facility. They are important to ensure total control of media containing health information. These controls would include the following mandatory implementation features: 

· Controlled access to media.

· Accountability (tracking mechanism).

· Data backup.

· Data storage.

· Disposal.
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(2) Media controls (formal, documented policies and procedures that govern the receipt and removal of hardware/software (such as diskettes and tapes) into and out of a facility) that include all of the following implementation features:

(i) Access control. 

(ii) Accountability (the property that ensures that the actions of an entity can be traced uniquely to that entity).

(iii) Data backup (a retrievable, exact copy of information).

(iv) Data storage (the retention of health care information pertaining to an individual in an electronic format). 

(v) Disposal (final disposition of electronic data, and/or the hardware on which electronic data is stored).
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Media controls:

Formal, documented policies and procedures that govern the receipt and removal of hardware/software (for example, diskettes, tapes) into and out of a facility.  Part of physical safeguards to guard data integrity, confidentiality, and availability on the matrix.

Final Rule

8354 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

5. Device and Media Controls (§ 164.310(d)(1))

We proposed that covered entities have media controls in the form of formal, documented policies and procedures that govern the receipt and removal of hardware and/or software (for example, diskettes and tapes) into and out of a facility. Implementation features would have included ‘‘Access control,’’ ‘‘Accountability’’ (tracking mechanism), ‘‘Data backup,’’ ‘‘Data storage,’’ and ‘‘Disposal.’’ In this final rule, we adopt most of these provisions as addressable implementation specifications and add a specification for media re-use. We change the name from ‘‘Media controls’’ to ‘‘Device and media controls’’ to more clearly reflect that this standard concerns hardware as well as electronic media. The proposed ‘‘Access control’’ implementation feature has been removed, as it is addressed as part of other standards (see section III.C.12.c of this preamble).

a. Comment: One commenter was concerned about the exclusion of removable media devices from examples of physical types of hardware and/or software.

Response: The media examples used were not intended to represent all possible physical types of hardware and/or software. Removable media devices, although not specifically listed, are not intended to be excluded.

b. Comment: Comments were made that the issue of equipment re-use or recycling of media containing mass storage was not addressed in ‘‘Media controls.’’

Response: We agree that equipment re-use or recycling should be addressed, since this equipment may contain electronic protected health information. The ‘‘Device and media controls’’ standard is accordingly expanded to include a required implementation specification that addresses the re-use of media (see § 164.310(d)(2)(ii)).

c. Comment: Several commenters asked for a definition of the term ‘‘facility,’’ as used in the proposed ‘‘Media controls’’ requirement description. Commenters were unclear whether we were talking about a corporate entity or the physical plant. 

Response: The term ‘‘facility’’ refers to the physical premises and the interior and exterior of a building(s). We have added this definition to § 164.304.

d. Comment: Several commenters believe the ‘‘Media controls’’ implementation features are too onerous and should be deleted.

Response: While the ‘‘Device and media controls’’ standard must be met, we believe, based upon further review, that implementation of all specifications would not be necessary in every situation, and might even be counterproductive in some situations. For example, small providers would be unlikely to be involved in large-scale moves of equipment that would require systematic tracking, unlike, for example, large health care providers or health plans. We have, therefore, reclassified the ‘‘Accountability and data backup’’ implementation specification as addressable to provide more flexibility in meeting the standard. 

e. Comment: One commenter was concerned about the accountability impact of audit trails on system resources and the pace of system services.

Response: The proposed audit trail implementation feature appears as the addressable ‘‘Accountability’’ implementation specification. The name change better reflects the purpose and intended scope of the implementation specification. This implementation specification does not address audit trails within systems and/or software. Rather it requires a record of the actions of a person relative to the receipt and removal of hardware and/or software into and out of a facility that are traceable to that person. The impact of maintaining accountability on system resources and services will depend upon the complexity of the mechanism to establish accountability. For example, the appropriate mechanism for a given entity may be manual, such as receipt and removal restricted to specific persons, with logs kept. Maintaining accountability in such a fashion should have a minimal, if any, effect on system resources and services.

f. Comment: A commenter was concerned about the resource expenditure (system and fiscal) for total e-mail backup and wanted a clarification of the extensiveness of data backup.

Response: The data an entity needs to backup, and which operations should be used to carry out the backup, should be determined by the entity’s risk analysis and risk management process. The data backup plan, which is part of the required contingency plan (see § 164.308(a)(7)(ii)(A)), should define exactly what information is needed to be retrievable to allow the entity to continue business ‘‘as usual’’ in the face of damage or destruction of data, hardware, or software. The extent to which e-mail backup would be needed would be determined through that analysis.
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· Removed proposed § 142.308(b)(3)(iii), ‘‘Equipment control (into and out of site),’’ as this information is now covered under § 164.310(d)(1), ‘‘Device and media controls.’’

· Moved proposed § 142.308(b)(2), ‘‘Media controls,’’ to § 164.310(d)(1) and renamed as ‘‘Device and media controls.’’ Removed the word ‘‘formal.’’ Added ‘‘Media re-use’’ as a required implementation specification at § 164.310(d)(2)(ii).
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(d)(1) Standard: Device and media controls. Implement policies and procedures that govern the receipt and removal of hardware and electronic media that contain electronic protected health information into and out of a facility, and the movement of these items within the facility.

(2) Implementation specifications:

(i) Disposal (Required). Implement policies and procedures to address the final disposition of electronic protected health information, and/or the hardware or electronic media on which it is stored.

(ii) Media re-use (Required). Implement procedures for removal of electronic protected health information from electronic media before the media are made available for re-use.

(iii) Accountability (Addressable). Maintain a record of the movements of hardware and electronic media and any person responsible therefore. 
(iv) Data backup and storage (Addressable). Create a retrievable, exact copy of electronic protected health information, when needed, before movement of equipment.

State Administrative Manual (SAM)
4842.2     AGENCY RISK MANAGEMENT PROGRAM  
(Reviewed 2/02) 

The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process. Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program. See SAM Section 4819.3.

The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets. Among the practices that must be included in each agency's risk management program are:

1. Organizational and Management Practices. Agency executive management must be visibly committed to information security and the practice of risk management. Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities. Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures. 
  

2. Personnel Practices. Personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees. Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies. Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks. 
  

3. Physical Security Practices. Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure. Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility. 
  

4. Data Security Practices. Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases. Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21). Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption. 
  

5. Information Integrity Practices. Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens. Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern. Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information. 
  

6. Software Integrity Practices. Software should be obtained only from a reputable source, one that will stand behind the product. Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software. 
  

7. Personal Computer Security Practices. Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files. Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection. The SAM Section 4989.7 contains specific provisions for the security of personal computer systems. 

4846.2     SOFTWARE MANAGEMENT POLICY REPORTING REQUIREMENTS  
(Revised 3/04) 

Beginning January 31, 2004, and ongoing, each agency shall retain internally for three years, by the agency Chief Information Officer, an annual certification along with the summary of updated inventories conducted by the agency as part of its ongoing software management practices. This certification must also identify the individual responsible for ensuring agency compliance with the California Software Management Policy, SAM Section 4846.  In support of this certification, each agency must maintain a detailed inventory report that must be made available upon request to the Department of Finance and/or the Department of General Services.  See SIMM Sections 80 and 120 for this and any other reporting requirements.

5903     AGENCY RESPONSIBILITY 
(Revised 4/97)

 

Each agency is responsible for ensuring that any residual value in surplus EDP equipment is realized.  Each agency must explore the reutilization of surplus EDP equipment prior to requesting approval for disposal or attempting to use the equipment as a credit toward the purchase or lease of new equipment.

 

The agency must submit a completed Property Survey Report (Standard Form 152) to the Department of General Services, Property Reutilization Unit, at least 30 days prior to the disposal of surplus EDP equipment.  At the same time, the agency must send an informational copy of the completed Property Survey Report to the Department of Information Technology.

 

Each agency must comply with the State property accounting requirements described in SAM Section 8633 and 8640-8642 when disposing of surplus EDP equipment.

8640     ACCOUNTING FOR PROPERTY DISPOSITIONS 
(Revised 7/87)

General

Government Code Sections 14673, 14674, and 14675 authorize the Director of General Services to approve the sale, exchange, or transfer between departments of personal property owned by the State if the sale, exchange, or transfer is in the best interest of the State.  Before disposing of property, e.g. sale, transfer, trade-in, etc., departments must receive approval from Property Reutilization, Department of General Services.
Departments will prepare Property Survey Reports, STD. 152, when disposal of property occurs.  Departments will prepare Transfer of Location of Equipment, STD. 158, when property is transferred to other State departments.  Property listed on approved STD. 152 will be disposed of without delay, and items held in the suspense file more than 30 days will be reviewed by an agency official to determine why the disposition has not been completed.  See SAM Sections 4171 through 4175 for Disposition of Vehicles and Mobile Equipment.

8652     PROPERTY INVENTORY 
(Revised 10/88)

Departments will make a physical count of all property and reconcile the count with accounting records at least once every three years. Inventory counting does not need to be performed at one time for an entire department's property. Departments may take a rotating inventory according to an inventory calendar.

Departments are responsible for developing and carrying out an inventory plan which will include:

1. Inventory Taking: 

a. Time schedule; 

b. Count procedure (type of listing or count sheet to be used); and 

c. Count assignment (statement of who will take the inventory at the times and locations scheduled).

2. Internal Control: 

a. Inventories will not be exclusively controlled by the custodian of the property records; 

b. Worksheets used to take inventory will be retained for audit and will show the date of inventory and the name of the inventory taker; 

c. Inventory records will be retained in accordance with provisions of SAM Section 1671; and 

d. The person in charge of the stockroom, if one is used, will not be in charge of maintaining the inventory records nor the taking of physical inventories; 

3. Reporting and Approval of Inventory Adjustments; 

a. a. Adjustment and reconciliation of the records will take place after the physical count has been completed; and 

b. Review and approval of all inventory adjustments will be made by the department director or the director's designee. This review and approval will be documented on a Property Inventory Listing Adjustment Sheet (Std. Form 157).
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