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	PURPOSE
	To assist State departments and counties with HIPAA Security Rule compliance by providing information about device and media controls.



	BACKGROUND


	The HIPAA Security Rule requires that each covered entity implement polices and procedures that govern the physical receipt and removal of hardware, software, and electronic media (i.e. diskettes, CDs, tapes, laptops) that contain EPHI into and out of a facility, and the movement of those items within the facility.  The device and media controls standard specifically addresses the required specifications of disposal and media re-use and the addressable specifications of accountability and data back-up and storage. [45 C.F.R. § 164.310(d)]  




	ACTION
	Covered entities must implement polices and procedures that govern the physical receipt and removal of hardware, software, and electronic media (i.e. diskettes, CDs, tapes, laptops) that contain EPHI into and out of a facility, and the movement of those items within the facility.  The policies and procedures must cover the required specifications of disposal and media re-use and the addressable specifications of accountability and data back-up and storage.  


	
	A policy chapter that provides a consolidation of the information from the proposed and final federal regulations and their preambles (Exhibit 1) is attached.  In addition, a sample Hardware and Software Inventory Tracking Sheet (Exhibit 2) and a Device/Media Tracking Sheet (Exhibit 3) are also attached.  These tools will assist covered entities in implementing the Device and Media Controls requirement.  The Microsoft Word tools may be customized to meet your business practices.  It can be found on the CalOHI website at CalOHI - Security. 




	RESOURCE AVAILABILITY
	· The exhibits are available on the CalOHI website at CalOHI - Security. 

· The federal Security Rule may be found at HIPAA Security Rule:  www.cms.hhs.gov/hipaa/hipaa2.


	CONTACT


	If you need more information or have questions, please contact:

Elaine Scordakis
California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-6088

escorda1@ohi.ca.gov










Original Signed By







BURT R. COHEN


Director



California Office of HIPAA Implementation

Attachments:  Exhibit 1, Chapter 13: Device and Media Controls



 Exhibit 2, Hardware and Software Inventory Tracking Sheet



 Exhibit 3, Device/Media Tracking Sheet



 Exhibit 4, Background Document 
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Tony Poon, Department of Finance


Bob Sands, Department of Finance


Tony Mader, Department of Finance










