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Using Chapter 4-Security Management Process, and working together with your teammates, please answer the questions below. Some answers will be multiple-choice, fill-in,
true/false or short answer. 
	1. The three main goals of Risk Analysis are:

	



a) 













b) 













c) 












	2.  Briefly describe the two methods of the Risk Analysis approach:
Method #1:

Method #2


	


3.  Briefly describe below why it is important to check to see if any previous risk analysis reporting has been done before executing a full-scale risk analysis process.
	4.  Covered Entities must use both Quantitative and Qualitative approaches risk analysis to guarantee a comprehensive risk analysis approach. 
	T    F

	
	



Briefly explain your answer in the space below:

5.  Risk Analysis methods described in Chapter 4 can not effectively calculate intangible costs associated with risks concerning EPHI.
Explain: (Give 2 or 3 examples)

6.  Which statement below is TRUE: In the Risk Analysis process, Covered Entities must:

a) Perform a self assessment of assets (EPHI), use both Quantitative and Qualitative processes and do a scope analysis.

b) Perform a self assessment of assets (EPHI), identify and measure risks to their organization, develop safeguards and countermeasures to the appropriate risks

c) Assess and prioritize security controls by determining which threats and controls are to be addressed in priority order


d) Perform a cost-benefit analysis for each control recommended to determine which are the most cost effective.






Answer:

Risk Analysis Process-Qualitative
Questions 7-11 address some Risk Analysis steps for the Qualitative Method:
7.  Which step/activity describes a decision point in which risk likelihood may exist?

	a) Step 1
	e) Step 5

	b) Step 2
	f)  Step 6

	c) Step 3
	g) Step 7

	d) Step 4
	h) Step 8


Answer:

8.  Which step/activity describes identifying where all of your EPHI data exists within an organization? 

	a) Step 1
	e) Step 5

	b) Step 2
	f)  Step 6

	c) Step 3
	g) Step 7

	d) Step 4
	h) Step 8


Answer:

9.  Which step/activity describes how you identify weaknesses to your systems?
	a) Step 1
	e) Step 5

	b) Step 2
	f)  Step 6

	c) Step 3
	g) Step 7

	d) Step 4
	h) Step 8


Answer:

10. Which step/activity describes the act of briefing or reporting your Risk Analysis findings?
	a) Step 1
	e) Step 5

	b) Step 2
	f)  Step 6

	c) Step 3
	g) Step 7

	d) Step 4
	h) Step 8


Answer: _____

11. Which step/activity describes how you determine effect of the risk on confidentiality, integrity and availability?

	a) Step 1
	e) Step 5

	b) Step 2
	f)  Step 6

	c) Step 3
	g) Step 7

	d) Step 4
	h) Step 8


Answer:

Risk Analysis Process-Quantitative
Questions 12-15 address some of the Risk Analysis steps for the Quantitative Method:

(Note: Steps in this method of the Risk Analysis process may be similar to those of the Qualitative Method) 
12. Single Loss Expectancy (SLE) is calculated in:
	a) Step 1
	e) Step 5

	b) Step 2
	f)  Step 6

	c) Step 3
	g) Step 7

	d) Step 4
	


Answer:


13. When conducting a Quantitative Risk Analysis, you must always
a) Determine what attributes you will consider when evaluating controls to mitigate risks

b) Calculate the Annualized Loss Expectancy (ALE) before calculating your SLE

c) Calculate the Annualized Loss Occurrence prior to calculating your ALE

d) Total your annualized loss expectancies
Answer:


	14. Project Scoping is as critical in the Quantitative Method of Risk Analysis as is it is in the Qualitative Method
	T    F

	
	




Briefly explain your answer in the space below:

	15. In the Quantitative Method of Risk Analysis, the ALE represents the estimated cost if a specific risk takes place within a 1-year timeframe
	T    F
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