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Security Management Training
Business Scenario Exercise# 2 – Risk Analysis
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You are the Privacy and Security Officer for a local clinic that provides general health services such as flu shots and general medical checkups for residents of your County.  You are tasked with conducting the required risk analysis.  You have coordinated a project team and developed a project plan.  From the mapping EPHI process, you found approximately 1.5 million (1,500,000) EPHI records located on the Electronic Medical Record (EMR) database and accessed by workstations throughout the clinic.  
Use the attached tools to help you with this exercise.  Please document all of your work on the flipchart provided and be prepared to present your findings at the end of the exercise. 
After interviewing all 22 employees of the clinic, you have found the following:
· Last year, a mild earthquake rattled the clinic and fortunately, no damage was reported to the structure or foundation.  Earthquakes in this area occur approximately once every other year.


· Each winter due to heavy rains, the river 2 blocks away comes dangerously close to overflowing and flooding the nearby neighborhood including the clinic.  

· A small fire occurred 3 years ago in the patient waiting area that triggered the water sprinkler system.  The fire was extinguished; however water from the sprinkler system damaged furniture and computer equipment.  Building records show 4 fires have occurred in the past 20 years.  
· Occasionally about once a month, family members wander through the office area looking for patients who are being seen by physicians.  
· Mike the clinic manager, often leaves his workstation logged into the EMR application so his employees can enter data and access patient records.  

· The EMR application is backed up onto tape media once per week.  The tapes are stored in the server room and rotated by the clinic staff.  
· April, the clinic’s scheduler takes advantage of the clinic’s fast Internet connection by downloading music to her computer via P2P (Peer-to-Peer) file sharing.  
· Due to a lack of a dedicated IT staff, clinic computers are not updated with the latest operating system patches and updates.  

· Two years ago, a celebrity was treated at the clinic and log records found that a hacker tried to penetrate the network to access the celebrity’s medical records.  No firewall exists between the server with stored EPHI and the Internet. 
· There is a lack of information security training due to high employee turnover and employee orientation materials not kept up to date.  Employee manuals and orientation materials are updated once every three years.  
· This year a computer virus named, “gotcha” infected all clinic computers.  An employee unknowingly opened an email attachment.  None of the clinic computers had antivirus software installed.  Clinic computers are infected by viruses approximately twice a year.
Objective: Based on the interviews above and the findings.  Refer to Chapter 4: Security Management Process on how to complete the tasks below.  Please document all of your work in the forms below and copy to the flipchart provided to present your findings at the end of the exercise.  
1. Determine who, in your teams, will take on the Role of:

a) Leader

b) Facilitator

c) Scribe

d) Timekeeper


2. Identify all relevant threats.  Consider all three sources of threats: human, environmental and natural.  Use the attached Threat Identification form to help you with this step.  (15 Minutes)

3. Identify all relevant vulnerabilities.  Determine what weaknesses exist due to a lack of a security control.  Use the attached Vulnerability Identification form to help you with this step. (15 Minutes)
4. Determine the likelihood of risks.  What is the frequency or likelihood that the threats will actually occur?  Estimates may be used where frequency is not specified.  Use the Likelihood Rating form to help document your ratings.  (15 Minutes)
5. Determine the impact of risks.  What is the impact of the risks if they occur?  How will it affect confidentiality, integrity and availability of EPHI if they occur?  Use the Impact Rating form to help document your ratings.  (30 Minutes)
6. Develop the risk determination matrix and evaluate threats and risks identified.  Rank each risk by “high”, “medium”, or “low”. Use the Risk Determination Matrix form to help document your ratings.  (30 Minutes)
Threat Identification

Identify potential threat-sources and compile a threat statement listing potential threat-sources applicable to the IT system being evaluated.  Threats can be natural (e.g. flood), human, or environmental.

	Threat Source
	Threat Statement

	EXAMPLE:  Physical Break-in
	EXAMPLE:  Break in and removal or damage to server containing sensitive data.



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Vulnerability Identification

Identify potential vulnerabilities and compile a statement listing potential vulnerability-sources applicable to the IT system being evaluated.  Vulnerabilities are flaws, weaknesses, or lack of controls.  They contribute to the rating of the likelihood.
	Vulnerability
	Vulnerability Statement

	EXAMPLE:  Lack of procedures
	EXAMPLE:  Authorized user does not log out of EPHI application once work is completed.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Likelihood Rating

For each identified risk rate the likelihood using a (high, medium or low) rating.  Determine how likely the threat will occur.  

	Risk
	Likelihood Rating (High, Medium, or Low)

	EXAMPLE: Volcanic Eruption
	Low

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Impact Rating
For each identified risk rate the impact using a (high, medium or low) rating.  Determine the impact or damage to EPHI and the clinic if the threat occurs.
	Risk
	Impact Rating (High, Medium, or Low)

	EXAMPLE: Loss of Network Connectivity
	Medium

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Risk Determination Matrix

For each identified risk, input the rating and the threat likelihood rating in the matrix below to determine the overall risk rating.  Multiply the threat likelihood by the threat to get a total risk rating.
	 
	Threat Likelihood
	Impact
	TOTAL

	Risks
	High
(1.0)
	Medium
(0.5)
	Low
(0.1)
	Low
(10)
	Medium
(50)
	High
(100)
	 

	For Example: Stolen Laptop
	1
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