Policy Memorandum 2005-61

Exhibit 5

[image: image1.emf] 

CalOHI

Security

Management

Training Program


Security Management Training-Exercise #3
Risk Management

[image: image1.emf]

Using Chapter 4-Security Management Process, and working together with your teammates, please answer the questions below. Some answers will be multiple-choice, fill-in,
true/false or short answer. 
1.  For any risk identified from the Risk Analysis, Covered Entities must apply




to reduce the risks to EPHI to an acceptable level or determine to accept the risk.
2.  The four basic ways of dealing with risk are:

	3.  The cost/benefit analysis compares the cost of the impact and likelihood of the risk against the costs of potential security controls.    
	T    F


Explain why security controls you implement should make good business sense:
4.  Security Information System Activity Review comes under which of the following:
a) Risk Reporting
b) Risk Analysis

c) Risk Mitigation

d) Control Review
e) Security Controls



Answer:


5.  It is recommended that Security Information System Activity Reviews should be conducted regularly.

a) How often? 




b) For what reasons?









Risk Management Process

Questions 6-15 address the Fourteen Risk Management steps:
6) Which step/activity describes the use of the Project Management Book of Knowledge (PMBOK) to help have a structure process for implementation? 
	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:

7) Which step/activity describes how we validate that the control works once they have been implemented?

	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:

8) Which step/activity describes what is needed to ensure that review tools are in place to track individuals, detect intrusions and to provide legal recourse material?

	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:

9) Which step/activity describes the process for selecting the type of reviews?

	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:

	10) It is important to document all steps including risk analysis results, control analysis, control implementation plans, and risks to address.  
	T    F



Why is it important to document each step and decision?  What does it show?


11) Which step/activity describes how you classify risks by rankings and consider various impacts such as best practice, intangible impacts, etc.?

	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:


12) Which step/activity describes the process for who needs to implement the selected security controls?
	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:

13) Which step/activity describes the actual process for installing the selected controls into the system?

	a) Step 1
	h) Step 8

	b) Step 2
	i)  Step 9

	c) Step 3
	j) Step 10

	d) Step 4

e) Step 5

f)  Step 6

g) Step 7
	k) Step 11

l)  Step 12

m)  Step 13

n) Step 14


Answer:

14) What are some reasons management may decide not to implement the recommended controls?
15) Give some examples of Administrative, Physical and Technical controls currently installed in your organization.
Administrative:____________________________________________________________

Physical:_________________________________________________________________

Technical:________________________________________________________________

What are some examples of Preventative and Detective controls?

Preventative:_____________________________________________________________


Detective:________________________________________________________________
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