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Security Management Training
Business Scenario Exercise# 4 – Risk Management[image: image1.emf]
This exercise will help you understand the risk management process.  Based on the results of the risk analysis exercise develop your risk management process to address the risks you identified.   Refer to Chapter 4: Security Management Process to help with the following exercise, section 2 beginning on page 33.  
Use the attached tools to help you with this exercise.  [image: image2.png]State of California
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You may choose to keep the same team roles as in the risk analysis exercise or you may choose to switch roles.  Please document your work in the forms provided and copy to the flipchart provided to present your findings at the end of the exercise.  
1. Review the results of the risk analysis exercise from the business scenario assignment.  Review all risk determinations: threats, vulnerabilities, likelihoods and impacts to the business. (15 Minutes)  
2. Identify any existing controls the clinic currently has implemented described in the Business Scenario Exercise – Risk Analysis.  Consider all administrative, physical and technical controls that may exist.  Use the attached Current Security Controls form to help document your findings.  (10 Minutes)

3. Identify any potential controls that could mitigate the risks identified in the risk analysis.  Consider any preventative and detective controls.  Use the attached Potential Security Controls to help document your findings.  (15 Minutes)

4. Perform a control evaluation and rank each identified control based on effectiveness.  Use the Control Evaluation form for each team member to rank the effectiveness of the identified control to help document your findings.  (10 Minutes)
5. Perform a cost benefit analysis on the controls and estimate the impact of the risk.  Notify the Facilitator or Instructor when you are at this step.  He/she will distribute the addendum required to complete this step. Use the attached Cost Benefit Analysis form to help document your findings.  (15 Minutes)

6. Prioritize controls based on greatest impact and highest likelihood of the risks identified.  (10 Minutes)
7. Develop a modified project plan for implementing the selected controls.  Use the attached Control Implementation Plan form to help document your findings.  (10 Minutes)  
8. Determine how you will test and validate the controls to ensure they properly mitigate the risks. Determine the frequency of testing controls for effectiveness and reviewing system logs.  Use the attached Test & Validate Form to help document your findings.  (10 Minutes)
9. Determine the residual risks that still exist after the controls have been implemented.  Use the attached Address Residual Risk form to determine whether to Transfer, Reject, or Accept risk.  (10 Minutes)

Current Security Controls

Identify any controls currently implemented and the type of control (administrative, physical or technical).  
	Control Name
	Type of Control (Administrative, Physical or Technical)

	EXAMPLE: Tape backup
	Administrative

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Potential Security Controls

Identify any potential controls to address the risks identified in the risk analysis exercise.  

	Risk
	Control Name
	Type of Control (Administrative, Physical or Technical)

	EXAMPLE: Fire
	Water sprinkler
	Physical

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Security Control Evaluation

For each identified control, each security management team member will rank the effectiveness of the control using a (1 – Low to 4 – High) ranking.  You need to establish the definitions of the rankings for your business practices.

For example:

1 = Control does not adequately address risk.

2 = Control partially addresses risk.

3 = Control adequately addresses risk.

4 = Control adequately addresses risk and exceeds some expectations.

	Member Name
	Risk
	Control Name
	Effectiveness of Control

(1 – Low to 5 – High)

	EXAMPLE: John
	External Hack
	Firewall
	4.0

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Cost Benefit Analysis Form

For the identified risk, estimate the possible impact it would have in dollars if it occurs.  Estimate the cost of the control.  Consider all costs of the control including implementation costs, testing, support, training and operating costs. 
 

	Risk
	Impact If Risk Occurs ($)
	Name of Control
	Cost of Control ($)

	EXAMPLE: Fire
	$100,000
	Extinguishers
	$20,000

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Control Implementation Plan
For each identified risk, specify the control, who is assigned to implement the control and the start/end dates for implementing the control.  


	Risk
	Control
	Assigned To
	Start Date
	End Date

	EXAMPLE: Virus
	Antivirus Software
	Information Technology
	03/2005
	06/2005

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Test & Validate Form

Using the form below, specify the control name and the type of test used to validate to ensure the control mitigates the risk.  


	Control Name
	Type of Test
	Frequency (Yearly, Monthly, etc.)

	EXAMPLE: Backup Power Generator
	Turn off power temporarily
	Yearly

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Address Residual Risk
Using the form below, specify the identified risk, the control used to mitigate the risk and how to address any residual risk.  You may choose to transfer, reject, or accept the risk.  

	Risk
	Control
	Residual Risk (Transfer, Reject, or Accept)

	EXAMPLE: Virus
	Antivirus software
	Accept
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