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Business Scenario Exercise (B) – Question #5


	Risk
	Damage Impact ($)

	Damage (Equipment, furniture, etc.)
	$100,000 

	External Hack (Computer)
	$10,000 

	External Hack (EMR)
	$100,000 

	Incorrect Data Entry/Accidental Data Deletion
	$100/Hour

	Large Earthquake
	$500,000 

	Large Fire
	$1,000,000 

	Large Flood
	$250,000 

	Medium Earthquake
	$100,000 

	Medium Fire
	$500,000 

	Medium Flood
	$100,000 

	Network / EMR Downtime
	$1,000/Hour

	Power Outage
	$1,500/Hour

	RIAA Penalty (Piracy)
	$5,000/Each

	Small Earthquake
	$50,000 

	Small Fire
	$100,000 

	Small Flood
	$50,000 

	Theft (Computer)
	$5,000/Each

	Theft (Server)
	$20,000 

	Virus/Worm Infection (Computer)
	$1,000/Each

	Virus/Worm Infection (EMR)
	$10,000 


Sample Control Costs
	Control Name
	Cost*

	Access Control Lists
	$20,000 

	Anti-spam software
	$20,000 

	Antivirus Software
	$20,000 

	Biometrics
	$75,000 

	Computer Forensics Software
	$5,000 

	Daily Tape Backup
	$1,000/Month

	Door Locks
	$500 

	Earthquake Insurance
	$10,000/Year

	Employee Identification Badges
	$5,000 

	Employee Training Program
	$20,000/Year

	Encryption & Decryption
	$50,000 

	Fire Extinguisher
	$100/Each

	Fire Insurance
	$20,000/Year

	Firewall
	$30,000 

	Flood Insurance
	$10,000/Year

	Incident Response Software
	$30,000 

	Intrusion Detection System (IDS) (Host)
	$10,000 

	Intrusion Detection System (IDS) (Network)
	$15,000 

	Network Sniffer
	$20,000 

	Offsite Tape Backup
	$2,000/Month

	Proximity Card System
	$30,000 

	Public Key Infrastructure (PKI)
	$100,000 

	Redundant EMR Server
	$30,000 

	Security Cameras
	$5,000 

	Security Guard
	$4,000/Month

	Smart Card/Token System
	$20,000 

	Virtual Private Network (VPN)
	$20,000 

	Web filtering software
	$20,000 


* These costs are estimates and include implementation costs, support, training and testing.  
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