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Day 1- Introduction

	Topic/Activity
	Slide/Important Points
	Who
	Time

	Welcome & Icebreaker
	Slide # 1 - Security Management Training - Evading “Darth Hacker”


· Music during the grand entrance of attendees

· Slides of Darth Vader, Luke Skywalker in a loop


Slide #2 - Security Mgmt Training


· Let the attendees know what type of experience this will be and that interactive discussion is key to the success of the overall objectives

	Lead Facilitator
	10 Minutes

9:00 – 9:10


	Logistics
	Slide # 3 - Logistics
	Lead Facilitator
	5 Minutes


9:10 – 9:15

	Ground Rules
	Slide # 4 - Ground rules


· Stress the importance of being back from breaks and lunches on time

· Everyone has valuable input, while others talk, listen patiently

	Lead Facilitator
	5 Minutes

9:15 – 9:20


	Objectives 
	Slide # 5 - What will you take with You?


· Drive home the expectation that through the attendees participation in this experience the valuable tools, processes and knowledge will become the foundation for implementing the Security Management process

	Lead Facilitator
	10 Minutes

9:20 – 9:30


	Human Bingo
	Slide # 6 - “Getting to Know You..”


· Great exercise in bringing people together for this experience

	Lead Facilitator Teams
	15 Minutes

9:30 – 9: 45



Security Management and You

	Topic/Activity
	Slide/Important Points
	Who
	Time

	Why A Security Management Process Now?
	Slide # 7-9 - Why a security process now?


· Convey to the attendees the story behind the security breach that happened at UC Berkley, thus setting the tone for why are here today, what the consequences are if something like this were to happen within their departments

	CalOHI
	15 Minutes

9:45 – 10:00


	Security Management Responsibilities
	Slide # 10 - Security Management Responsibilities


· Ask the audience who is responsible in your organization for security management and asset protection. This is not meant to confuse people to determine who should perform the security mgmt processes.

Slide # 11 - Security Management Responsibilities …Everyone!

· The answer is EVERYONE

	Lead Instructor
	5 Minutes

10:00 – 10:05



	Security Management Processes
	Slide # 12 - Security Management Overview


· Emphasis the security management process and how the attendees will need to understand the process flow so they can draw the line between risk analysis and risk management, walk through the process for risk analysis


	Lead Instructor
	5 Minutes

10:05 – 10:10


	Terms and Definitions
	Slide # 13 – 14 - New terms you might be curious about

· Explain that while getting familiar with new processes, the terms and definitions are essential parts for understanding the process

Slide # 15 – 17 – New terms you might hear
· Risk analysis and risk management Security Rule definitions, 3 categories of risk management (Security Controls, Risk Mitigation and Control Review).

	Lead Instructor
	10 Minutes

10:10 – 10:20


	Qualitative versus Quantitative
	Slide # 18 – Qualitative vs. Quantitative

· There are basically 2 methods of risk analysis and we will introduce both methods.  Organizations should choose the reasonable and appropriate method.  

	Lead Instructor
	5 Minutes

10:20 – 10:25

	Asset Protection
	Slide #19 - The Bottom Line -   Asset Protection

· The emphasis on this slide is the mapping EPHI step of the process.  “We cannot protect our assets if we do not know where they are.”
· This slide is to show that the purpose of performing a risk analysis and risk management is to protect assets.  In our case, the protection of EPHI (electronic protected health information).  

	Lead Instructor
	5 Minutes

10:25 – 10:30

	Break
	
	
	10 Minutes

10:30 – 10:40


	Exercise #1
	Slide # 20 - Now, It’s your turn 

· The importance of this exercise is that this a team learning experience, explain to the attendees the objectives of the exercise, key points to be absorbed


	Lead Facilitator
	45 Minutes

10:40 – 11:25

	Team Roles and Responsibilities
	Slide # 21 - Team Roles & Responsibilities


· Introduce the Team Roles & Responsibilities and explain that working in a team environment requires full participation from all team members

	Lead Instructor
	5 Minutes

11:25 – 11:30



Risk Analysis – Laying the Groundwork for Risk Management

	Topic/Activity
	Slide /Important Points
	Who
	Time

	Introduction To Risk Analysis
	Slide # 22 – Part 1 Look for problems

Risk Analysis main points

· Stress to the attendees that the first and most important steps within the security mgmt process is the required risk analysis. Covered entities cannot properly protect their EPHI with out following the risk analysis process steps. Implementation of other standards of the Security rule such as Contingency Planning and Physical Security depend on the thoroughness and quality of the Risk Analysis.


Then look for the problems:

· Threats – Human, Environmental, Natural

· Likelihood-Threat motivation, Capability of threat, Existing Controls

· Vulnerabilities-Flaws, Weaknesses, Lack of control

Slides # 23 – 26 - Used as REFERENCE for explaining Risk Analysis Process.  

· Identify Threats - Outlines the three types of threats: Human, Natural and Environmental.  Provides examples of each.  This slide is to help attendees visualize the “source” of threats.  

· Estimate Likelihoods - Likelihoods show the capability, motivation and lack of existing controls will contribute to the likelihood of a threat.  


· Identify Vulnerabilities - This is used as a reference slide to show vulnerability is a lack of a control or weakness.  


· Evaluate Impacts - Impacts slide shows the “effect” of a threat on an organization and threats can “knock out” an organization from performing their operations.  

	Lead Instructor
	10 Minutes

11:30 – 11:40



	Risk Analysis Process (Hip Pocket Answer Flow Sheet)
	Slide # 27 - Risk Analysis process

· Briefly walk thru the process, ask for team assistance to walk thru the risk analysis processes 


Hand out the answer flow material

	Lead Instructor/Expert Resource
	5 Minutes

11:40 - 11:45


	Review Risk Analysis Overview Exercise #1
	Slide # 28 - Finish line, Let’s Review


· Slide series answering Ex. 1 Questions as Needed

· Teams respond

· Main purpose of the exercise is to allow TEAMS to apply the process and not just learn thru lecture. 

· As the facilitator you will need to keep track of the time as well as the focus of the discussion surrounding the exercise, brief but concise, keep the team review moving at a steady pace, remember there is 45 minutes allotted to this section

· Upon completion hand out “Correct” answers and page references


	Lead Facilitator
	15 Minutes

11:45 – Noon


	Lunch
	
	
	1 Hour

Noon – 1:00



Breakout Session (A) - Risk Analysis Business Scenario
	Topic/Activity
	Slide/Important Points
	Who
	Time

	Introduce the Risk Analysis Assignment
	Slide # 29  Breakout Session - The Work


· Explain to the teams that they will apply the basic concepts, tools, processes of security management to this real life business scenario and…

Slide # 30 - Team Dynamics


· Have the teams apply their knowledge, document their work and observe the team in action, (what went well what did not, any issues and how the team handled them and the individual participation of the team members.


	Lead Facilitator
	5 Minutes

1:00 – 1:05


	Getting Your Feet Wet – Mini Discussion
	Slide  # 31 –  Mini Scenario


· This mini scenario addresses the approach taken for the risks analysis process, one being the qualitative method which is more subjective using a rating system and the other being the quantitative method which is more objective using formulas and equations. This mini scenario needs to be especially time-boxed, remember ten minutes is allotted for this exercise.

	Lead Facilitator
	45 Minutes

1:05 – 1:50

	Exercise #2 - Business Scenario - Risk Analysis
	Teams given the scenario and asked to respond to sets of issues


Slide # 32 - Objective of Exercise 2
Slide # 33 – Scenario 1 Description


· As the exercise is being worked by the teams, facilitators should keep the momentum of the exercise moving along, if the team has general questions on direction or specific to the content of the material, assist the team or have someone from CalOHI assist.


	Lead Facilitator/Teams
	1 Hour 45 Minutes
1:50 – 3:35


	Review Exercise #2 – Business Scenario – Risk Analysis
	· Explain your expectations that each team present their results and encourage other teams to ask questions. 

· Depending on the number of teams, you should keep the review discussions brief and to the point. 

· Try to stay within the 45 minute allotted time; maybe each team could review a part of the exercise, thus allowing for each team to present a part of their solution.


Give a summary overview of day two agenda and thank the students for there participation.
	Lead Facilitator/Teams
	1 Hour
3:35 – 4:35


	Summary of Day’s Events
	· Review learned objectives and introduce tomorrow’s objectives
	Facilitators
	25 Minutes

	
	Total Hours for this session
	
	8 Hours

	Session Close


Day 2 - Breakout Session (B) Risk Management Business Scenario

	Topic/Activity
	Slide/Important Points
	Who
	Time

	Icebreaker/Key Learning
	· Do Giveaway, Come and get it; must be active not passive

· The message is that Security management is not about “talking”, it is about “doing”

	Lead Facilitator
	10 Minutes

9:00 – 9:10

	Quick Review Of Yesterday’s Activities
	· Review concepts from previous day.

· Ask students - Give some bonus candies.

· Convey the lessons learned, Storyboard the major points and remind the students of the importance of a well defined, organized security management program.

	Lead Facilitator
	15 Minutes

9:10 – 9:25



	Introduce the Risk Management Assignment
	· Teams given the scenario and asked to respond to sets of issues



	Lead Facilitator
	5 Minutes

9:25 – 9:30




Risk Management – The Key to Successful Security Management

	Topic/Activity
	Slide/Important Points
	Who
	Time

	Exercise #3


	Slide # 34 - Here we go again…Exercise #3

· 2nd set of questions is given out. 

· Breakout into teams

· During this exercise stress to the attendees the importance of completing the exercise on time and remind them of the team-learning concept, full participation is required.

· Also, keep track of the time, since this exercise has a relatively short 
completion time prior to the lunch hour.

	Lead Facilitator/Teams
	1 Hour

9:30 – 10:30



	Break
	
	
	10 Minutes

10:30 – 10:40

	Intro - Risk Management- The 2nd Step 
	Slide # 35 - The 2nd Step

· Need to explain that Risk Mgmt is the 2nd part of the Sec Mgmt Process and that this step examines the implementation of the controls identified in the risks analysis process as well as validating and testing the controls and ensuring periodic reviews are executed.
	Lead Facilitator
	5 Minutes

10:40 – 10:45


	Risk Management - 3 Major Activities
	Slide # 36 - Three Major Activities


· Explain to the attendees that these activities have 14 specific process steps that need to be followed, step by step, for examining the potential controls which could reduce the risks identified in risk analysis


Slides # 37-42 - Used as REFERENCE for explaining Risk Management Process.


· Types of Controls – Shows Administrative, Physical and Technical Controls and examples of each. 

· Types of Controls – Shows Preventative and Detective Controls and examples of each.

· Cost Benefit Analysis – Shows that importance of performing a cost benefit analysis and impact of the risk outweighs the cost of the control.

· Prioritize and Control Selection – Shows the importance of ranking and presenting to management for control selection.

· Plan, Implement, Test & Validate, and Address Residual Risk – Organizations should have a plan to implement controls.  

· Identify Controls, Timing of Reviews, Type of Reviews, Implement & Document – Shows the control review process 

	Lead Instructor
	30 Minutes

10:45 – 11:15

	Security Management Process Hip Pocket Answer Flow Sheet
	· Review the process steps for:


Slide # 43 - Security Control

Slide # 44 - Risk Mitigation

Slide # 45 - Control Review 


· Call on a team member to assist with the brief review of these process steps.

	Lead Instructor
	30 Minutes

11:15 – 11:45


	Review Risk Mgmt

Overview Exercise #3
	Slide # 46 - Finish Line, Let’s Review
Keep track of the time as well as the focus of the discussion surrounding the exercise, brief but concise, keep the team review moving at a steady pace, remember there is 30 minutes allotted to this section.


· “Correct” answers and page references

	Lead Facilitator
	15 Minutes

11:45 – 12:00



	Lunch
	
	
	1 Hour

12:00 – 1:00



	Exercise #4-
Risk Management Business Scenario
	Slide #  47 – Purpose of the exercise #4

Slide #  48 - Scenario 2 Description

· Teams given the scenario and asked to respond to sets of issues

· As the exercise is being worked by the teams, facilitators should keep the momentum of the exercise moving along, if the team has general questions on direction or specific to the content of the material, assist the team or have someone from CalOHI assist.

· Teams given the scenario and asked to respond to sets of issues.
	Lead Facilitator/Teams
	1.5 Hours

1:00 – 2:30



	Review Exercise #4
	· Review with Teams

· Explain your expectations that each team present their results and encourage other teams to ask questions. 

· Depending on the number of teams, you should keep the review discussions brief and to the point. 

· Try to stay within the 1 hour 45 minutes allotted time; maybe each team could review a part of the exercise, thus allowing for each team to present a part of their solution.


	Lead Instructor
	1 Hour
2:30 – 3:30


	Team Assessment – Action Plan
	Slide #  49 - What Have We Learned

Slide #  50 - Team Assessment- Action Planning/Next Steps


· Teams work together to answer assessment Objectives, what they will do and commit a time

· Explain that without a plan and commitment Security Management is just talk and not ACTION

	Teams
	45 Minutes
3:30 – 4:15



Closing

	Topic/Activity
	Slide or Activity
	Who
	Time

	In conclusion
	Slide # 51 In Conclusion

· Stress to the audience that successful security management processes depends on them and they have the authority and responsibility to act now.

	Lead Facilitator
	30 Minutes

4:15 – 4:45

	CalOHI Training Evaluation
	· Teams Fill Out Evaluations on Course and Instructors

	Teams/Individuals
	15 Minutes

4:45 –  5:00


	The (HIPAA) END
	Slide # 52 The (HIPAA) END

	
	8 Hours

	End Of Security Management Training
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