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POLICY MEMORANDUM

TO:  

Department HIPAA Coordinators



Department HIPAA Privacy Officers

FROM:     CALIFORNIA OFFICE OF HIPAA IMPLEMENTATION (CalOHI)

	Title:

Security Management Training
	Number: 

2005-61


	Subject:

Security Management Presentation and Materials from the Statewide Training Sessions on Risk Analysis and Risk Management.  


	Issue Date:

March 24, 2005


	Reference(s):  

CalOHI Policy Memoranda, 2005-56, 2005-56S

	Expiration Date:

N/A



	PURPOSE


	To assist State departments and counties with HIPAA Security Rule compliance by providing training on the security management process including risk analysis, risk management and information system activity review.  



	BACKGROUND


	The HIPAA Security Rule requires covered entities to implement a Security Management program.  The security management standard includes risk analysis, risk management, and information system activity review.  CalOHI issued Chapter 4: Security Management in Policy Memorandum 2005-56 and developed the subsequent training program based on the chapter contents and materials.  Training was conducted at various venues for state departments and counties.  



	ACTION

	Covered entities may use the presentation and materials to train their staff on the security management process.  This will help them comply with the HIPAA Security Rule requirement for establishing a security management program to effectively identify and reduce risks to an acceptable level.  
You may find the training documents useful in conducting your security management training.  The templates and tools can be customized to fit your needs and include the following:
· Security Management Presentation (MS Powerpoint),
· Presentation Agenda (MS Word),
· Risk Analysis Team, Exercise #1 (MS Word),
· Risk Analysis Business Scenario, Exercise #2 (MS Word),
· Risk Management Team, Exercise #3 (MS Word),
· Risk Management Business Scenario, Exercise #4 (MS Word),

· Business Scenario Impact/Cost Sheet for Exercise #4 (MS Word),
· Facilitator’s Guide (MS Word), and

· Security Management Resources and Links (MS Word).




	CONTACT
	If you need more information or have questions, please contact:

Lester Chan or Elaine Scordakis
California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-6905 or (916) 651-8066
lchan@ohi.ca.gov or escorda1@ohi.ca.gov



Original Signed by:







BURT R. COHEN


Director



California Office of HIPAA Implementation

Exhibits: 
1. Security Management Presentation
2. Presentation Agenda

3. Risk Analysis Team, Exercise #1

4. Risk Analysis Business Scenario, Exercise #2

5. Risk Management Team, Exercise #3

6. Risk Management Business Scenario, Exercise #4

7. Business Scenario Impact/Cost Sheet for Exercise #4

8. Facilitator’s Guide
9. Resources and Links

cc:  
HIPAA Steering Committee Members


Tony Poon, Department of Finance


Bob Sands, Department of Finance


Tony Mader, Department of Finance
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