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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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Introduction
	Resources
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	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule that requires the implementation of a security management process.  Based on the information provided in the following documents, the Security Workgroup and CalOHI have developed a contingency plan chapter that we believe is applicable to government business practices.  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	What Is in This Chapter
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	The HIPAA Security Rule’s contingency plan standard contains five implementation specifications or sections.  These five sections are:

· Applications and Data Criticality Analysis
· Data Back-up Plan

· Disaster Recovery Plan

· Emergency Mode Operation Plan

· Testing and Revision Procedures




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security or www.ohi.ca.gov.  Any referenced State laws may be found on the California Law website at Find California Code or www.leginfo.ca.gov or on the CalOHI Legal page at CalOHI - Legal Issues, or www.ohi.ca.gov. 




	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 
We have provided checklists of the decision points and major considerations at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures. 




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  Definitions for terms used in this Chapter may be found in Exhibit 3.



	Standards and Implementation Specifications 
	The HIPAA Security Rule is designed in two parts.  The first part contains standards, which are requirements covered entities must meet.  Within the standards, there are implementation specifications.  Implementation specifications are more detailed activities necessary to accomplish the standard requirement.  Some implementation specifications are required, and covered entities must complete these activities to be in compliance with the Rule.  Other implementation specifications are addressable, which means that covered entities are required to address how they will meet the specification.  Addressable implementation specifications allow covered entities more flexibility with respect to security standards compliance.  It does NOT mean that the specification is optional. 
For additional information regarding meeting addressable and required implementation specifications, see CalOHI Policy Memorandum 2004-43.  It may be found on the CalOHI website at CalOHI - Security. 




contingency plan
	The Contingency Plan Process
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	Contingency planning is an essential security process for covered entities.  Recent disasters and catastrophes, such as the September 11, 2001 terrorist attacks, 1989 Loma Prieta earthquake, 1994 Northridge earthquake, 1995 Oklahoma City bombing, 2003 Los Angeles fires, and 2004 Southeast Asian tsunami demonstrate how devastating these events can be.  Each year, many organizations are affected by disastrous events, including floods, fires, tornados, terrorist attacks, and vandalism.  The organizations that survived these events with the least losses usually planned for the worst, estimated the possible damages, and put the necessary steps in place to protect themselves.  Organizations that do not have contingency plans are not only risking their business, but possibly the lives of their personnel.  
The contingency plan standard of the HIPAA Security Rule requires covered entities to have policies and procedures in place for responding to emergency disasters, such as power outages, earthquakes, and floods, that may damage the systems containing EPHI.  While many covered entities already have disaster recovery plans or operational recovery plans in place, the HIPAA Security Rule requires covered entities to specifically include electronic protected health information (EPHI) in their plans.  


	The HIPAA Security Rule Requirements
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	The HIPAA Security Rule includes the contingency plan standard and its five implementation specifications, which are discussed in this chapter.  The Rule states:
“Standards. A covered entity must comply with the standards as provided in this section and in § 164.308, § 164.310, § 164.312, § 164.314, and § 164.316 with respect to all electronic protected health information.” [45 C.F.R. § 164.306 (c)]

The Rule states the following for the contingency plan standard:
“Contingency plan.  Establish (and implement as needed) policies and procedures for responding to an emergency or other occurrence (for example, fire, vandalism, system failure, and natural disaster) that damages systems that contain electronic protected health information.” [45 C.F.R. § 164.308 (a)(7)]



	
	To comply with the contingency plan standard, covered entities have five specific activities to address and/or implement:
· Data Back-up Plan – Requires covered entities to create and maintain exact copies of EPHI;  

· Disaster Recovery Plan – Requires covered entities to have procedures to restore any loss of data resulting from a disaster or emergency;  

· Emergency Mode Operation Plan – Requires covered entities to establish emergency operations and procedures to protect EPHI while in emergency operation mode; and
· Testing and Revision Procedures – Requires covered entities to ensure that disaster recovery and data back-up plans are tested and updated to reflect any changes in the entities’ environment.  

· Application and Criticality Analysis – Requires covered entities to address the criticality of specific applications and data in support of other contingency plan components;  
[45 C.F.R. § 164.308(a)(7)]


	Data Classification
	HIPAA assumes that EPHI will be considered confidential data, since the Privacy Rule requires this classification.  Covered entities may decide to classify all their data prior to developing their contingency plan.  The primary purpose of data classification is to indicate the level of confidentiality, integrity, and availability required for each type of information.


	
	Data classification helps ensure that data is protected appropriately, especially during an emergency.  Each sensitivity classification should have separate handling requirements with procedures pertaining to how the data is accessed, used, disclosed, and destroyed.  EPHI classified as confidential requires protection mechanisms to ensure that unauthorized users cannot read or access it.  Only authorized individuals are allowed to view, modify, forward, and/or delete EPHI.


	Data Classification Procedures
	Covered entities who classify their data should:

1. Identify the data owner who will be responsible for maintaining the data and establishing its security level,


	
	2. Specify the criteria based on their business practices that will determine how data is classified,

3. Indicate the classification of all data (which may include data that is not PHI) for which the data owner is responsible,

4. Indicate the security controls required for each classification level based on their business practices, and

5. Document any exceptions to the classification level.


	
	Once data has been classified, covered entities can choose whether to include specific classified data in their contingency plan.  By not classifying data, they will not know whether to protect it or how to protect it.  


	State Requirements
	State rules require State departments to provide higher than normal assurance against loss, inappropriate disclosure, and unauthorized modification for data classified as confidential or sensitive.  [SAM § 4841.3]
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	DECISION POINT:  Classifying Data

Have you classified your data as confidential or sensitive?

You need to classify your data to assist in developing your contingency plans.  Data classification may impact the type of data back-up plan you choose and may determine how the data will be protected while in emergency mode.  You need to document the classification of your data as part of your security policies and procedures.

	
	


	NIST CONTINGENCY PLAN
	The NIST contingency planning process is useful for covered entities that do not already have a contingency plan in place.  It provides a structured process to design and implement a contingency plan.  
For more information regarding contingency planning, see NIST Special Publication 800-34: Contingency Planning Guide for Information Technology Systems which may be found at www.nist.gov.



	Flow Chart
	The following chart shows the activities that covered entities will need to address or implement to be compliant with the HIPAA contingency plan requirements. 
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2.  APPLICATIONS AND DATA CRITICALITY ANALYSIS

	Background
	The HIPAA Security Rule requires covered entities to address the analysis of applications and data criticality.  While many covered entities may already have completed a criticality analysis prior to developing their contingency planning, they may need to re-evaluate their analysis based on business practices impacted by HIPAA and on systems and data containing EPHI.
It is difficult to protect what is important to a covered entity if it is not identified.  Covered entities must:
· Identify all critical business activities that must continue during a disaster or an emergency,

· Identify all systems that are necessary to support the critical business activities,

· Identify all applications that are necessary to support the critical systems,

· Identify all data that is necessary for the critical applications, and
· Identify all administrative support functions critical to the business activities, systems, applications, and data. 

In addition, covered entities need to determine the interdependencies that exist between the critical systems and other systems within or outside the organization.  These interdependencies may support critical business activities, systems, applications, and/or data.


	Implementation Specification
	The HIPAA Security Rule states the following about applications and data criticality analysis:  
“Applications and data criticality analysis (Addressable).  Assess the relative criticality of specific applications and data in support of other contingency plan components.”  [45 C.F.R. § 164.308(7)(ii)(E)]


	
	This provision is addressable and covered entities have latitude on how they will comply with this implementation specification.  However, covered entities are required to implement a contingency plan.  To have an adequate contingency plan, the plan must at least address the critical business practices that must continue during an emergency or disaster, all the business practices of the covered entity, or something between these two.  These are the alternatives a covered entity must choose from when determining how to address this provision.

The Security Rule only requires a covered entity to address the criticality of data and applications.  However, to ensure that critical business activities are able to continue during emergencies, the systems and business functions that support the critical business activities must also be addressed.  


	
	For example, it is not enough to ensure that your data and applications will work if the generator that runs your system goes down or if the system goes off line.  If you did not address the generator that supports your critical business activities with a backup, your business activity will stop, even though your data and application are fine.  

Covered entities must look at the entire business practice when establishing back-up plans and emergency mode operation procedures.
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	DECISION POINT:  Scope of Contingency Plan
What is scope of your contingency plan?

You need to determine if your contingency plan addresses all your business practices or only those critical to your organization.  If you choose to address only those business practices critical to your organization, you will need to complete an applications and data criticality analysis.  Once you determine the scope of the contingency plan, you must document the decision and the rationale behind it and incorporate the findings into your plan.  

	
	


	Identifying Critical Business Activities
	Covered entities need to determine the business activities that must continue even when the organization is faced with an emergency.  This assessment requires reviewing the different business activities within the entity and determining which ones are critical.  Once a covered entity has identified the critical business activities for which back-up and emergency mode plans must be developed, they must identify the systems, applications, data, and business functions that are a part of the critical business activities.  


	Business Impact Analysis

[image: image11.wmf]
	The business impact analysis helps identify the program areas or departments that will suffer the greatest financial or operational loss in the event of a disaster.  It identifies the organization’s critical systems needed for human safety and business survival and estimates the maximum outage time that can be tolerated in the event of a disaster or disruption.  To plan effectively, covered entities first need to assess mission-critical business processes and its associated applications and functions.   


	
	Mapping EPHI will identify the location of EPHI.  The risk analysis will identify the risks that threaten EPHI.  In addition, the risk analysis will identify the disasters most likely to occur and analyze their impact on your business.  The effects can be economical, operational, or both.  Qualitative and quantitative impact information should be gathered, analyzed, and interpreted to provide a fuller understanding of all the possible business impacts.  Findings should be shared with management or executive sponsors.  Eric Mailwald says, “The most important stage is the Business Impact Analysis, in which an attempt is made to determine the impact on the staff and the business if a particular disaster occurs”
.


	
	Threats can be human, natural, or environmental.  A man-made threat may include an arsonist or terrorist purposely targeting a covered entity, or a workforce member making simple mistakes that can have serious outcomes.  Natural threats can be tornados, floods, hurricanes, earthquakes, etc.  Environmental threats may include data corruption, power loss, device failure, or a network connection loss.  It is important to identify all possible threats and to estimate the likelihood of occurrence.  Some issues that may not come to mind when developing these plans include employee strike, vandals, or hackers.  


	State Requirements
	State rules require State departments to assess their agencies’ most probable disaster occurrences and the cost effective protective measures to prevent the disasters, as identified in the risk management process  [SAM § 4843]



	Evaluate Critical Functions

[image: image12.wmf]
	After analyzing the risks that threaten the organization, the next step is to assign a priority level to each of the business activities, systems, applications, and data crucial for the operation of the identified critical business activities.  Priorities should be based on the following levels: 

· Mission Critical – This is a level where an outage or destruction would threaten the health and safety of a person, would cause an extreme disruption to operations, or would have major legal or financial ramifications. This is a level where the targeted system or data would require significant effort to restore, or the restoration process is disruptive to the business or other systems.
For example, if the system that monitors an Intensive Care Unit patient’s vital statistics is damaged, that information would stop going to the nurses’ station.  It is critical that this system operate during and immediately following an emergency.


	
	· Important – This is a level where an outage or destruction would cause a moderate disruption to operations, would have minor legal or financial ramifications, or would provide problems in accessing other systems. This is the level where the targeted system or data would require a moderate effort to restore, or the restoration process is disruptive to the system. 
For example, a medical records system has a feature where physicians input medical record information directly into the system using hand held devices.  It is not critical that the electronic records be immediately updated.  However, it is important that the records be updated shortly after the emergency.


	
	· Minor – This is a level where an outage or destruction would cause a minor disruption to operations, would have no legal or financial ramifications, or would cause little to no trouble to access other systems. The targeted systems or network can be easily restored.

For example, an organization has identified its EMR (electronic medical record) system as mission critical because if the system were destroyed, the organization would be unable to provide patient care.  On the other hand, their network services and printing would be identified as important, and their automated payroll system would be identified as minor if the system were down for less than a few weeks.  In addition, an application that counts the number of individuals accessing a system may not be critical in an emergency.
For more information regarding mapping EPHI, see CalOHI Policy Memorandum 2004-43, Exhibit 3: Guidelines for Security Tools/Templates Use – Mapping the Flow of EPHI and Gap Analysis of Business Practices.  This may be found on the CalOHI website at CalOHI - Security.  
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	DECISION POINT:  Identifying Critical Business Activities

Have you identified the business activities in your organization that are critical during an emergency?

You need to determine which business activities in your organization are critical for your business mission during an emergency.  You need to determine which systems, applications, and data are needed to support that business mission.  You need to determine the person responsible for deciding the business activities/applications for which data back-up plans and emergency mode plans will be developed.
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	DECISION POINT:  Critical Supporting Functions

Have you identified the critical systems, applications, and data?

You need to determine the systems, applications, and data necessary to support those business activities you have identified as necessary to continue during a disaster or emergency.

	
	


	Critical Business Functions

[image: image15.wmf]
	At this point, the covered entity knows which critical business activities must continue during an emergency, which systems support the activities, and which applications and data are critical to the business activities.  The covered entity needs to determine the critical business functions that must be performed to keep the business activities functioning.  These may include:

· IT network support,

· Data processing,

· Accounting,

· Software development,

· Customer support,

· Order entry,

· Purchasing,

· Communications, etc.


	
	For example, if there is an electrical failure as a result of an earthquake, the back-up generator must become operational.  The individual who runs the back-up generator needs to perform this critical business function to support critical business activities.
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	DECISION POINT:  Support for the Critical Business Activities
Have you determined the business functions that support your critical business activities?

You must determine the business functions that support your critical business activities.  Once this is completed, you must document your findings, which will be part of the basis of your contingency plan.

	
	


	Inter-dependencies
	An organization is complex and is comprised of equipment, people, tasks, sections or units, communications, and interfaces.  One of the difficult parts of criticality analysis is understanding the intricacies of and the interrelationships between the different components of an organization.  


	
	Based on the identified critical business activities and its support functions, the covered entity needs to assess the interdependent functions located within and outside its organization that are critical to the ongoing functioning of critical business activities.  This may include:

· Identifying the critical business activity support function interdependencies among all sections in the organization,
· Identifying the critical business activity support function interdependencies outside the organization,
· Identifying interdependencies between the systems that support the critical business activities and other systems that provide support or data to those systems,
· Identify interdependencies between the applications that support the critical systems and other applications that provide support to the systems,
· Identifying data sources critical to the systems that support the critical business activities and determining if the sources must continue to be available during an emergency, and
· Identify any interdependencies that may exist between the business functions that support critical business activities.


	
	For example, a hospital may identify its emergency room as a critical business activity.  The health care providers in the emergency room are dependent upon an outside laboratory that processes all the necessary laboratory tests.  In addition, they are dependent upon the hospital’s radiology department.  Both the radiology department and the outside laboratory are interdependencies to the critical business activity.
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	DECISION POINT:  Interdependencies
Have you identified all the existing interdependencies that are necessary to keep your critical business activities functioning?

You need to identify all the interdependencies necessary to keep your critical business activities functioning.  You need to document all identified interdependencies, which will be part of the basis of your contingency plan.

	
	


	State Requirements
	State rules require State departments to provide higher than normal protection from loss of, inappropriate disclosure of, and unauthorized modification of data classified as confidential or sensitive.  [SAM § 4841.3]



	Review of Criticality Analysis
	While a risk analysis identifies the risks that threaten the security of a covered entity’s data, the applications and data criticality analysis identifies the critical business activities and their support functions that use EPHI and that must continue during an emergency.  Covered entities also need to continually review new applications that are introduced in their environment to determine whether they are critical applications that support critical business activities.  Any new systems, applications, data, and/or supporting business functions that support critical business activities will need to be added to the criticality analysis.



3.  Data Backup Plan
	Background
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	The HIPAA Security Rule requires covered entities to have a data backup plan for contingency and business continuity.  Many methodologies exist for data backup and recovery.  The backup plan for a small clinic would be vastly different from that of a large hospital.  The HIPAA Security Rule allows for flexibility in approach so that covered entities may implement a data backup plan that is reasonable and appropriate.  


	
	There are many white papers and backup strategies to help organizations with the requirements on disaster recovery and business continuity.  We have cited several industry leading, best practice documents from the National Institute of Standards and Technology (NIST), Sysadmin, Audit, Network, and Security (SANS), and International Standards Organization (ISO) to help with this effort in the References/Work Cited section of this chapter.  


	
	Most organizations already have a data backup plan for their EPHI.  However, they must also address EPHI specifically, including EPHI on other network computing devices, such as stand-alone Personal Computers (PCs), laptops, and hand-held Personal Digital Assistants (PDAs); and on media, such as compact disk, floppy diskettes, and tapes.


	
	From the mapping of EPHI, covered entities will be able to identify and locate all instances of EPHI and the devices on which it is stored.  This allows covered entities to include all appropriate data in their backup plans.  The effectiveness of the backup plan will depend on the quality of the EPHI and PHI mapping.  If covered entities do not know where all EPHI and PHI exists within their organizations, its backup system will not include all the data.  For example, covered entities may overlook floppy discs that contain EPHI lying in a desk drawer.


	
	The key to a successful backup plan is choosing the backup plan that best fits the organization’s business practices.  Different backup methodologies may be appropriate depending on the systems and data and their purposes.




	Implementation Specification
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	Covered entities are required to have a data backup plan.  As a required implementation specification, covered entities must implement procedures to create and maintain retrievable, exact copies of EPHI.  The HIPAA Security Rule states:  
“Data backup plan.  (Required)  Establish and implement procedures to create and maintain retrievable exact copies of electronic protected health information.”  [45 C.F.R. § 164.308 (7)(ii)(A)]
The HIPAA Security does not specify how to implement this requirement so covered entities may determine what is reasonable and appropriate for their organizations.  


	State Requirements
	State rules require that State departments establish controls to ensure that information is protected by regular backups of automated files and databases.  [SAM 4842.2]
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	DECISION POINT:  Current Backup Plan

Does your organization have a data backup plan?

You need to determine if you have a backup plan.  If you do not, you need to establish one.  If you do, you need to determine if your backup plan includes EPHI and when your plan was last updated and tested.  You also need to determine whether your plan can perform a full data restoration in case of an emergency.

	
	


	Develop Your Data Backup Plan

[image: image21.wmf]
	Establishing a data backup system is comprised of the following four activities:  

· Determining the type of hardware to be used for the data backup system,  

· Determining the type of software to be used to backup the data,
· Determining the rotation timing for the backed-up data,
· Determining an off-site storage location for the backed-up data.

Data backup methodologies range from basic ones using floppy disks to complex ones using enterprise management software.  Some of the common backup hardware, software, and rotation plans are discussed in the Appendix to this Chapter (Exhibit 2).


	
	Ever since electronically storing data on hard disks, users have performed data backups as a method of ensuring that critical data is not lost in the event of hardware or software failure.  While technology has improved and hardware has become more stable, there is still a need for routine data backup in the event of a disaster or emergency.  According to a SANS whitepaper, “if all other systems fail to prevent someone from destroying a company’s data that company is out of business unless they can turn to their backups.”
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	MAJOR CONSIDERATION:  Including EPHI in Your Backup Plan
Does your organization’s data backup plan include EPHI in its scope?

You must include EPHI in the scope of your data backup plan.  From the required risk analysis, you should be able to locate all instances of EPHI in your environment.  You must document this process and include EPHI in your data back plan.

	
	


	Selecting the Backup System
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	Covered entities must determine the hardware they will use for their data backup system.  There are many choices, such as extensive data-replication systems that create off-site replicas to traditional tape-based systems.  Covered entities should take into consideration their budget and use their expertise to determine the method (or combination of methods) that is best for them.  “Today, the most widely-used method for backing up data is the traditional tape backup.”



	
	Before determining the backup plan, a covered entity must first determine how much EPHI the organization will be protecting. This information will help determine the type of system required.  The amount of EPHI you have should be available from the results of the risk analysis and the mapping of EPHI.  


	
	When selecting hardware, covered entities should consider the following factors about their business practices:

· The amount of EPHI to be backed up,

· The location of the EPHI,

· The convenience of the back up process,

· The interruption of the back up process to ongoing activities,

· The amount of staff involvement in the process,

· The level of process automation, and

· The cost of the hardware.

Other factors unique to your organization may exist.


	
	For more information regarding types of hardware backup systems, see Appendix to Chapter 11: Contingency Planning, Exhibit 2, that is attached to this chapter.   For more information regarding mapping EPHI, see CalOHI Policy Memorandum 2004-43, Exhibit 3: Guidelines for Security Tools/Templates Use – Mapping the Flow of EPHI and Gap Analysis of Business Practices.  This may be found on the CalOHI website at CalOHI - Security.
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	DECISION POINT:  Data Backup Hardware

What type of hardware do you or will you use?

You need to determine the type of hardware your organization uses for your data backup plan.  You need to determine if your hardware is sufficient and suitable for your organization, based on the amount of EPHI stored.

	
	


	Selecting Backup Software

	The next step is to determine the best software for backing up the data.  Most commercial backup software systems allow for a wide array of options. The most common are the following:
· Full – Transfers a copy of all data within the scope of the backup to tape, regardless of whether the data has changed since the last backup was performed, 
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	· Differential – Backs up all files changed since the last full backup, and 

· Incremental – Backs up only those files that have changed since the last backup operation of any kind (full, differential, or incremental).


	
	The method covered entities choose will depend on their storage capacity and the need for an expedient recovery.  
For example, by running a full backup daily, covered entities will need a very large tape capacity because the backup system will back up all data regardless of whether the data has changed or not.  For running a full backup, covered entities will need only the latest or most recent backup tape to restore data.  


	
	Conversely, using a full backup once a week with an incremental daily backup uses much less storage space; however, a recovery would require the last full backup and each incremental to be fed back onto the servers.  Entities should utilize a combination of methodologies that allows them to conserve storage space while still allowing data to be restored quickly.  Weekly full backups with daily incremental backups are the most commonly used methodology.
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	DECISION POINT:  Current Data Backup Software Method
What is your current data backup software methodology?

You will need to determine how often a full backup is performed and whether it is sufficient for your data backup requirements.  

	
	 


	Selecting a Rotation Plan
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	The next step is to develop a rotation plan for the backed up data in storage.  Rotation plans determine when to store the backup tape media.  To reduce costs for both media and off-site storage, a good rotation plan is essential.  The rotation plan assures that a limited amount of data is stored off-site because storage space is reused after a predetermined period of time.  Rotation plans come in several varieties and complexities.


	
	Perhaps the most common rotation plan is the Grandfather-Father-Son (GFS) plan, which has been in use for quite some time and has proven to be effective.  In the generic version of this scheme, full backups are done at two intervals with incremental backups done daily:  
· Monthly full backups are performed (grandfather) and immediately stored off-site.  


	
	· Weekly full backups are also performed (father).  These are generally held on-site for the week of their use and then moved off-site for a predetermined number of weekly cycles.  Weekly storage devices sets are generally held for about three weeks (for four weeks total) and are then reused.  The number of times storage devices may be reused is determined by the type of media stored on the devices.
· Daily incremental backups are performed (son).  These are stored on-site for the week of their use and then moved off-site with the corresponding weekly backup on the same cycle schedule. 
At the end of a cycle, the storage devices can be returned to the system and be reused.  

See the graph below for a visual representation of the GFS tape backup scheme.  
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[DLT Tape Article: Defining a Rotation Scheme]




	Off-Site Storage
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	Having off-site tape storage is critical to disaster recovery.  By storing copies of EPHI at a secure, off-site location, organizations minimize the impact of disasters at the primary data storage site.  If EPHI is compromised in any way, data backup tapes can be called back from the off-site storage facility, and EPHI can be restored in a minimal amount of time.


	
	Unfortunately, many organizations store physical backup media close to the servers whose media the backup protects.  This is not an effective method of protecting EPHI because the tapes may likely be lost or destroyed with the servers in a disaster.  Physical media needs to be stored off-site in a secure location and, if needed, able to be retrieved immediately. Covered entities need to ensure that the off-site storage facility is far enough from the organization’s location so if a disaster occurs it will not affect the offsite storage facility as well.


	
	Many off-site tape storage facilities offer at least two media storage options.  One option is simple storage in a climate-controlled room.  A second option is to store tape media in a fireproof safe.  In both cases, the tapes are organized so that they can be accessed quickly should the need arise.


	
	The GFS rotation plan (discussed in the Rotation Plan section above) allows for the monthly backups to be stored immediately in a secure location.  The most current weekly full backups and incremental backups are housed for immediate use and then allowed to sit off-site after a week in case of a catastrophic failure.  While there is a small risk in this methodology (e.g., entities could lose up to one week of data if there is a fire or some other disaster), this plan offers the highest security with the lowest cost.


	Transit to and from Storage
	Organizations may require security when transmitting the storage devices off-site.  In addition, the tapes will need to be transmitted back on-site for restoration purposes.  Both of these requirements will increase the need for secure courier services, which will likely occur at an increased cost.


	
	Many off-site media storage companies use media pouches for transporting backup storage devices to and from the off-site storage facility.  An organization inserts its backup storage devices into a media pouch, which is then couriered to (or picked up by) the storage facility to be stored.  When the organization fills a second pouch, the second pouch is sent to the storage facility, where it replaces the first pouch.  The first pouch is then sent back to the organization for reuse.


	
	Backup storage device rotation plans can be set for any length of time and any number of pouches.  Some organizations may decide to store only their most recent backups off-site to save costs.  Storing backup tapes for longer periods of time off-site will cost more; however, the peace of mind gained knowing EPHI is safe may be worth the extra cost.  
For more information regarding backup data storage, see CalOHI Policy Memorandum 2005-60, Chapter 13: Device and Media Controls.  This chapter may be found on the CalOHI website at CalOHI - Security.


	[image: image30.wmf]

	MAJOR CONSIDERATION:  Backup Data Storage
Where will your organization store their backup tapes or media?

You need to determine where to store your backup storage devices.  You need to ensure that the backup data is not in the same room or location as the servers or hardware and is locked up in a secure off-site location.

	
	


4.  Disaster Recovery Plan
	Background
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	Having a disaster recovery plan minimizes the effects of a disaster because the necessary steps are taken to ensure that data is restored in a timely manner.  Data may be exposed or unsecured in emergencies, since security features may be disabled, unavailable, or disregarded.  By having a disaster data recovery plan, employees can improve responsiveness during a crisis.  

The HIPAA Security Rule requires all covered entities to have a disaster recovery plan to restore any loss of data.  The HIPAA requirement is limited to the recovery of data.  Plans for restoration of systems, applications, or business functions are addressed in the next section, Emergency Mode. 



	Implementation Specification
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	Covered entities are required to implement procedures to restore any loss of data as a result of a disaster.  The HIPAA Security Rule states:  
“Disaster recovery plan.  (Required)  Establish (and implement as needed) procedures to restore any loss of data.”  [45 C.F.R. § 164.308 (7)(ii)(B)]
The Rule requires covered entities to implement procedures to restore EPHI from backup data.  This will help covered entities minimize the impact of a disaster while restoring operations in contingency mode.  The HIPAA requirement is broad in scope and allows covered entities to be flexible in their approach.  While most covered entities already have a disaster recovery plan, the HIPAA Security Rule requires EPHI to be a part of it.  




	State Requirements
	State rules require State departments to have an operational recovery plan, which provides necessary preparation to design and document a sufficient set of procedures to ensure continued agency operations in the event of a disaster or any other event resulting in unplanned discontinuation of IT systems operations.  [SAM § 4843]


	Disaster Recovery Plan Contents
	Several primary objectives must be completed to complete a disaster recovery plan.  The objectives include:

· Appointing teams or individuals to be responsible for the different responsibilities that must be performed immediately following a disaster.

· Establish the disaster recovery responsibilities each team or individual are to perform.

· Develop and provide the disaster recovery plan to those teams and individuals who will need it to perform their responsibilities.

· Develop and provide training to the teams or individuals who will have disaster recovery responsibilities.
· Periodically test the disaster recovery plan and make any changes that are necessary.

· Train all staff to be prepared for emergencies and what the protocol are for all employees.
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	DECISION POINT:  Current Disaster Recovery Plan

Does your organization have a plan to recover data during a disaster? 

You need to develop and document a plan to recover your data during a disaster.  You need to address the security of confidential information, such as EPHI, during the recovery process.  

	
	


	Management Awareness and Support
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	Management awareness and support is the first and most important step in creating a successful contingency plan. To obtain the necessary resources and the time required from each area of the organization, senior management has to understand the business impacts and risks that may exist in their business practices. Several key tasks are required to achieve management awareness and support, including actions taken to minimize business impacts and risks.  Management responsibilities include:

· Ensuring a full commitment to developing a contingency plan,

· Setting policies and goals,

· Making funding and resources available,
· Taking responsibility for the outcome of the disaster recovery plan development, and

· Appointing a team for the process.


	Developing the Team

[image: image35.wmf]
	Senior management should establish an Operations Recovery Management Team of specific people to:

· Develop contingency plan goals, 

· Identify critical areas of the business that must be dealt with immediately during a disaster, 

· Determine sections and task priorities,

· Respond immediately after a disaster,

· Coordinate disaster recovery activities.  

The team should include members from all business areas so that there is representation from program experts, information technology experts, facility experts, budget/fiscal experts, legal counsel, public relations, and other appropriate representatives.  

To create a contingency plan; including a disaster recovery plan and an emergency mode plan, your planning group needs to thoroughly understand the business and its processes, technology, networks, systems, and services.  The plan should contain the following key information:


	
	· Responsibility – Each individual involved should have his/her responsibilities defined to ensure clear understanding in a chaotic situation.  All tasks should be divided and then assigned.  Individuals must know what is expected of them, which is done through training, practice drills, communication, and documentation.

· Authority – In times of crisis, it is important to know who is in charge.  Teamwork is important in these situations, and almost every team does better with an established and trusted leader.  Leaders must understand what type of direction they will be providing to the rest of the employees.  Clear-cut authority will aid in reducing confusion in times of crisis and in increasing cooperation from workforce members.  

· Priorities – It is extremely important to distinguish between “critical” and “nice-to-have.”  It is necessary to know which sections must come online first, second, and so on.  This way, efforts are executed in the most useful, effective, and focused manner.  


	
	· Implementation and Testing – Once a disaster recovery plan is developed, it has to be put into action.  It needs to be documented and placed in areas that are easily accessible in times of crisis.  The people that are assigned specific tasks need to be informed and trained, and drills need to be performed so that the different situations can be practiced.  The drills should take place at least once a year, and the entire program should be continually updated and improved.



	
	It is important that the team is made up of people who are familiar with each of the covered entity’s sections or is made up of representatives from each department.  Since each department is unique in its functionality and has unique risks and threats, representation on the team ensures all issues and risks are addressed.  


	State Requirements
	State rules require State departments to establish an Operational Recovery Planning Team, which will be responsible for performing detailed technical analysis and planning functions fundamental to the disaster recovery plan. [SAM § 4843]
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	DECISION POINT:  Developing the Contingency Team

Who is on the disaster recovery team in your organization?

Organizations need to ensure that a team has been assigned to carry out the disaster recovery plan and representatives from the various program areas or departments are included to provide different perspectives on how their program areas or departments operate. 
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	MAJOR CONSIDERATION:  Contingency and Security Management Teams

In the event of a disaster, the Security Management Team should be focused on the security of the organization, while the Contingency Team should be focused on contingency events, such as, evacuating employees, administering first aid, performing a headcount, performing data back-ups, powering down servers, and securing server rooms.  The two teams should work together during a disaster.

	
	


	Operations Recovery
	The first few days immediately following a disaster may be critical to the ongoing operations of an organization.  Therefore, careful planning and assignment of responsibilities are needed to minimize the impact of a disaster to an organization’s function.  A disaster recovery plan will address these few days.  A group of teams or individuals are needed to address the responsibilities inherent after a disaster.


	Operations Recovery Management Teams
	Covered entities will need to assign leadership responsibilities to an individual to oversee operations recovery activities.  This individual may be assisted by a manager and team to fulfill the oversight duties.  In addition, a team or individual will need to perform the following responsibilities:

· Damage assessment and salvage, 
· Physical security, 

· Communication,

· Hardware installation,

· Information technology technical activities,

· Information technology operations support activities, and

· Administrative functions.

For listings of potential functions and responsibilities for each team, see Exhibit 4, Responsibilities of the Operations Management Teams.


	Operations Recovery Management Director
	The director is responsible for the overall operations of recovery activities.  He/she is responsible to declare the disaster and enact the disaster recovery plan.  He/she is responsible to ensure that employees have received adequate training on emergencies to suit their role in the organization.  In addition, the director is responsible to ensure the disaster recovery plan is maintained and tested.
For more information about the duties of the Operations Recovery Management Director, see Exhibit 4, page 2.



	Operations Recover Manager and Team
	The operations recovery manager and team will provide the necessary support to the director.  This may include responsibility for the development, maintenance and testing of the disaster recovery plan, selection and appointment of members to the Recovery Teams and appropriate vendors (see Exhibit 5, 6, and 7 for rosters of Recovery Teams and vendors), distribution of the plans, testing and training.  The manager and team may also be responsible for coordination of the Recovery Teams and their reports immediately following the disaster.  (See Exhibit 8 for a checklist of duties for the operations recovery management team.)
For more information about the duties of the Operations Recover Manager and Team, see Exhibit 4, page 3.



	
	Sample Operational Recovery Organization Chart
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	The organization chart above represents a sample Operational Recovery Team that is led by a director and includes the specific responsibilities that individuals on the team need to execute when a crisis occurs.  




	Damage Assessment and Salvage Team
	The damage assessment and salvage team is the first team to have access to the organization’s facilities after emergency personnel permits.  This team is responsible for determining the damage and accessibility to the facilities, data center, offices, environmental controls, computer room contents and office contents.  They are also responsible to make the initial assessment on the need for physical security.  This team will provide the estimate of the recovery time based on the extent of the damage.  In addition, this team is responsible for assessing the damage to equipment, if it can be repaired or salvaged, and obtaining the repairs.  (See Exhibit 9 for a form to collect damage information and a checklist of the responsibilities of the damage assessment team.)
For more information about the damage assessment and salvage team, see Exhibit 4, page 7.




	Physical Security Team
	The physical security team is responsible to assess the damage to secure entries to the facility or to the data center.  They are responsible for maintaining the list of individuals authorized to have access to the facility immediately following a disaster and to ensure that only those individuals and emergency personnel have access.  This team is responsible for providing security for the transportation of files, reports and equipment.  (See Exhibit 10 for a checklist of the responsibilities of the physical security team.)
For more information about the physical security team, see Exhibit 4, page 7.




	Communications Team
	The communications team is responsible to establish communications systems immediately following the disaster.  They are responsible to assess the communication needs of the various personnel and the needs for network equipment.  This may entail reestablishing existing systems or establishing a new system at a recovery site.  They will coordinate procurement of communication equipment with the administration team.  (See Exhibit 11 for a checklist of the responsibilities of the Communication Team.)
For more information about the communications team, see Exhibit 4, Page 8.




	Hardware Installation Team
	The hardware installation team is responsible for the installation of any new or salvaged equipment at the facility or at the recovery site.  This team verifies the occupancy requirements of the recovery site and notifies the management of the site of the impending occupancy.  They are responsible for monitoring the location of all equipment.  This team ensures the installation of temporary terminals to be used immediately after the disaster.  (See Exhibit 12 for a checklist of the responsibilities of the hardware installation team.)
For more information about the hardware installation team, see Exhibit 4, Page 10.




	Information Technology Operations Team
	The IT operations team is responsible for assisting the IT technical team as required.  They are required to obtain the backup data and ensure that new backup data is sent to off-site storage.  They are responsible for monitoring the location of all IT materials.  This team is generally responsible for the operational needs of the IT technology team.  (See Exhibit 13 for a checklist of the responsibilities of the IT operations team.  (See Exhibit 13 for a checklist of the duties of the IT operations team.)
For more information about the IT operations team, see Exhibit 4, page 10.




	Information Technology Technical Team
	The IT Technical Team is responsible for restoring the operating systems, applications, network software and production data from the back ups.  They are responsible for the testing to verify the restoration was successful.  The team is also responsible for making any changes necessary to the system and for completing daily backups as soon as the system is functioning.  (See Exhibit 13 for a checklist of the responsibilities of the IT technical team.)
For more information about the responsibilities of the IT technical team, see Exhibit 4, page 11.


	Administration Team
	The administration team is responsible for preparing, coordinating and obtaining approval for all procurement requests, coordinating delivery of equipment, monitoring procurements and deliveries, arranging lodging and travel and providing temporary supportive services to the Recovery Teams.  (See Exhibit 15 for a checklist of the responsibilities of the administration team.)
For more information about the administrative team, see Exhibit 4, page 12. 




	Reporting Disasters
	Covered entities may wish to have a standard procedure within their organization for employees or others to report disasters.  The procedure may include information about who to report disasters and about following the instructions of emergency personnel.  (See Exhibit 16 for a generic disaster procedures form which may be customized to meet a covered entities business practices.)



	Data Backup Plans


	In addition to the back up plan required as part of a contingency plan, HIPAA requires covered entities to have exact copies of data backed up before moving equipment.  

For more information regarding data backup plans, see the section above on Data Backup Plans.




5. Emergency Mode Operation Plan
	Background
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	The HIPAA Security Rule requires that all covered entities have an emergency mode operation plan, which establishes procedures to enable the continuation of critical business processes during a disaster or an emergency.  It is important for covered entities to protect EPHI while operating in emergency mode operation.  The purpose of the HIPAA requirement is to ensure that covered entities have identified security procedures for protecting EPHI during emergency mode operations.  

Similar to what may happen after a natural disaster (e.g., a hurricane or tornado) occurs, widespread looting and vandalism may occur due to lack of security.  The area affected may not have power, disabling alarms and closed circuit televisions, and people may have evacuated the area.  The lack of these controls is attractive to thieves and vandals who look to capitalize during these situations.  

A covered entity will have many issues to address immediately following a disaster.  Protecting personnel’s lives is the most important step and should always be addressed first.  The next step should be protecting the covered entity’s assets and resuming normal business processes.  For the purposes of the HIPAA Security Rule, the covered entity’s assets are EPHI.  While resuming business processes, the covered entity must ensure their EPHI is secured.
Most covered entities should already have an emergency mode operation plan in place.  However, the HIPAA Security Rule requires that the protection of EPHI be included in these plans.



	Implementation Specification
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	An emergency mode operation plan is required.  The HIPAA Security Rule states:  
“Emergency mode operation plan (Required). Establish (and implement as needed) procedures to enable continuation of critical business processes for protection of the security of electronic protected health information while operating in emergency mode.”  [45 C.F.R. § 164.308(7)(ii)(C)]

The HIPAA Security does not specify how to implement this requirement, thus allowing covered entities to determine what is reasonable and appropriate for their organization.  



	Develop Your Emergency Mode Operations Plan
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	The previous sections of this chapter addressed data backup and data disaster recovery.  This section discusses various methods of emergency mode operations.  Emergency mode operation plans aim to:  
· Help the covered entity resume business operations after an interruption has occurred, and 
· Return the covered entity to normal operations as soon as possible.  
More specifically, covered entities must ensure the security of EPHI while in emergency mode.  


	
	During emergency mode operations, covered entities can:

· Restore operations at another facility,

· Restore operations using alternate equipment, or

· Perform operations using manual methods.  

Regardless of the method, covered entities must protect EPHI while operating in recovery mode.  Disruptions and disasters can come from three threat sources:  
· Human – such as employees, hackers, input errors, etc.

· Environmental – unscheduled downtimes, hard drive crashes, network outages, etc.

· Natural – floods, fires, tornadoes, etc.

The findings from the risk analyses that covered entities have conducted will have identified the risks that threaten their business practices.  
[Threat sources are defined in CalOHI Policy Memorandum 2005-56, Chapter 4: Security Management Process (which may be found on the CalOHI website at www.ohi.ca.gov)]


	
	Using the findings from the criticality analysis, covered entities will know the systems, applications, data, and business functions that must continue immediately after a disaster.  An emergency mode operation plan includes:

· Identifying alternative hardware to run critical business applications,
· Identifying alternative software to run critical business applications, and 

· Identifying alternative associated administrative and operational procedures to ensure a smooth transition in the event of a disaster. 

[45 CFR § 164.308 (7)(ii)(c)]   


	
	The emergency mode operation plan should be based on the criticality analysis and should address alternatives to the systems, applications, data, and business functions that support the critical business activities.  The plan should address the expected down time of services, action plans, and escalation procedures.  It should also address facilities recovery, networks, communication equipment, applications, clients, servers, data, and environmental resources.  Hughes states:  “Considerations must include the end-user’s specific needs, the location and storage of the critical data, and every component in-between.”




	Types of Disruptions
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	A comprehensive emergency mode operation plan should address different scenarios based on the types of disasters identified in the risk analysis.  The plan must address all types of disruptions: non-disasters, disasters, and catastrophes, all of which may have differing impacts on business activities.   
For more information regarding the types of disruptions, see Exhibit 2, which is attached to this Chapter.


	Alternate Solutions

	Alternate solutions exist so that entities can continue their business activities during a disaster or emergency.  For larger disasters and catastrophes that impact the primary facility, an off-site backup or recovery site may be needed.  The emergency mode operation plan may include a strategy to recover and perform operations at a recovery facility for an extended period of time.  This arrangement allows for the original facility to be repaired or restored to normal operations in the meantime.  There are basically seven types of alternate solutions when operating in emergency mode, each with their own advantages and disadvantages.  They include:

· Cold sites,

· Warm sites,

· Hot sites,

· Other organization sites,

· Mobile sites,

· Mirrored sites, and
· Vendors.

The alternative solutions are discussed in detail in Exhibit 2, which is attached to this Chapter.  In additional, an Alternative Sites Cost Consideration Template may be found in Exhibit 17.  This form may be used to make comparisons of the costs for the above types of alternative recovery sites.
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	DECISION POINT:  Alternative Solutions 

What alternative will you choose to handle your operations when in emergency operation mode?  
You need to decide on the alternative solution will best fit your business practices in emergency mode.  If you choose to use another organization’s facilities, you need to formalize a reciprocal agreement.  If you do have an alternate site or reciprocal agreement, you must ensure that it has been tested.  Once you have decided upon a solution for emergency mode operations, you need to document the alternative.

	
	


	Prioritizing Systems, Applications, or Data
	When more than one system is critical to a covered entity, decisions need to be made about which system will have priority for restoration.   The covered entity may consider the following factors when determining which systems or data to restore and in what order:


	
	· The targeted system or data would require significant effort to restore, and/or the restoration process is disruptive to the business or other systems.  

· The targeted system or data would require a moderate effort to restore, and/or the restoration process is disruptive to the system. 

· The targeted systems or network can be easily restored.
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	DECISION POINT:  Priority of Systems, Applications, and Data
Have you determined the priority of systems, applications, and data to be restored during a disaster or an emergency?

If you have more than one business activity/system which needs to continue functioning during a disaster, prioritize the systems to be restored and the order.  This decision will be part of the emergency mode operation plan and will ensure that workforce members will know what to restore first during an emergency.

	
	


	Procedure Contents
	The HIPAA Security Rule does not specify what to include in the plan but allows covered entities flexibility in determining what is reasonable and appropriate for their organization.  Documentation is an essential part of the emergency mode operation plan.  Restoring a whole environment after a disaster can be overwhelming.  The time during and immediately after a disaster or an emergency will most likely be chaotic and stressful.  


	
	To effectively implement an emergency mode operation plan, organizations must accomplish several steps:  

· Develop an emergency mode operation plan strategy, which includes:
· Seeking executive support and approval of plan process and
· Utilizing a team to develop the plan

· Document the plan.


	
	The following procedural contents should be included in the plan:
· Process to follow when initiating emergency mode operations:

· Start alternative systems use,

· Start alternative applications use,

· Initiate disaster data recover plan, and

· Start necessary business functions.

· How to:

· Perform a full restore, 

· Configure operating systems and servers, 

· Install utilities properly, 

· Install proprietary software, and

· Perform other business functions necessary to support the critical systems.


	
	The first obligation of organizations in an emergency is to ensure the safety of their work force members.  To the extent desired, covered entities may want to include emergency procedures that address the safety of their workforce during and immediately after a disaster.  
For more information regarding emergency procedures, see Exhibit 2, which is attached to this Chapter.


	
	The actual format of the plan will depend on the environment, goals of the plan, priorities, and identified risks.  After a draft of the plan has been created, management should approve the disaster recovery strategy.  If a disaster recovery strategy is already established, the plan will need to be reviewed to ensure that the security of EPHI is addressed.


	
	Impacted staff members need to be trained on expectations in emergencies.  In addition, a procedure manual outlining activities to be performed during an emergency need to be developed.  Procedures need to be documented so that when they are needed, staff will know what is expected of them and what to do to assist in restoring operations.  
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	MAJOR CONSIDERATION:  Including EPHI in Your Emergency Mode Operation Plan 

Is EPHI included in your emergency mode operation plan?
Since the HIPAA Security Rule is focused on the protection of EPHI, this needs to be included in the scope of your emergency mode operation plans.  You must determine the impact if EPHI is not available to your organization and operations.  
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	DECISION POINT:  Emergency Mode Procedures
Do you have procedures for your workforce to follow during an emergency?

You need to develop procedures for your workforce to follow during an emergency.  You need to ensure that EPHI security is addressed in your procedures.  The procedures will be key in preventing confusion and ensuring security of your data as critical business activities are restored during and after an emergency.

	
	


	Restoration
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	A covered entity is considered to be in an emergency state until it is back in operations at the original site or with its original equipment.  There are many logistical issues to consider when a covered entity returns to the original work site.  The least critical work should be moved back first, so if there are issues such as networking or connectivity, the critical operations are not negatively affected.
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	DECISION POINT:  Restoration
Have you prioritized the systems, applications, and data to be restored back to the original site or equipment?

You need to determine the priority and the order of the systems, applications, and data that need to be restored back to your original site or equipment.  This decision will need to be documented in your emergency mode operation plan so that your workforce members will know what to restore first.

	
	


6. Testing and Revision Procedures

	Background
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	Testing and revision procedures are a part of the HIPAA Security Rule’s contingency plan requirement.  The testing and revision procedures specification recommends that covered entities regularly test and revise their contingency plans to reflect changes in their environment.
Contingency plans should be tested periodically because of environmental changes.  Tests will identify the need for more improvements.  The responsibility of periodic tests and plan maintenance should be assigned to a specific team or group.  The maintenance of contingency plans may be incorporated into change management procedures to ensure that any changes in the environment will be reflected in the plan itself.  Change management is used in larger environments where significant information technology changes are communicated before implementation so that various groups are aware of changes that may affect their functions.
Covered entities can run various tests to ensure their contingency plans are kept up to date.  In this section, we will discuss various methods of testing.  Covered entities must continually update their plans to ensure they do not become out-of-date.  By keeping contingency plans updated, the impact of a disaster is minimized, and covered entities can recover operations as quickly as possible.


	State Requirements
	State rules require State departments to periodically test their operational recovery plan.   Each department must file their Operation Recovery Plan with the Department of Finance per the quarterly reporting schedule (SIMM Section 05).  [SAM § 4843.1]



	Reasons Plans Become Outdated
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	It is important to test and review the plan frequently.  Some reasons why disaster recovery plans become outdated are:

· Infrastructure and environment changes,

· Reorganization and restructures,

· Hardware, software, and applications changes,

· The fact that people feel their work is complete after implementation,

· Personnel turnover, and

· The tediousness of maintaining large plans.



	Ways to Keep Plan Updated
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	Here are some ways to keep disaster recovery plans active:

· Include disaster recovery as a part of business decisions,

· Insert maintenance responsibilities into job descriptions,

· Include maintenance in personnel evaluations,

· Perform reviews that include disaster recovery, documentation, and procedures, and

· Perform regular drills that use the plan.


	Implementation Specification
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	The implementation specification for testing and revision procedures is addressable.  The HIPAA Security Rule states: 
“Testing and revision procedures (Addressable). Implement procedures for periodic testing and revision of contingency plans.”  [45 C.F.R. § 164.308(7)(ii)(D)]
1. If implementing testing and revision procedures is reasonable and appropriate, the covered entity must implement them. 


	
	2. If implementing testing and revision procedures is not reasonable and appropriate, but the overall standard cannot be met without implementing an alternative security measure, a covered entity must: 
a. Document why it would not be reasonable and appropriate to implement testing and revision procedures and
b. Implement and document the alternative that accomplishes the same purpose as testing and revision procedures.


	
	3. If implementing testing and revision procedures is not reasonable and appropriate, and the overall standard can be met without implementation of an alternative measure, a covered entity must: 
a. Document the decision not to implement testing and revision procedures; 

b. Document why it would not be reasonable and appropriate to implement testing and revision procedures; and 

c. Document how the standard is being met.

The HIPAA Security Rule does not specify how to implement this requirement but allows covered entities flexibility in determining what is reasonable and appropriate for their organization.  While many organizations already have testing and revision procedures for their contingency plans in place, they need to ensure that their testing and revision procedures include the protection of EPHI.  


	[image: image53.wmf]
	DECISION POINT:  Testing Your Contingency Plan
Do you regularly test your contingency plan for effectiveness?

You will need to determine how often to test your contingency plan and whether there is a testing schedule.  Covered entities may test quarterly, bi-annually, annually, or whenever there is a significant change to their environment.  

	
	


	Types of Tests and Drills
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	Contingency plan tests and drills should be performed at least once a year because there may be:

· Flaws in the plan,
· Flaws in the implementation,
· New systems or applications introduced subsequent to the plan implementation, and
· More effective back up and/or emergency mode alternatives available.  


	
	A covered entity should not have real confidence in a plan until a test or drill has been performed.  Tests and drills prepare personnel for what they may face and enable them to learn the tasks expected of them.  These tests and drills also point out deficiencies in the plan and procedures, which may need to be altered, to the planning team and management.  The tests and drills will demonstrate that an organization can function in emergency mode and can recover after a disaster.


	
	The test should have a predetermined scenario with which the covered entity may be faced.  The following should be determined before testing a disaster recovery plan:

· Scope of the test,

· Areas of the plan to be tested,

· Parameters for success or failure,

· Timing and duration of the test or drill,

· Assignments of the test or drill,

· Hardware, software, personnel, procedures, or communication lines to be tested, and

· Equipment at and/or transportation to an alternate site.


	
	Most covered entities cannot afford these drills to interrupt productivity, so the drills may need to take place in sections, which will require logistics planning.  The first drill may not include all employees but a smaller group of people.  Then, larger drills may take place so that overall operations will not be negatively affected.  The people carrying out these drills should expect problems and mistakes.  Organizations can learn from the mistakes made during these drills so that they may be avoided during a real disaster.  There are several different types of tests and drills an organization can perform. 
For more information regarding the different types of tests and drills, see Appendix to Chapter 11: Contingency Plan, Exhibit 2, which is attached to this Chapter. 
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	DECISION POINT:  Types of Tests
What type of test will your organization perform to ensure that your disaster recovery plan works?
You need to test your contingency plan to ensure that the plan will actually work in the event of a disaster.  You need to determine the test that is most effective for your business practices.  Critical factors, such as response times and needed resources, may be determined by testing.  

	
	


	Implementation Strategy
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	Prior to testing disaster recovery plans, the disaster recovery team can perform an analysis and review to go over plan specifics. Practices for disaster recovery using roundtable discussions, role-playing, and/or disaster scenario training will help lead to plan testing.   Once the testing results become available, covered entities will need to determine the parts of their contingency plan that will need to be changed to be more effective. 
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	DECISION POINT:  Altering Your Contingency Plan

Have you altered your contingency plan to reflect the results of your testing?

You need to alter your contingency plan based on the results of your test findings.  The changes should make the plan more effective.  Changes should be approved by management, documented, and communicated to the contingency plan team.


Decision Points

	ISSUE IMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Classifying Data

	 FORMCHECKBOX 

	
	
	
	Developing the Contingency Team

	 FORMCHECKBOX 

	
	
	
	Scope of Contingency Plan

	 FORMCHECKBOX 

	
	
	
	Identifying Critical Business Activities

	 FORMCHECKBOX 

	
	
	
	Critical Supporting Functions

	 FORMCHECKBOX 

	
	
	
	Supports for the Critical Business Activities

	 FORMCHECKBOX 

	
	
	
	Interdependencies

	 FORMCHECKBOX 

	
	
	
	Current Backup Plan

	 FORMCHECKBOX 

	
	
	
	Data Backup Hardware

	 FORMCHECKBOX 

	
	
	
	Current Data Backup Software Method

	 FORMCHECKBOX 

	
	
	
	Current Disaster Recovery Plan

	 FORMCHECKBOX 

	
	
	
	Alternative Solutions

	 FORMCHECKBOX 

	
	
	
	Priority of Systems, Applications, and Data

	 FORMCHECKBOX 

	
	
	
	Emergency Mode Procedures

	 FORMCHECKBOX 

	
	
	
	Restoration

	 FORMCHECKBOX 

	
	
	
	Testing Your Contingency Plan

	 FORMCHECKBOX 

	
	
	
	Types of Tests

	 FORMCHECKBOX 

	
	
	
	Altering Your Contingency Plan

	
	
	
	
	


Major Considerations

	ISSUE IMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Contingency and Security Management Teams

	 FORMCHECKBOX 

	
	
	
	Including EPHI in Your Backup Plan

	 FORMCHECKBOX 

	
	
	
	Backup Data Storage

	 FORMCHECKBOX 

	
	
	
	Including EPHI in Your Emergency Mode Operation Plan
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