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Physical Security Checklist

	PURPOSE:  
	This form provides a checklist to ensure the physical security of the disaster site; the alternative site; and files, reports, and equipment in transit.  It is to be used by the Physical Security Team.  


	RECOVERY SITE


Assemble at the designated site for a briefing on the extent of damages, escalation plan, and security support required upon notification of a disaster by the Operations Recovery Management Team.

	 Initials:


	Date:  
	Time:  


	AUTHORIZED PERSONNEL


List the individuals who have been authorized to have access to the building, data center, or other types of access immediately after a disaster.
	TEAM
	AUTHORIZED MEMBERS
	TYPE OF ACCESS

	Emergency Personnel (includes law enforcement, fire department personnel, etc.)


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Operations Recovery Management Team members


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Damage Assessment and Salvage Team members


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Physical Security Team


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Administration Team


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Hardware Installation Team


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Communications Team


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Information Technology Team


	
	

	
	
	

	
	
	

	
	
	

	
	
	


	PHYSICAL SECURITY


Establish the physical security at the organization’s facilities to restrict damaged area access to those individuals whose functions require them being in the immediate area, such as the Damage Assessment and Salvage Team, insurance company investigators, organization’s vendors, and building engineers.

	Required Considerations in the Level of Security
	YES
	NO

	Is entry into the damaged area safe?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Is the damage exclusively at the organization’s offices?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Is there damage to the entire building or has access to the building been restricted by emergency and building management personnel?
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Are guards required to restrict access to ensure personnel safety or to eliminate possible vandalism or theft?


	 FORMCHECKBOX 

	 FORMCHECKBOX 


	 Initials:


	Date:  
	Time:  


	COORDINATION OF ACCESS


Depending upon the extent of damage to the physical building, coordinate access with emergency personnel and facilities management for those who need to enter the building.  If the organization is in a leased building coordinate access with the building management company.  The Building Management Company contact is:

	Name:


	Address:

	8 AM – 5 PM Telephone Number:


	24 Hour Telephone Number:


	Cellular Telephone Number:


	Email Address:



	 Initials:


	Date:  
	Time:  


	IN-TRANSIT SECURITY


Provide security for all files, reports, and equipment in transit as requested by the Management Team.

	Initials:

	Date:  
	Time:  


	INVESTIGATIVE PERSONNEL


Provide security for individuals investigating the damaged site.  

	Initials:

	Date:  
	Time:  


Under no circumstances should the Physical Security Team make any public statements regarding the disaster, its cause, or its effects on the organization’s operations.
THE TEAM SHALL NOT ENTER THE DISASTER AREA UNTIL EMERGENCY PERSONNEL GIVE PERMISSION.

The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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