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INFORMATION TECHNOLOGY OPERATIONS TEAM CHECKLIST
	Purpose
	To provide operating support for the production systems at the backup data center and to assist the other Recovery Teams in establishing operations at the backup site.


	RECOVERY SITE


Assemble at the designated site for a briefing on the extent of damages, escalation plan, and support required upon notification of a disaster by the Operations Recovery Management Team.

	Initials:


	Date:  
	Time:  


	NEW PICK-UP LOCATION


Schedule a new pick-up location with the off-site storage vendor.

	Initials:


	Date:  
	Time:  


	OFF-SITE STORAGE


Contact the off-site storage facility to request the stored backup tapes, equipment, manuals, and documentation.  You will need to provide them with the following:

	ORGANIZATION ACCOUNT NUMBER
	EMPLOYEE ACCOUNT NUMBER

	
	


These numbers are contained on your Disaster Recovery Plan (DRP) card.  This card should be carried with you at all times.  If you are not an authorized card holder or have lost your card, contact an alternative card holder.  The following people have a valid DRP Card
	NAME OF DPR CARD HOLDER

	

	

	

	

	

	


Obtain backup storage containers for software, e.g., files, applications, etc.  These numbers are determined from the pick-up slips located in the backup log book maintained by the System Administrator.  If the backup log book is not available, the vendor may refer to its records and deliver the last two containers picked up.

	Backup Storage Container Name/Contents
	Backup Medium Storage Container Numbers

	
	

	
	

	
	

	
	

	 Initials:


	Date:  
	Time:  


Obtain backup storage containers for equipment.  These numbers will be found in the off-site inventory log.

	Backup Storage Container Name/Contents
	Backup Equipment Storage Container Numbers

	
	

	
	

	
	

	
	

	 Initials:


	Date:  
	Time:  


	RECEIPT OF DELIVERY


Receive the delivery of backup tapes, manuals, and documentation at the recovery site.

	Data Backup & Software
	 Initials:


	Date:  
	Time:  

	Hardware/Equipment
	 Initials:


	Date:  
	Time:  


	DAILY BACKUPS


Coordinate with the off-site storage vendor to ensure the tapes are sent daily to the off-site storage facility.

	Initials:


	Date:  
	Time:  


	ALTERNATIVE SITE LOG


Set-up and operate a sign-in, sign-out procedure for all materials sent to and from the alternative site.
	 Initials:


	Date:  
	Time:  


	SECURITY MONITORING


Monitor security of the alternative site and UNIX network, if appropriate.
	 Initials:


	Date:  
	Time:  


	PRODUCTION SUPPORT


Provide production support to users as needed.
	 Initials:


	Date:  
	Time:  


Under no circumstances should the Communications Team make any public statements regarding the disaster, its cause, or its effects on the organization’s operations. 
THE TEAM SHALL NOT ENTER THE DISASTER AREA UNTIL EMERGENCY PERSONNEL GIVE PERMISSION.

The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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