[image: image1.png]State of California

GCal 0l

Office of HIPAA Implementation



CalOHI Policy Memorandum 2005-62
Exhibit 14

INFORMATION TECHNOLOGY TECHNICAL TEAM CHECKLIST
	PURPOSE
	To obtain off-site tape backups, restore and test the operating systems, applications and network software needed to provide the capabilities required within the Critical Time Frames specified.


	RECOVERY SITE


Assemble at the designated site for a briefing on the extent of damages, escalation plan, and support required upon notification of a disaster by the Operations Recovery Management Team.

	 Initials:


	Date:  
	Time:  


	RESTORATION


Restore the operating systems, applications, network software, and production data from the backup tapes.

	Initials:


	Date:  
	Time:  


	TAPE INITIALIZATION


Initialize new tapes, as required for the recovery process.

	 Initials:


	Date:  
	Time:  


	TESTING


Test and verify that the restoration was completed successfully.

	Initials:


	Date:  
	Time:  


	MODIFICATIONS


Modify the operating and network software configurations to meet configuration standards.

	 Initials:


	Date:  
	Time:  


	DAILY BACKUPS


Complete daily backups of the entire operating system.

	Initials:


	Date:  
	Time:  


Under no circumstances should the Systems, Applications, and Network Software Team make any public statements regarding the disaster, its cause, or its effects on the organization’s operations.  
THE TEAM SHALL NOT ENTER THE DISASTER AREA UNTIL EMERGENCY PERSONNEL GIVE PERMISSION.

The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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