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Proposed HIPAA Security Rule

43249 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

The standard must be scalable.

The standard must be able to be implemented by all the affected entities, from the smallest provider to the largest clearinghouse. A single approach would be neither economically feasible nor effective in safeguarding health data. For example, in a small physician practice, a contingency plan for system emergencies might be only a few pages long, and cover issues such as where backup diskettes must be stored, and the location of a backup personal computer (PC). At a large health plan, the contingency plan might consist of multiple volumes and cover issues such as remote hot site operations and secure off-site storage of electronic media. The physician office solution would not protect the

large plan's data, and the plan's solution would not be economically feasible (or necessary) for the physician office. Moreover, the statute specifically directed the Secretary to take into account the needs and capabilities of small and rural health care providers, as those terms are defined by the Secretary. The scalability of our approach addresses this direction. We are not proposing specific definitions of ``small'' and ``rural'' health care providers because the statute provides no exemptions or special benefits for these two groups. However, we solicit comments on the necessity to define these terms.

General Approach

We would define the security standard as a set of requirements with implementation features that providers, plans, and clearinghouses must include in their operations to assure that electronic health information pertaining to an individual remains secure. The implementation features address specific aspects of the requirements. The standard does not reference or advocate specific technology. This would allow the security standard to be stable, yet flexible enough to take advantage of state-of-the-art technology.
43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

c. Contingency Plan. We would require a contingency plan to be in effect for responding to system emergencies. The organization would be required to perform periodic backups of data, have available critical facilities for continuing operations in the event of an emergency, and have disaster recovery procedures in place. To satisfy the requirement, the plan would include the following:


· Applications and data criticality analysis,

· A data backup plan,

· A disaster recovery plan,

· An emergency mode operation plan, and

· Testing and revision procedures.

43253 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
b. Media Controls. Media controls would be required in the form of formal, documented policies and procedures that govern the receipt and removal of hardware/software (for example, diskettes, tapes) into and out of a facility. They are important to ensure total control of media containing health information. These controls would include the following mandatory implementation features:

· Controlled access to media.

· Accountability (tracking mechanism).

· Data backup.

· Data storage.

· Disposal

Final HIPAA Security Rule

8344 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Comment: One commenter believes the rule is arbitrary and capricious in its requirements without any justification that they will significantly improve the security of medical records and with the likelihood that their implementation

may actually increase the vulnerability of the data. The commenter noted that the data backup requirements increase access to data and that security awareness training provides more information to employees.

Response: The standards are based on generally accepted security procedures, existing industry standards and guidelines, and recommendations contained in the National Research Council’s 1997 report For The Record: Protecting Electronic Health Information, Chapter 6. We also consulted extensively with experts in the field of security throughout the health care industry. The standards are consistent with generally accepted security principles and practices that

are already in widespread use. Data backup need not result in increased access to that data. Backups should be stored in a secure location with controlled access. The appropriate secure location and access control will vary, based upon the security needs of the covered entity. For example, a procedure as simple as locking backup diskettes in a safe place and restricting who has access to the key may be suitable for one entity, whereas another may need to store backed-up information off-site in a secure computer facility. The information provided in security awareness training heightens awareness of security anomalies and helps to prevent security incidents.
We proposed that a contingency plan must be in effect for responding to

system emergencies. The plan would include an applications and data

criticality analysis, a data backup plan, a disaster recovery plan, an emergency

mode operation plan, and testing and revision procedures.  In this final rule, we make the implementation specifications for testing and revision procedures and an applications and data criticality analysis addressable, but otherwise require that the contingency features proposed be met.
8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Comment: Several commenters suggested the contingency plan requirement be deleted. Several thought that this aspect of the proposed regulation went beyond its intended scope. Another believed that more discussion and development is needed before developing regulatory guidance on contingency plans. Others wanted this to be an optional requirement. In contrast, one commenter requested more guidance concerning contingency planning. Still others wanted to require

that a contingency plan be in place but stated that we should not regulate its contents. One comment stated that data backup, disaster recovery, and emergency mode operation should not be part of this requirement.

Response: A contingency plan is the only way to protect the availability,

integrity, and security of data during unexpected negative events. Data are

often most exposed in these events, since the usual security measures may

be disabled, ignored, or not observed.  Each entity needs to determine its

own risk in the event of an emergency that would result in a loss of operations.

A contingency plan may involve highly complex processes in one processing site, or simple manual processes in another. The contents of any given contingency plan will depend upon the nature and configuration of the entity devising it. While the contingency plan standard must be met, we agree that the proposed testing and revision implementation feature should be an addressable implementation specification in this final rule. Dependent upon the size, configuration, and environment of a given covered entity, the entity should decide if testing and revision of all parts of a contingency plan should be done or if there are more reasonable alternatives. The same is true for the proposed

applications and data criticality analysis implementation feature. We have

revised the final rule to reflect this approach.
8354 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
We proposed that covered entities have media controls in the form of formal, documented policies and procedures that govern the receipt and removal of hardware and/or software (for example, diskettes and tapes) into and out of a facility. Implementation features would have included ‘‘Access control,’’  ‘Accountability’’ (tracking mechanism), ‘‘Data backup,’’ ‘‘Data storage,’’ and ‘‘Disposal.’’ In this final rule, we adopt most of these provisions as addressable

implementation specifications and add a specification for media re-use. We

change the name from ‘‘Media controls’’ to ‘‘Device and media controls’’ to more

clearly reflect that this standard concerns hardware as well as electronic media. The proposed ‘‘Access control’’ implementation feature has been removed, as it is addressed as part of other standards (see section III.C.12.c of this preamble).
8354 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Comment: A commenter was concerned about the resource expenditure (system and fiscal) for total e-mail backup and wanted a clarification of the extensiveness of data backup.  

Response: The data an entity needs to backup, and which operations should be used to carry out the backup, should be determined by the entity’s risk analysis and risk management process. The data backup plan, which is part of the required contingency plan (see § 164.308(a)(7)(ii)(A)), should define

exactly what information is needed to be retrievable to allow the entity to continue business ‘‘as usual’’ in the face of damage or destruction of data, hardware, or software. The extent to which e-mail backup would be needed would be determined through that analysis.

8366 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Combined proposed § 142.308(b)(2)(iii), ‘‘Data backup,’’ implementation feature with proposed § 142.308(b)(2)(iv), ‘‘Data storage’’ implementation feature, renamed as ‘‘Data backup and storage’’, moved to § 164.310(d)(2)(iv), and made it an addressable implementation specification.

8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
(A) Data backup plan (Required).  Establish and implement procedures to create and maintain retrievable exact copies of electronic protected health information.
[45 C.F.R. § 164.308(7)(ii)(A)]


State Administrative Manual (SAM)

4819.34     PROJECT APPROVAL AUTHORITY
(Revised 09/02)

1. Authority for approval of information technology projects lies with the Department of Finance, but it is the intention of the Director of Finance to delegate approval authority to agency directors to the maximum extent practicable. When an agency's proposed expenditures on information technology are consistent with established policies and when the agency has consistently adhered to those policies and successfully implemented information technology projects, Finance will consider delegating authority for the approval of expenditures to agency directors, as defined below. 
 
Finance will establish an agency-specific cost delegation level, i.e., the project cost level above which the agency must obtain Finance's approval of an FSR or Feasibility Study Report - Reporting Exemption Request (FSR-RER) (see SAM Section 4819.37) before the agency is authorized to initiate the project.
 
Finance's delegations fall into one of three general groups: 
 
Group 1 - Workgroup Computing Delegations–Agencies that have (1) established and currently maintain an acceptable operational recovery plan; (2) established an ongoing information management planning process; (3) defined an information technology infrastructure; and (4) adopted a comprehensive policy for the management of workgroup computing technologies will be delegated authority for the acquisition of equipment and software to support their workgroup computing activities. See SAM Section 4989.2.
 
Group 2 - Agency Delegation for Non-Reportable Projects –Approval authority for projects which are not classified as reportable is delegated to the agency director. Agencies undertaking delegated projects are expected to employ appropriate project review, approval, and reporting procedures as specified in SAM Sections 4819.35 and 4819.36. See SAM Sections 4819.37 and 4819.39 for a list of reportable project criteria and a definition of delegated cost threshold.
 
Group 3 - Requested Delegation for Reportable Projects–An agency with an acceptable Operational Recovery Plan and an Agency Information Management Strategy that has been approved by Finance may submit a Feasibility Study Report - Reporting Exemption Request (see SAM Section 4819.38) to Finance prior to the encumbrance or expenditure of funds, including the use of staff resources, on the project beyond the feasibility study stage. Finance will review the form and notify the agency whether it has been delegated approval authority for the proposed project. If delegation is not granted, the agency must submit the project FSR to Finance for approval. 
 
Among the factors considered by Finance in determining whether a project should be delegated are: 
  

a. The apparent adequacy of the agency's planning process; 
  

b. The cost, scope, and complexity of the project;
  

c. The size and composition of project staff;
  

d. The agency executive staff's project management experience;
  

e. The level of complexity and completeness of prior FSRs prepared by the agency;
  

f. The number and complexity of previous information technology projects attempted by the agency;
  

g. The demonstrated ability of agency project management staff to successfully monitor, control, and report progress during a complex undertaking; and
  

h. The agency's past success in applying information technology to attain goals on time and within budget and to realize expected objectives.

Delegation of approval authority will NOT normally be given for projects which: 

i. Have significant statewide, interdepartmental, or intergovernmental impact; 
  

j. Involve the establishment or use of nonstandard or extensive communication facilities; 
  

k. Propose software or equipment acquisition expenditures that are large in relation to the agency's information technology budget; 
  

l. Have the potential for involving new or unfamiliar technology;
  

m. Produce revenue for the state, such as licensing fees, tax collection, etc.;
  

n. Have a high potential risk associated with the security and confidentiality of the information being processed; or 
  

o. Depend upon decisions to be made during the development or enactment of the Governor's Budget, such as approval of a Budget Change Proposal or Budget Revision.
 

2. Splitting a project into smaller projects to avoid either fiscal or procedural controls is prohibited. 
  

3. Agencies undertaking delegated projects are expected to employ appropriate project review, approval, and reporting procedures as specified in SAM Sections 4819.35 (Feasibility Study Report) and 4819.36 (Project Reporting/Oversight) below.
  

4. All information technology projects are subject to audit. Documentation supporting project decisions must be kept by the agency for a minimum of two years following approval of the Post-Implementation Evaluation Report (PIER). See SAM Sections 4947-4947.2. 
  

5. Finance, at its discretion, may rescind previously delegated approval authority for individual projects or for all information technology activities in progress or proposed by an agency. Finance may require that project planning, design or implementation be halted or redirected.

The decision to rescind delegation will typically be based on review (audit) of the agency's information management practices; review of a specific project; redefinition of the project; significant increases in project cost projections; major cost overruns; specific control language placed on expenditures through legislation (i.e., the Budget Bill); identification of significant unresolved technical issues; or a change in the direction of state policy. 

4840     SECURITY AND RISK MANAGEMENT 
(Revised 09/02) 

State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies. They are responsible for the integrity of computerized information resources, and the authorization of access to those resources, and the authorization of access to those resources. All agency employees share in this responsibility as well.

Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are infomed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy. Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets. The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource. For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system. The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs. Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4841.1     AGENCY MANAGEMENT RESPONSIBILITIES  
(Revised 6/04) 

Executive Management–The agency director has ultimate responsibility for information technology security and risk management within the agency.  On an annual basis the Director of each state agency must submit an Department Designation Letter (SIMM Section 70) designating critical personnel.  See SAM Section 4845.  Each year, the agency director must certify that the agency is in compliance with state policy governing information technology security and risk management by submitting the Risk Management Certification (SIMM Section 70). See SAM Section 4842 and 4845.  The Director must also transmit each year an updated copy of the agency's Operational Recovery Plan or Operational Recovery Plan Certification (SIMM Section 70) to the Department of Finance. See SAM Sections 4843.1 and 4845.

Information Security Officer–The Information Security Officer (ISO) is required to oversee agency compliance with policies and procedures regarding the security of information assets. The ISO must be directly responsible to the agency director for this purpose and be of a sufficiently high-level classification that he or she can execute the responsibilities of the office in an effective and independent manner. It is acceptable to create this reporting relationship on a functional basis rather than reorganize the department.  To avoid conflicts of interest, the ISO (for agencies other than state data centers) should not have direct responsibility for information processing, technology operations, or for agency programs that employ confidential information.

Operational Recovery Coordinator-Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability.  The designated individual must have sufficient knowledge of information management and information technology within the agency to work effectively with the data centers and vendors in re-establishing information processing and telecommunications services after an event has occured.  The name, title, business address, and phone number of the coordinator must be submitted to the Department of Finance with the agency's Operational Recovery Plan and annual Department Designation Letter (SIMM Section 70), as appropriate.  See SAM Section 4845.

Technical Management–Agency information technology management is responsible for (1) ensuring that the necessary technical means of preserving the security and integrity of the agency's information assets and managing the risks associated with those assets and (2) meeting the responsibilities associated with its role as a custodian of information.

Program Management–Agency program managers are responsible (1) for specifying and monitoring the integrity and security of information assets and the use of those assets within their areas of program responsibility and (2) for ensuring that program staff and other users of the information are informed of and carry out information security responsibilities.

The establishment of positions to meet agency information security responsibilities must be justified in accordance with established personnel and budgetary requirements.

4842.2     AGENCY RISK MANAGEMENT PROGRAM
(Reviewed 02/02) 

The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process. Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program. See SAM Section 4819.3.

The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets. Among the practices that must be included in each agency's risk management program are:

Data Security Practices. Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases. Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21). Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption.

4843     OPERATIONAL RECOVERY PLANNING  
(Revised 09/02) 

The purpose of operational recovery planning is to assure continuity of computing operations for support of critical applications, producing the greatest benefit from remaining limited resources and achieving a systematic and orderly migration toward the resumption of all computing services within an agency. It is essential that service be restored as soon as possible and that those applications which are most critical to the continuity of agency operations remain in operation during the period of failure recovery.

It is significant to recognize that no disaster recovery program is ever complete. The spectrum of man-made and natural disasters combined with severity, timing and other variables is far too great and complex to adequately address in one document. As such, all disaster recovery programs are based upon available knowledge and assumptions, and must be adjusted to changing circumstances.

The operational recovery planning process provides necessary preparation to design and document a sufficient set of procedures to assure continued agency operations in the event of a disaster or any other event resulting in unplanned discontinuation of IT systems operations. Each agency's process should include the following elements and culminate with the documentation of results in the form of an Operational Recovery Plan: 

1. Establishment of an Operational Recovery Planning Team which will be responsible for the detailed technical analysis and planning functions that are fundamental to an operational plan; 
  

2. Development of an understanding of the agency's mission, including the organizational, managerial, and technical environments within which an effective Operational Recovery Plan must work; 
  

3. Re-assessment of the agency's identification of the most probable types of disaster occurrences and the cost effective protective measures to be implemented, that were identified as a result of the risk management process. See SAM Sections 4842 through 4842.21 for risk management policies; 
  

4. Assessment of the resource requirements (equipment, communications, data, software, personnel and time) required for the agency's critical applications identified through the risk management process; 
  

5. Identification and evaluation of alternative recovery strategies; 
  

6. Preparation of a cost benefit analysis for each alternative; 
  

7. Selection of the alternative that best responds to the agency's requirements for disaster recovery; 
  

8. Determination of specific recovery procedures and the time frame for their execution; 
  

9. Identification of individuals or teams within the agency that will be responsible for managing and implementing specific recovery procedures; and 
  

10. Documentation of the results of the planning process in the form of an Operational Recovery Plan, as specified in SAM Sections 4843.1 and 4845. 
4843.1     AGENCY OPERATIONAL RECOVERY PLAN  
(Revised 6/03) 

Each state agency (including each state data center) must maintain an operational recovery plan identifying the computer applications that are critical to agency operations, the information assets that are necessary for those applications, and the agency's plans for resuming operations following a disaster affecting those applications. If the agency employs the services of a state data center, it must coordinate the preparation of its operational recovery plan with the data center and must also provide the data center with updated lists of critical applications, applications resource requirements, run characteristics, etc., in conjunction with its workload estimates. Each agency must provide for periodic testing of its operational recovery plan.

Each agency must file an informational copy of its Operational Recovery Plan with the Department of Finance in accordance with the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05). If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan. If there are no changes to the agency's Operational Recovery Plan currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the Operational Recovery Plan.  An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance.

Each agency Operational Recovery Plan must cover a minimum of four topic areas: (1) summarization of agency strategy for managing disaster situations; (2) distinct management and staff assignment of responsibilities immediately following a disaster and continuing through the period of re-establishment of normal operations; (3) prioritization for the recovery of critical applications; and (4) operational procedures documented in a systematic fashion that will allow recovery to be achieved in a timely and orderly way.

A suggested Operational Recovery Plan Topic Outline is provided in SIMM Section 140.  It is important to adapt the detailed content of each plan section to suit the needs of the individual agency.

4845     IT SECURITY REPORTING REQUIREMENTS  
(Revised 6/04) 

1. Agency Operational Recovery Plan-As noted in SAM Section 4843.1, each 
a. Operational Recovery Coordinator – The director of each agency must certify that the agency is in compliance with the minimum requirements of the Agency Operational Recovery Plan (ORP) as outlined in SAM Section 4843.1.  Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability. See SAM Section 4841.1.
  

b. Operation Recovery Plan Certification – If there are no changes to the agency's Operational Recovery Plan that is currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the ORP. An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance. 
  

2. Incidents - Agency management must promptly investigate incidents involving the unauthorized or accidental modification, destruction, disclosure, loss, or access to automated files and databases, as well as incidents involving loss, damage, or misuse of information assets. 
  

a. Notifications - Departments shall immediately notify the California Highway Patrol (CHP) upon discovery of all IT security incidents and computer related crimes.  This includes, but is not limited to, any one or more of the following:

(1)  Any reportable incident as described in 2.b,
(2)  Any incident that may include the acquisition of protected information (name plus one or more of the following:  Social Security number, driver's license or state ID card number, financial account numbers),
(3)  Any unsuccessful virus attack that requires 20 hours or more of staff time to manage. 
  

b. Reports - Each agency having ownership responsibility for information (SAM Section 4841.4) must complete a Security Incident Report (SIMM Section 140).  The report, signed by the agency director and Information Security Officer, must be submitted to the Department of Finance within ten working days of the agency's becoming aware of an incident involving one or more of the following: 
  

1. Unauthorized intentional release, modification, or destruction of confidential or sensitive information or the theft of such information, including information stolen in conjunction with the theft of a computer or data storage device; 
  

2. Use of a state information asset in commission of a crime;
  

3. Tampering, interference, damage, or unauthorized access to computer data and computer systems as described in the Comprehensive Computer Data Access and Fraud Act.  This includes, but is not limited to successful virus attacks, web site defacements, and denial of service attacks.  See Penal Code Section 502; 
  

4. Intentional non-compliance by the custodian of information with his/her responsibilities as defined in SAM Section 4841.6; or 
  

5. Damage or destruction of state information assets, as defined in SAM Section 4840.4, or the theft of such assets, where the cost of repair or replacement, including staff time, exceeds $2000.
  

Finance may require that the agency provide additional information in conjunction with its assessment of the incident.
  

3. Risk Management Certification - Annual Certification-By January 31 of each year, or as instructed by Finance, the director of each agency must certify that the agency is in compliance with state policy governing information technology risk management by submitting the Risk Management Certification (SIMM Section 70).  See SAM Section 4842.
  

4. Department Designation Letter- Annual Certification - By January 31 of each year or as instructed by Finance.  In compliance with the requirement of SAM Section 4841.1 and SAM Section 4845, the director of each agency must certify and provide the name, title, business address, IMS code, email address, and telephone number of the agency's Information Security Officer and/or the Operational Recovery Coordinator on the form specified in SIMM Section 70.  Upon the designation of a new ISO and/or Operational Recovery Coordinator, the agency is required to submit an updated Department Designation Letter (SIMM 70) to Finance within ten working days.

5. known instances in which personal information has been distributed by the agency or obtained by any person in a manner not in accordance with law (Information Practices Act and the California Public Records Act) require reporting to the Department of Finance. (See the Information Practices Act, Civil Code Section 1798.3 for a definition of "personal information," and Section 1798.10 for specific reporting requirements.)

4982.2     POLICIES FOR DATA CENTER MANAGEMENT 
(Revised 09/02) 

Data Center Mission–Each data center shall have a statement of mission, which states the data center's objectives and outlines the services provided by the center.

Data Center User Interaction–

1. Each data center shall have a functional responsibility to provide liaison with the users of the center. This shall include establishing and maintaining user groups and forums appropriate to the requirements of the users and the mission of the center. 
  

2. Each data center shall make readily available a data center user guide which shall contain detailed and up-to-date descriptions of and instructions for the use of the various services offered by the center. This guide should describe the operational management processes required by user agencies to avail themselves of data center services including resources scheduling, problem management, system backup and recovery procedures and data communications network management. 

4989.3 - AGENCY ROLES AND RESPONSIBILITIES
(Revised 5/94) 

 

Management. Day-to-day management responsibility for workgroup computing configurations resides with the manager who has supervisory responsibility for the individual or individuals who use the products. The workgroup manager must certify that the acquisition of microcomputer commodity products for workgroup computing supports the accomplishment of unit objectives and that the individual or individuals who will be using the products will be trained in their use.

 

Agency management has a responsibility to establish standards of technical assistance in support of such LAN activities as installation, configuration, problem-determination, maintenance, backup, recovery and required activities beyond those normally associated with stand-alone personal computers.

 

Agency management is responsible for taking appropriate action in the event of employee misuse of workgroup computing technology or employee failure to comply with state and agency policy governing the use of workgroup computing.

4989.6 - WORKGROUP COMPUTING JUSTIFICATION FORM
(Revised 09/02) 

 

Instead of justifying the acquisition of microcomputer commodities for workgroup computing by completing an FSR (Sections 4920 through 4930), the agency may choose to document the justification through the use of the Workgroup Computing Justification Form. See SAM Section 4991.

 

The amount of information and degree of detail provided must be commensurate with the nature, complexity, risk and expected cost of the proposed workgroup computing effort. When such applications include the use of LAN components, such as servers or other shared devices, consideration and justification must be included for the necessary technical support for such activities as installation, configuration, problem-determination, maintenance, backup, recovery and required activities beyond those normally associated with stand-alone personal computers.

4989.7 - SECURITY OF WORKGROUP COMPUTING CONFIGURATIONS
(Revised 9/93) 

 

The theft or misuse of workgroup computing configurations owned by state agencies can involve property loss, threats to privacy, and threats to the integrity of state operations. Accordingly, agencies must implement appropriate safeguards to secure workgroup computing configurations and their associated files.

 

The following requirements apply to all state agencies:

 

General. The use of workgroup computing configurations within state agencies must be in accord with all applicable policy dealing with information technology security and risk management. See SAM Sections 4840-4845. Users of these configurations must be knowledgeable about the SAM provisions as well as agency security and risk management policies associated with workgroup computing configurations.

 

Confidentiality, Security, and Information Integrity. Information maintained in a workgroup computing configuration must be subjected to the same degree of management control and verification of accuracy which is provided for information in other automated files. Users of workgroup computing configurations should be cautioned to treat the associated data files with the same degree of care they would employ for files residing on mainframe or minicomputer systems. Files containing confidential or sensitive information (as defined in SAM Section 4841.3) should NOT be stored in workgroup computing configurations unless the agency can demonstrate that doing so is in the best interest of the state and adequate security precautions have been taken. The agency's Information Security Officer (ISO) should periodically inventory files maintained in workgroup computing configurations.

 

If a data file is downloaded to a workgroup computing configuration from another computer system, the requirements for information integrity and security which have been established for the data file must be adhered to while it is stored in the workgroup computing configuration.

 

Proposals to use workgroup computing configurations to maintain or access files containing confidential or sensitive data must be approved by the agency's Information Security Officer (ISO). The ISO must certify (see SAM Section 4991) that the proposal complies with the requirements of SAM Sections 4840 through 4845.

 

Software Integrity. Software used for workgroup computing configurations should be acquired from a reputable source which will accept responsibility for the integrity of the software. Agencies should implement precautionary measures when installing or copying software from other sources to workgroup computing configurations to ensure that the software is free of viruses or other factors which could disrupt or interrupt the proper operation of their workgroup computing configurations.

 

Physical Security. Agency management should protect workgroup computing configurations from theft and unauthorized use as they would any other costly asset. 

 

Backup. There should be agency policies in operation which mandate standards for the regular backup of all data, the method and frequency depend on the nature of the data. Adherence to these policies should be periodically checked.

ISO/IEC 17799:2000

1.1.3 Securing offices, rooms and facilities

A secure area may be a locked office or several rooms inside a physical security perimeter, which may be locked and may contain lockable cabinets or safes.  The selection and design of a secure area should take account of the possibility of damage from fire, flood, explosion, civil unrest, and other forms of natural or man-made disaster.  Account should also be taken of relevant health and safety regulations and standards.  Consideration should be given also to any security threats presented by neighboring premises e.g. leakage of water from other areas.

The following controls should be considered.

a) Key facilities should be sited to avoid to access by the public.

b) Buildings should be unobtrusive and give minimum indication of their purpose, with no obvious signs, outside or inside the building identifying the presence of information processing activities.

c) Support functions and equipment, e.g. photocopiers, fax machines, should be sited appropriately within the secure area to avoid demands for access, which could compromise information.

d) Doors and windows should be locked when unattended and external protection should be considered for windows, particularly at ground level.

e) Suitable intruder detection systems installed to professional standards and regularly tested should be in place to cover all external doors and accessible windows.  Unoccupied areas should be alarmed at all times.  Cover should also be provided for other areas, e.g. computer room or communications room.

f) Information processing facilities managed by the organization should be physically separated from those managed by third parties.

g) Directories and internal telephone books identifying locations of sensitive information processing facilities should not be readily accessible by the public.  

h) Hazardous or combustible materials should be stored securely at a safe distance from a secure area.  Bulk supplies such as stationary should not be stored within a secure area until required.

i) Fallback equipment and back-up media should be sited at a safe distance to avoid damage from a disaster at the main site.

8.1.1 Documented operating procedures

The operating procedures identified by the security policy should be documented and maintained.  Operating procedures should be treated as formal documents and changes authorized by management.

The procedures should specify the instructions for the detailed execution of each including:

a) processing and handling of information;

b) scheduling requirements, including interdependencies with other systems, earliest job start and latest job completion times;

c) instructions for handling errors or other exceptional conditions, which might arise during job execution, including restrictions on the use of system utilities (see 9.5.5);

d) support contracts in the event of unexpected operational or technical difficulties;

e) special output handling instructions, such as the special stationary or the management of confidential output, including procedures for secure disposal of output from failed jobs;

f) system restart and recovery procedures for use in the event of system failure.

Documented procedures should also be prepared for system housekeeping activities associated with information processing and communication facilities, such as computer start-up and close-down procedures, back-up, equipment maintenance, computer room and mail handling management and safety. 

8.3.1 Controls against malicious software 

g) appropriate business continuity plans for recovering from virus attacks, including all necessary data and software back-up and recovery arrangements (see clause 11);

8.4 Housekeeping

Objective:  To maintain the integrity and availability of information processing and communication services.

Routing procedures should be established for carrying out agreed back-up strategy (see 11.1) taking back-up copies of data and rehearsing their timely restoration, logging events, and faults, where appropriate, monitoring equipement environment.

8.4.1 Information back-up

Back-up copies of essential business information and software should be taken regularly.  Adequate back-up facilities should be provided to ensure that all essential business information and software be recovered following a disaster or media failure.  Back-up arrangements for individual systems should be regularly tested to ensure that they meet the requirements of business continuity plans (see clause 11).  The following controls should be considered.

a) A minimum level of back-up information together with accurate and complete records of the back-up copies and documented restoration procedures, should be stored in a remote location, at a sufficient distance to escape any damage from a disaster at the main site.  At least three generations or cycles of back-up information should be retained for important business applications.

b) Back-up information should be given an appropriate level of physical and environmental protection (see clause 7) consistent with the standards applied at the main site.  The controls applied to media at the main site should be extended to cover the back-up site.

c) Back-up media should be regularly tested, where practicable, to ensure that they can be relied upon for emergency use when necessary.

d) Restoration procedures should be regularly checked and tested to ensure that they are effective and that they can be completed within the time allotted in the operational procedures for recovery.

The retention period for essential business information, and also any requirement for archive copies to be permanently retained (see 12.1.3), should be determined.

8.7.5 Security of electronic office systems

Consideration given to the security and business implications of interconnecting such facilities should include:

i)
retention and back-up of information held on the system (see 12.1.3 and 8.4.1)

9.8.1 Mobile computing

When using mobile computing facilities, e.g. notebooks, palmtops and mobile phones, special care should be taken to ensure that business information is not compromised.  A formal policy should be adopted that takes into account the risks of working with mobile computing facilities, in particular in unprotected environments.  For example such a policy should include the requirements for physical protection, access controls, cryptographic techniques, back-ups, and virus protection.  This policy should also include rules and advice on connecting mobile facilities to networks and guidance on the use of these facilities in public places.

It is important that when such facilities are used in public places care is taken to avoid the risk of overlooking by unauthorized persons.  Procedures against malicious software should be in place and kept up to date (see 8.3).  Equipment should be available to enable the quick and easy back-up of information.  These back-ups should be given adequate protection against, e.g., theft or loss of information.

9.8.2 Teleworking

Organizations should consider developing a policy, procedures and standards to control teleworking activities.  Organizations should be authorize teleworking activities if they are satisfied that appropriate security arrangements and controls are in place and that these comply with the organization’s security policy.  The following should be considered:


g)
the procedures for back-up and business continuity;

12.1.2.2 Software copyright

Proprietary software products are usually supplied under a license agreement that limits the use of the products to specified machines and may limit copying to the creation of back-up copies only.  

State Information Management Manual (SIMM)

Maintenance and Operations Plan Guidelines

2.0 M&O Plan Scope

The M&O plan outlines the anticipated application or system changes required to support:

Hardware/Software:  Hardware and software maintenance and operations includes the addition of server or client processor performance, memory, storage or peripheral enhancements as long as the architecture of the server is not changed; activities associated with new releases of vendor provided software are included in the original system and changes to accommodate new peripheral or support hardware, such as printers, communications components and backup recovery systems.

Disaster Recovery Plan

Proposed Rule

43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

C.  Contingency Plan. We would require a contingency plan to be in effect for responding to system emergencies. The organization would be required to perform periodic backups of data, have available critical facilities for continuing operations in the event of an emergency, and have disaster recovery procedures in place. To satisfy the requirement, the plan would include the following:


· Applications and data criticality analysis,

· A data backup plan,

· A disaster recovery plan,

· An emergency mode operation plan, and

· Testing and revision procedures.

43253 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

C.  Physical Access Controls. Physical access controls (limited access) would be required. These would be formal, documented policies and procedures for limiting physical access to an entity while ensuring that properly authorized access is allowed. These controls would be extremely important to the security of health information by preventing unauthorized physical access to information and ensuring that authorized personnel have proper access. These controls would include the following mandatory implementation features:


· Disaster recovery.

· Emergency mode operation.

· Equipment control (into and out of site).

· A facility security plan.

· Procedures for verifying access authorizations prior to physical access.

· Maintenance records.

· Need-to-know procedures for personnel access.

· Sign-in for visitors and escort, if appropriate.

· Testing and revision.

The final HIPAA Security Rule requires that all covered entities to have a disaster recovery plan to establish and implement procedures to restore any loss of data.  This topic falls under the contingency plan standard of the Rule.  The Rule also states that the disaster recovery plan must be tested and updated to reflect any changes in the environment.  

Disaster recovery covers many topics and is a broad subject.  Disaster recovery has the goal of minimizing the effects of a disaster and taking the necessary steps to ensure that the resources, personnel and business processes are able to resume operation in a timely manner.  A disaster recovery plan has a goal of dealing with the disaster and its ramifications right after the disaster hit.  

A contingency plan is the only way to protect the availability, integrity and security of data in the event of a disaster.  Data is often exposed or not secure in these events, since security features may be disabled, unavailable or disregarded.  

The goal of a disaster recovery plan is to ensure that critical systems are back online, data is restored while everything is in emergency mode.  By having a disaster recovery plan, employees improve responsiveness, reduce confusion and help make logical decisions during a crisis.  

There are many white papers and backup strategies developed to help organizations with their disaster recovery and business continuity requirements.  We have cited several industry leading, best practice documents from NIST, SANS and ISO to help with this effort.

The keys to a successful disaster recovery plan is to ensure that it is supported by management, tested for effectiveness and updated to reflect changes to the environment.  

Final HIPAA Security Rule

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
7. Contingency Plan (§ 164.308(a)(7)(i))  We proposed that a contingency plan must be in effect for responding to system emergencies. The plan would include an applications and data criticality analysis, a data backup plan, a disaster recovery plan, an emergency mode operation plan, and testing and revision procedures.
8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

a. Comment: Several commenters suggested the contingency plan requirement be deleted. Several thought that this aspect of the proposed regulation went beyond its intended scope. Another believed that more discussion and  development is needed before developing regulatory guidance on contingency plans. Others wanted this to be an optional requirement. In contrast, one commenter requested more guidance concerning contingency planning. Still others wanted to require that a contingency plan be in place but stated that we should not regulate its contents. One comment stated that data backup, disaster recovery, and emergency mode operation should not be part of this requirement.


Response: A contingency plan is the only way to protect the availability, integrity, and security of data during

unexpected negative events. Data are often most exposed in these events, since the usual security measures may be disabled, ignored, or not observed.  Each entity needs to determine its own risk in the event of an emergency that would result in a loss of operations.  A contingency plan may involve highly complex processes in one processing site, or simple manual processes in another. The contents of any given contingency plan will depend upon the nature and configuration of the entity devising it.  While the contingency plan standard must be met, we agree that the proposed

8353 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
We proposed, under the ‘‘Physical access controls’’ requirement, formal, documented policies and procedures for limiting physical access to an entity while ensuring that properly authorized access is allowed. These controls would

include the following implementation features: disaster recovery, emergency mode operation, equipment control (into and out of site), a facility security plan, procedures for verifying access authorizations before physical access, maintenance records, need-to-know procedures for personnel access, sign-in for visitors and escort, if appropriate, and testing and revision.

8353 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
d. Comment: Several commenters requested that the disaster recovery and emergency mode operations features be moved to ‘‘Administrative safeguards.’’ Other commenters recommended that disaster recovery and emergency mode

operations should be replaced by, and included in, a ‘‘Contingency Operations’’ implementation feature.


Response: The ‘‘Administrative safeguards’’ section addresses the contingency planning that must be done to contend with emergency situations.  The placement of the disaster recovery and emergency mode operations implementation specifications in the ‘‘Physical safeguards’’ section is also appropriate, however, because ‘‘Physical safeguards’’  defines the physical operations (processes) that provide access to the facility to implement the associated plans, developed under § 164.308. We agree, however, that the term ‘‘contingency operations’’ better describes, and would include, disaster recovery and emergency mode operations, and have modified the regulation text accordingly

(see § 164.310(a)(1)).

8366 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Moved proposed § 142.308(b)(3)(i), ‘‘Disaster recovery,’’ implementation feature to § 164.310(a)(2)(i). It is now part of the ‘‘Contingency operations’’  implementation specification.
8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
(B) Disaster recovery plan (Required).  Establish (and implement as needed) procedures to restore any loss of data.

[45 C.F.R. § 164.308(7)(ii)(B)]
State Administrative Manual (SAM)
4819.31     BASIC POLICY
Each state agency is required to:

1. Establish and maintain an Operational Recovery Plan, so that it will be able to protect its information assets in the event of a disaster or serious disruption to its operations, and submit the plan or its update to Finance  as outlined in the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05).  See SAM Sections 4843-4845. 

4840     SECURITY AND RISK MANAGEMENT
State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies. They are responsible for the integrity of computerized information resources, and the authorization of access to those resources, and the authorization of access to those resources. All agency employees share in this responsibility as well.

Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are infomed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy. Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets. The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource. For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system. The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs. Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4841     AGENCY RESPONSIBILITIES


Each agency must provide for the proper use and protection of its information assets. Accordingly, each agency must: 

1. Assign management responsibilities for information technology risk management, including the appointment of an Information Security Officer. See SAM Section 4841.1. 
  

2. Provide for the integrity and security of automated information, produced or used in the course of agency operations. See SAM Sections 4841.2 through 4841.7. 
  

3. Provide for the security of information technology facilities, software, and equipment utilized for automated information processing. See SAM Section 4842.2. 
  

4. Establish and maintain an information technology risk management program, including a risk analysis process. See SAM Section 4842. 
  

5. Prepare and maintain an agency Operational Recovery Plan. See SAM Section 4843.1. 
  

6. Comply with the state audit requirements relating to the integrity of information assets, and 
  

7. Comply with state reporting requirements. See SAM Section 4845. 

4842.1     RISK ANALYSIS 

As an essential aspect of its information technology security and risk management program, each agency that employs information technology must establish a risk analysis process to identify and assess risks associated with its information assets and define a cost-effective approach to managing such risks. Specific risks that must be addressed include, but are not limited to, those associated with accidental and deliberate acts on the part of an agency employees and outsiders; fire, flooding, and electric disturbances; and loss of data communications capabilities.

The risk analysis process must be carried out with sufficient regularity to ensure that the agency's approach to risk management is a realistic response to the current risks associated with its information assets. In general, the risk analysis process should be a cyclical process for most agencies. Agencies should complete the comprehensive risk analysis cycle at least every two years and whenever there has been a significant change in their use of information technology. This cycle ends with the preparation of a report documenting the risk assessment.

The risk analysis process should include:

1. Assignment of responsibilities for risk assessment, including appropriate participation of executive, technical, and program management; 
  

2. Identification of the agency information assets that are at risk, with particular emphasis on the applications of information technology that are critical to agency program operations;

a.  A critical application, from a statewide perspective, is an application that is so important to the state that the loss or unavailability of the application is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.

b.  The agency risk analysis process must identify and prioritize critical applications of information technology.  When establishing priorities, agencies should consider that applications may become more critical as the period of unavailability increases and that cycle processing cycles  (i.e. monthly, quarterly or yearly) may have an impact upon the priortization of applications.  Agency risk management practices and disaster recovery planning must give priority to the establishment of policies and procedures to ensure the continued operation of these applications.  See SAM Sections 4842.2 through 4843. 
  

3. Identification of the threats to which the information assets could be exposed; 
  

4. Assessment of the vulnerabilities, i.e., the points where information assets lack sufficient protection from identified threats; 
  

5. Determination of the probably loss or consequences, based upon quantitative and qualitative evaluation, of a realized threat for each vulnerability and estimation of the likelihood of such occurrence. 
  

6. Identification and estimation of the cost of protective measures which would eliminate or reduce the vulnerabilities to an acceptable level; 
  

7. Selection of cost-effective security management measures to be implemented; and 
  

8. Preparation of a report, to be submitted to the agency director and to be kept on file within the agency, documenting the risk assessment, the proposed security management measures, the resources necessary for security management, and the amount of remaining risk to be accepted by the agency. 

4842.2     AGENCY RISK MANAGEMENT PROGRAM 

The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process. Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program. See SAM Section 4819.3.

The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets. Among the practices that must be included in each agency's risk management program are:

1. Organizational and Management Practices. Agency executive management must be visibly committed to information security and the practice of risk management. Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities. Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures. 
  

2. Personnel Practices. Personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees. Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies. Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks. 
  

3. Physical Security Practices. Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure. Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility. 
  

4. Data Security Practices. Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases. Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21). Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption. 
  

5. Information Integrity Practices. Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens. Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern. Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information. 
  

6. Software Integrity Practices. Software should be obtained only from a reputable source, one that will stand behind the product. Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software. 
  

7. Personal Computer Security Practices. Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files. Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection. The SAM Section 4989.7 contains specific provisions for the security of personal computer systems. 

4842.21     ADDITIONAL STATE DATA CENTER REQUIREMENTS 

Provision of Technical Security Services. State data centers must offer their client agencies support services and technical capabilities that will ensure the protection of automated files and data bases under the custodial care of the data center at a level that is consistent with the requirements of the agency.

Restoration of Telecommunications Services Following a Disaster. State data centers and their client agencies are jointly responsible for restoration of telecommunications capabilities. Typically, the data center is responsible for telecommunications restoration from the point data leaves the agency site (by wire, optical fiber, microwave, or radio) or from the point communications lines enter a multiplexor, concentrator, controller, or front-end communications processor belonging to the data center.

4843     OPERATIONAL RECOVERY PLANNING  

The purpose of operational recovery planning is to assure continuity of computing operations for support of critical applications, producing the greatest benefit from remaining limited resources and achieving a systematic and orderly migration toward the resumption of all computing services within an agency. It is essential that service be restored as soon as possible and that those applications which are most critical to the continuity of agency operations remain in operation during the period of failure recovery.

It is significant to recognize that no disaster recovery program is ever complete. The spectrum of man-made and natural disasters combined with severity, timing and other variables is far too great and complex to adequately address in one document. As such, all disaster recovery programs are based upon available knowledge and assumptions, and must be adjusted to changing circumstances.

The operational recovery planning process provides necessary preparation to design and document a sufficient set of procedures to assure continued agency operations in the event of a disaster or any other event resulting in unplanned discontinuation of IT systems operations. Each agency's process should include the following elements and culminate with the documentation of results in the form of an Operational Recovery Plan: 

1. Establishment of an Operational Recovery Planning Team which will be responsible for the detailed technical analysis and planning functions that are fundamental to an operational plan; 
  

2. Development of an understanding of the agency's mission, including the organizational, managerial, and technical environments within which an effective Operational Recovery Plan must work; 
  

3. Re-assessment of the agency's identification of the most probable types of disaster occurrences and the cost effective protective measures to be implemented, that were identified as a result of the risk management process. See SAM Sections 4842 through 4842.21 for risk management policies; 
  

4. Assessment of the resource requirements (equipment, communications, data, software, personnel and time) required for the agency's critical applications identified through the risk management process; 
  

5. Identification and evaluation of alternative recovery strategies; 
  

6. Preparation of a cost benefit analysis for each alternative; 
  

7. Selection of the alternative that best responds to the agency's requirements for disaster recovery; 
  

8. Determination of specific recovery procedures and the time frame for their execution; 
  

9. Identification of individuals or teams within the agency that will be responsible for managing and implementing specific recovery procedures; and 
  

10. Documentation of the results of the planning process in the form of an Operational Recovery Plan, as specified in SAM Sections 4843.1 and 4845. 

4843.1     AGENCY OPERATIONAL RECOVERY PLAN
Each state agency (including each state data center) must maintain an operational recovery plan identifying the computer applications that are critical to agency operations, the information assets that are necessary for those applications, and the agency's plans for resuming operations following a disaster affecting those applications. If the agency employs the services of a state data center, it must coordinate the preparation of its operational recovery plan with the data center and must also provide the data center with updated lists of critical applications, applications resource requirements, run characteristics, etc., in conjunction with its workload estimates. Each agency must provide for periodic testing of its operational recovery plan.

Each agency must file an informational copy of its Operational Recovery Plan with the Department of Finance in accordance with the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05). If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan. If there are no changes to the agency's Operational Recovery Plan currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the Operational Recovery Plan.  An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance.

Each agency Operational Recovery Plan must cover a minimum of four topic areas: (1) summarization of agency strategy for managing disaster situations; (2) distinct management and staff assignment of responsibilities immediately following a disaster and continuing through the period of re-establishment of normal operations; (3) prioritization for the recovery of critical applications; and (4) operational procedures documented in a systematic fashion that will allow recovery to be achieved in a timely and orderly way.

A suggested Operational Recovery Plan Topic Outline is provided in SIMM Section 140.  It is important to adapt the detailed content of each plan section to suit the needs of the individual agency.

4845  IT SECURITY REPORTING REQUIREMENTS 

1. Agency Operational Recovery Plan-As noted in SAM Section 4843.1, each [image: image1.png]


agency must file an informational copy of its Operational Recovery Plan with the Department of Finance by the due date outlined in the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05).  If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan. 
  

a. Operational Recovery Coordinator – The director of each agency must certify that the agency is in compliance with the minimum requirements of the Agency Operational Recovery Plan (ORP) as outlined in SAM Section 4843.1.  Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability. See SAM Section 4841.1.
  

b. Operation Recovery Plan Certification – If there are no changes to the agency's Operational Recovery Plan that is currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the ORP. An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance. 

4982.2     POLICIES FOR DATA CENTER MANAGEMENT 

Data Center Mission–Each data center shall have a statement of mission which states the data center's objectives and outlines the services provided by the center.

Data Center User Interaction–

1. Each data center shall have a functional responsibility to provide liaison with the users of the center. This shall include establishing and maintaining user groups and forums appropriate to the requirements of the users and the mission of the center. 
  

Each data center shall make readily available a data center user guide which shall contain detailed and up-to-date descriptions of and instructions for the use of the various services offered by the center. This guide should describe the operational management processes required by user agencies to avail themselves of data center services including resources scheduling, problem management, system backup and recovery procedures and data communications network management.
State Information Management Manual (SIMM)
The State Information Management Manual (SIMM) contains forms and templates to help State agencies comply with Information Technology policy.  It is divided into two sections: 10 through 90 are forms and instructions that agencies must use and 110 through 200 are general guidelines.  

Under Schedule 05 Reporting Schedules [SIMM § 05], Operational Recovery Plan Quarterly Reporting Schedule is a matrix to help agencies determine when they are required to report their Operational Recovery Plan.

Under Schedule 70 IT Security Certifications [SIMM § 70], there are two forms to be submitted by the agency to Finance.  The Department Designation Letter is a form that verifies the Operational Recovery Plan Coordinator.  The Operational Recovery Plan Certification is a form to verify the agency’s recovery plan.

Under Guideline 140 IT Security Guidelines [SIMM § 140] provides a topic outline for the Operational Recovery procedures and steps in case of a disaster.  
ISO/IEC 17799:2000

8.4.1 Information back-up

Adequate back-up facilities should be provided to ensure that all essential business information and software can be recovered following a disaster or media failure.  Back-up arrangements for individual systems should be regularly tested to ensure that they meet the requirements of business continuity plans (see clause 11).

11.1 Aspects of business continuity management

A business continuity management process should be implemented to reduce the disruption caused by disasters and security failures (which may be the result of, for example, natural disasters, accidents, equipment failures, and deliberate actions) to an acceptable level through a combination of preventative and recovery controls.

The consequences of disasters, security failures and loss of service should be analyzed.  Contingency plans should be developed and implemented to ensure that business processes can be restored within the required time-scales.  Such plans should be maintained and practiced to become an integral part of all other management processes.  

Business continuity management should include controls to identify and reduce risks, limit the consequences of damaging incidents, and ensure the timely resumption of essential operations.

11.1.2 Business continuity and impact analysis

Business continuity should begin by identifying events that can cause interruptions to business process, e.g. equipment failure, flood and fire.

11.1.3 Writing and implement continuity plans

Plans should be developed to maintain or restore business operations in the required time scales following interruption to, or failure of, critical business processes.  The business continuity planning process should consider the following:
a) identification and agreement of all responsibilities and emergency procedures;

b) Implementation of emergency procedures to allow recovery and restoration in required time-scales.  Particular attention needs to be given to the assessment of external business dependencies and the contracts in place;

c) Documentation of agreed procedures and processes;

d) Appropriate education of staff in the agreed emergency procedures and processes including crisis management;

e) Testing and updating of the plans.

11.1.4 Business continuity planning framework

b) emergency procedures which describe the actions to be taken following an incident which jeopardizes business operations and/or human life.  This should include arrangements for public relations management and for effective liaison with appropriate public authorities, e.g. police, fire services and local government.



National Institute of Standards and Technology (NIST)


	800-12: An Introduction to Computer Security

· Chapter 11: Preparing for Contingencies and Disasters

· Chapter 12: Computer Security Incident Handling

· Chapter 14: Security Considerations in Computer Support and Operations

800-14: Generally Accepted Principles and Practices for Securing Information Technology Systems

· Chapter 3.6: Preparing for Contingencies and Disasters

800-16: Information Technology Security Training Requirements: A Role- and Performance Based Model

· Chapter 3: Security Basics and Literacy

· Chapter 4: Training Development Methodology

800-18: Guide for Developing Security Plans for Information Technology Systems

· Chapter 5.MA.4: Contingency Planning

· Chapter 5.MA.7: Documentation

· Chapter 5.GSS.4: Contingency Planning (Continuity Support)

· Chapter 5.GSS.7: Documentation

· Appendix C: Template for Major Application

· Appendix C: Template for General Support System

800-26: Security Self-Assessment Guide for Information Technology Systems

· Appendix A: System Questionnaire

800-30: Risk Assessment Guide for Information Technology Systems

· 4.4.2.3 Recovery Management Security Controls

800-35: Guide to Information Technology Security Services

· D.3.1.1 Review Current IT Security Status
D.3.2.5 Review Physical Procedures and Controls

800-47: Security Guide for Interconnecting Information Technology Systems

· Chapter 3.4 Determine Interconnection Requirements

· Chapter 5.1 Maintain Clear Lines of Communication

· Chapter 5.7 Coordinate Contingency Planning Activities

800-61: Computer Incident Handling Guide

	· Chapter 2.1 Events and Incidents

· Chapter 2.4.2 Team Model Selection


Emergency Mode Operations Plan

Proposed HIPAA Security Rule

43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

    c. Contingency Plan. We would require a contingency plan to be in effect for responding to system emergencies. The organization would be required to perform periodic backups of data, have available critical facilities for continuing operations in the event of an emergency, and have disaster recovery procedures in place. To satisfy the requirement, the plan would include the following:


· Applications and data criticality analysis,

· A data backup plan,

· A disaster recovery plan,

· An emergency mode operation plan, and

· Testing and revision procedures.

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

    (iv) Emergency mode operation plan (the part of an overall contingency plan that contains a process enabling an enterprise to continue to operate in the event of fire, vandalism, natural disaster, or system failure).

43267 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
    (ii) An emergency mode operation (access controls in place that enable an entity to continue to operate in the event of fire, vandalism, natural disaster, or system failure).

43273 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
Emergency mode operation:

    Access controls in place that enable an enterprise to continue to operate in the event of fire, vandalism, natural disaster, or system failure.
Final HIPAA Security Rule

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
7. Contingency Plan (§ 164.308(a)(7)(i))

We proposed that a contingency plan must be in effect for responding to system emergencies. The plan would include an applications and data criticality analysis, a data backup plan, a disaster recovery plan, an emergency mode operation plan, and testing and revision procedures. In this final rule, we make the implementation specifications for testing and revision procedures and an applications and data criticality analysis addressable, but otherwise require that the contingency features proposed be met.

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

Comment: Several commenters suggested the contingency plan requirement be deleted. Several thought that this aspect of the proposed regulation went beyond its intended scope. Another believed that more discussion and development is needed before developing regulatory guidance on contingency plans. Others wanted this to be an optional requirement. In contrast, one commenter requested more guidance concerning contingency planning. Still others wanted to require that a contingency plan be in place but stated that we should not regulate its contents. One comment stated that data backup, disaster recovery, and emergency mode operation should not be part of this requirement. 

Response: A contingency plan is the only way to protect the availability, integrity, and security of data during unexpected negative events. Data are often most exposed in these events, since the usual security measures may be disabled, ignored, or not observed. Each entity needs to determine its own risk in the event of an emergency that would result in a loss of operations.  A contingency plan may involve highly complex processes in one processing site, or simple manual processes in another. The contents of any given contingency plan will depend upon the nature and configuration of the entity devising it.
While the contingency plan standard must be met, we agree that the proposed testing and revision implementation feature should be an addressable implementation specification in this final rule. Dependent upon the size, configuration, and environment of a given covered entity, the entity should decide if testing and revision of all parts of a contingency plan should be done or if there are more reasonable alternatives. The same is true for the proposed applications and data criticality analysis implementation feature. We have revised the final rule to reflect this approach.

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

Comment: A commenter requested clarification of the term ‘‘Emergency mode’’ with regard to the proposed ‘‘Emergency mode operation plan’’ implementation feature.  

Response: We have clarified the ‘‘Emergency mode operations plan’’ to show that it only involves those critical business processes that must occur to protect the security of electronic protected health information during and immediately after a crisis situation.
8353 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

Comment: Several commenters requested that the disaster recovery and emergency mode operations features be moved to ‘‘Administrative safeguards.’’ Other commenters recommended that disaster recovery and emergency mode operations should be replaced by, and included in, a ‘‘Contingency Operations’’ implementation feature. 

Response: The ‘‘Administrative safeguards’’ section addresses the contingency planning that must be done to contend with emergency situations.  The placement of the disaster recovery and emergency mode operations implementation specifications in the ‘‘Physical safeguards’’ section is also appropriate, however, because ‘‘Physical safeguards’’ defines the physical operations (processes) that provide access to the facility to implement the associated plans, developed under § 164.308. We agree, however, that the term ‘‘contingency operations’’ better describes, and would include, disaster recovery and emergency mode operations, and have modified the regulation text accordingly

(see § 164.310(a)(1)).
8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
(C) Emergency mode operation plan (Required). Establish (and implement as needed) procedures to enable continuation of critical business processes for protection of the security of electronic protected health information while operating in emergency mode.

[45 C.F.R. § 164.308(7)(ii)(C)]
State Administrative Manual - December 2004 State Administrative Manual (SAM)
4819.31     BASIC POLICY
Each state agency is required to:

2. Establish and maintain an Operational Recovery Plan, so that it will be able to protect its information assets in the event of a disaster or serious disruption to its operations, and submit the plan or its update to Finance  as outlined in the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05).  See SAM Sections 4843-4845. 

4840     SECURITY AND RISK MANAGEMENT
State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies. They are responsible for the integrity of computerized information resources, and the authorization of access to those resources, and the authorization of access to those resources. All agency employees share in this responsibility as well.

Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are infomed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy. Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets. The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource. For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system. The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs. Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4841     AGENCY RESPONSIBILITIES


Each agency must provide for the proper use and protection of its information assets. Accordingly, each agency must: 

8. Assign management responsibilities for information technology risk management, including the appointment of an Information Security Officer. See SAM Section 4841.1. 
  

9. Provide for the integrity and security of automated information, produced or used in the course of agency operations. See SAM Sections 4841.2 through 4841.7. 
  

10. Provide for the security of information technology facilities, software, and equipment utilized for automated information processing. See SAM Section 4842.2. 
  

11. Establish and maintain an information technology risk management program, including a risk analysis process. See SAM Section 4842. 
  

12. Prepare and maintain an agency Operational Recovery Plan. See SAM Section 4843.1. 
  

13. Comply with the state audit requirements relating to the integrity of information assets, and 
  

14. Comply with state reporting requirements. See SAM Section 4845. 

4842.1     RISK ANALYSIS 

As an essential aspect of its information technology security and risk management program, each agency that employs information technology must establish a risk analysis process to identify and assess risks associated with its information assets and define a cost-effective approach to managing such risks. Specific risks that must be addressed include, but are not limited to, those associated with accidental and deliberate acts on the part of an agency employees and outsiders; fire, flooding, and electric disturbances; and loss of data communications capabilities.

The risk analysis process must be carried out with sufficient regularity to ensure that the agency's approach to risk management is a realistic response to the current risks associated with its information assets. In general, the risk analysis process should be a cyclical process for most agencies. Agencies should complete the comprehensive risk analysis cycle at least every two years and whenever there has been a significant change in their use of information technology. This cycle ends with the preparation of a report documenting the risk assessment.

The risk analysis process should include:

9. Assignment of responsibilities for risk assessment, including appropriate participation of executive, technical, and program management; 
  

10. Identification of the agency information assets that are at risk, with particular emphasis on the applications of information technology that are critical to agency program operations;

a.  A critical application, from a statewide perspective, is an application that is so important to the state that the loss or unavailability of the application is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.

b.  The agency risk analysis process must identify and prioritize critical applications of information technology.  When establishing priorities, agencies should consider that applications may become more critical as the period of unavailability increases and that cycle processing cycles  (i.e. monthly, quarterly or yearly) may have an impact upon the priortization of applications.  Agency risk management practices and disaster recovery planning must give priority to the establishment of policies and procedures to ensure the continued operation of these applications.  See SAM Sections 4842.2 through 4843. 
  

11. Identification of the threats to which the information assets could be exposed; 
  

12. Assessment of the vulnerabilities, i.e., the points where information assets lack sufficient protection from identified threats; 
  

13. Determination of the probably loss or consequences, based upon quantitative and qualitative evaluation, of a realized threat for each vulnerability and estimation of the likelihood of such occurrence. 
  

14. Identification and estimation of the cost of protective measures which would eliminate or reduce the vulnerabilities to an acceptable level; 
  

15. Selection of cost-effective security management measures to be implemented; and 
  

16. Preparation of a report, to be submitted to the agency director and to be kept on file within the agency, documenting the risk assessment, the proposed security management measures, the resources necessary for security management, and the amount of remaining risk to be accepted by the agency. 

4842.2     AGENCY RISK MANAGEMENT PROGRAM 

The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process. Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program. See SAM Section 4819.3.

The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets. Among the practices that must be included in each agency's risk management program are:

8. Organizational and Management Practices. Agency executive management must be visibly committed to information security and the practice of risk management. Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities. Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures. 
  

9. Personnel Practices. Personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees. Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies. Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks. 
  

10. Physical Security Practices. Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure. Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility. 
  

11. Data Security Practices. Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases. Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21). Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption. 
  

12. Information Integrity Practices. Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens. Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern. Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information. 
  

13. Software Integrity Practices. Software should be obtained only from a reputable source, one that will stand behind the product. Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software. 
  

14. Personal Computer Security Practices. Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files. Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection. The SAM Section 4989.7 contains specific provisions for the security of personal computer systems. 

4842.21     ADDITIONAL STATE DATA CENTER REQUIREMENTS 

Provision of Technical Security Services. State data centers must offer their client agencies support services and technical capabilities that will ensure the protection of automated files and data bases under the custodial care of the data center at a level that is consistent with the requirements of the agency.

Restoration of Telecommunications Services Following a Disaster. State data centers and their client agencies are jointly responsible for restoration of telecommunications capabilities. Typically, the data center is responsible for telecommunications restoration from the point data leaves the agency site (by wire, optical fiber, microwave, or radio) or from the point communications lines enter a multiplexor, concentrator, controller, or front-end communications processor belonging to the data center.

4843     OPERATIONAL RECOVERY PLANNING  

The purpose of operational recovery planning is to assure continuity of computing operations for support of critical applications, producing the greatest benefit from remaining limited resources and achieving a systematic and orderly migration toward the resumption of all computing services within an agency. It is essential that service be restored as soon as possible and that those applications which are most critical to the continuity of agency operations remain in operation during the period of failure recovery.

It is significant to recognize that no disaster recovery program is ever complete. The spectrum of man-made and natural disasters combined with severity, timing and other variables is far too great and complex to adequately address in one document. As such, all disaster recovery programs are based upon available knowledge and assumptions, and must be adjusted to changing circumstances.

The operational recovery planning process provides necessary preparation to design and document a sufficient set of procedures to assure continued agency operations in the event of a disaster or any other event resulting in unplanned discontinuation of IT systems operations. Each agency's process should include the following elements and culminate with the documentation of results in the form of an Operational Recovery Plan: 

11. Establishment of an Operational Recovery Planning Team which will be responsible for the detailed technical analysis and planning functions that are fundamental to an operational plan; 
  

12. Development of an understanding of the agency's mission, including the organizational, managerial, and technical environments within which an effective Operational Recovery Plan must work; 
  

13. Re-assessment of the agency's identification of the most probable types of disaster occurrences and the cost effective protective measures to be implemented, that were identified as a result of the risk management process. See SAM Sections 4842 through 4842.21 for risk management policies; 
  

14. Assessment of the resource requirements (equipment, communications, data, software, personnel and time) required for the agency's critical applications identified through the risk management process; 
  

15. Identification and evaluation of alternative recovery strategies; 
  

16. Preparation of a cost benefit analysis for each alternative; 
  

17. Selection of the alternative that best responds to the agency's requirements for disaster recovery; 
  

18. Determination of specific recovery procedures and the time frame for their execution; 
  

19. Identification of individuals or teams within the agency that will be responsible for managing and implementing specific recovery procedures; and 
  

20. Documentation of the results of the planning process in the form of an Operational Recovery Plan, as specified in SAM Sections 4843.1 and 4845. 

4843.1     AGENCY OPERATIONAL RECOVERY PLAN
Each state agency (including each state data center) must maintain an operational recovery plan identifying the computer applications that are critical to agency operations, the information assets that are necessary for those applications, and the agency's plans for resuming operations following a disaster affecting those applications. If the agency employs the services of a state data center, it must coordinate the preparation of its operational recovery plan with the data center and must also provide the data center with updated lists of critical applications, applications resource requirements, run characteristics, etc., in conjunction with its workload estimates. Each agency must provide for periodic testing of its operational recovery plan.

Each agency must file an informational copy of its Operational Recovery Plan with the Department of Finance in accordance with the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05). If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan. If there are no changes to the agency's Operational Recovery Plan currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the Operational Recovery Plan.  An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance.

Each agency Operational Recovery Plan must cover a minimum of four topic areas: (1) summarization of agency strategy for managing disaster situations; (2) distinct management and staff assignment of responsibilities immediately following a disaster and continuing through the period of re-establishment of normal operations; (3) prioritization for the recovery of critical applications; and (4) operational procedures documented in a systematic fashion that will allow recovery to be achieved in a timely and orderly way.

A suggested Operational Recovery Plan Topic Outline is provided in SIMM Section 140.  It is important to adapt the detailed content of each plan section to suit the needs of the individual agency.

4845 IT SECURITY REPORTING REQUIREMENTS 

2. Agency Operational Recovery Plan-As noted in SAM Section 4843.1, each [image: image2.png]


agency must file an informational copy of its Operational Recovery Plan with the Department of Finance by the due date outlined in the Operational Recovery Plan Quarterly Reporting Schedule (SIMM Section 05).  If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan. 
  

a. Operational Recovery Coordinator – The director of each agency must certify that the agency is in compliance with the minimum requirements of the Agency Operational Recovery Plan (ORP) as outlined in SAM Section 4843.1.  Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability. See SAM Section 4841.1.
  

b. Operation Recovery Plan Certification – If there are no changes to the agency's Operational Recovery Plan that is currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the ORP. An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance. 

4982.2     POLICIES FOR DATA CENTER MANAGEMENT 

Data Center Mission–Each data center shall have a statement of mission which states the data center's objectives and outlines the services provided by the center.

Data Center User Interaction–

2. Each data center shall have a functional responsibility to provide liaison with the users of the center. This shall include establishing and maintaining user groups and forums appropriate to the requirements of the users and the mission of the center. 
  

Each data center shall make readily available a data center user guide which shall contain detailed and up-to-date descriptions of and instructions for the use of the various services offered by the center. This guide should describe the operational management processes required by user agencies to avail themselves of data center services including resources scheduling, problem management, system backup and recovery procedures and data communications network management.
State Information Management Manual (SIMM)
The State Information Management Manual (SIMM) contains forms and templates to help State agencies comply with Information Technology policy.  It is divided into two sections: 10 through 90 are forms and instructions that agencies must use and 110 through 200 are general guidelines.  

Under Schedule 05 Reporting Schedules [SIMM § 05], Operational Recovery Plan Quarterly Reporting Schedule is a matrix to help agencies determine when they are required to report their Operational Recovery Plan.

Under Schedule 70 IT Security Certifications [SIMM § 70], there are two forms to be submitted by the agency to Finance.  The Department Designation Letter is a form that verifies the Operational Recovery Plan Coordinator.  The Operational Recovery Plan Certification is a form to verify the agency’s recovery plan.

Under Guideline 140 IT Security Guidelines [SIMM § 140] provides a topic outline for the Operational Recovery procedures and steps in case of a disaster.  
ISO/IEC 17799:2000

11.1 Aspects of business continuity management

A business continuity management process should be implemented to reduce the disruption caused by disasters and security failures (which may be the result of, for example, natural disasters, accidents, equipment failures, and deliberate actions) to an acceptable level through a combination of preventative and recovery controls.

The consequences of disasters, security failures and loss of service should be analyzed.  Contingency plans should be developed and implemented to ensure that business processes can be restored within the required time-scales.  Such plans should be maintained and practiced to become an integral part of all other management processes.  

Business continuity management should include controls to identify and reduce risks, limit the consequences of damaging incidents, and ensure the timely resumption of essential operations.

11.1.2 Business continuity and impact analysis


Business continuity should begin by identifying events that can cause interruptions to business process, e.g. equipment failure, flood and fire.

11.1.3 Writing and implement continuity plans

Plans should be developed to maintain or restore business operations in the required time scales following interruption to, or failure of, critical business processes.  The business continuity planning process should consider the following:

a) identification and agreement of all responsibilities and emergency procedures;

b) Implementation of emergency procedures to allow recovery and restoration in required time-scales.  Particular attention needs to be given to the assessment of external business dependencies and the contracts in place;

c) Documentation of agreed procedures and processes;

d) Appropriate education of staff in the agreed emergency procedures and processes including crisis management;

e) Testing and updating of the plans.

11.1.4 Business continuity planning framework

b) emergency procedures which describe the actions to be taken following an incident which jeopardizes business operations and/or human life.  This should include arrangements for public relations management and for effective liaison with appropriate public authorities, e.g. police, fire services and local government.



National Institute of Standards and Technology (NIST)

	800-12: An Introduction to Computer Security

· Chapter 11: Preparing for Contingencies and Disasters

· Chapter 12: Computer Security Incident Handling

· Chapter 14: Security Considerations in Computer Support and Operations

800-14: Generally Accepted Principles and Practices for Securing Information Technology Systems

· Chapter 3.6: Preparing for Contingencies and Disasters

800-16: Information Technology Security Training Requirements: A Role- and Performance Based Model

· Chapter 3: Security Basics and Literacy

· Chapter 4: Training Development Methodology

800-18: Guide for Developing Security Plans for Information Technology Systems

· Chapter 5.MA.4: Contingency Planning

· Chapter 5.MA.7: Documentation

· Chapter 5.GSS.4: Contingency Planning (Continuity Support)

· Chapter 5.GSS.7: Documentation

· Appendix C: Template for Major Application

· Appendix C: Template for General Support System

800-26: Security Self-Assessment Guide for Information Technology Systems

· Appendix A: System Questionnaire

800-30: Risk Assessment Guide for Information Technology Systems

· 4.4.2.3 Recovery Management Security Controls

800-35: Guide to Information Technology Security Services

· D.3.1.1 Review Current IT Security Status
D.3.2.5 Review Physical Procedures and Controls

800-47: Security Guide for Interconnecting Information Technology Systems

· Chapter 3.4 Determine Interconnection Requirements

· Chapter 5.1 Maintain Clear Lines of Communication

· Chapter 5.7 Coordinate Contingency Planning Activities

800-61: Computer Incident Handling Guide

	· Chapter 2.1 Events and Incidents

· Chapter 2.4.2 Team Model Selection


Testing and Revision Procedures
Proposed HIPAA Security Rule

43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

c. Contingency Plan. We would require a contingency plan to be in effect for responding to system emergencies. The organization would be required to perform periodic backups of data, have available critical facilities for continuing operations in the event of an emergency, and have disaster recovery procedures in place. To satisfy the requirement, the plan would include the following:


· Applications and data criticality analysis,

· A data backup plan,

· A disaster recovery plan,

· An emergency mode operation plan, and

· Testing and revision procedures.

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Sec. 142.308  Security standard.

    (v) Testing and revision procedures (the documented process of periodic testing of written contingency plans to discover weaknesses and the subsequent process of revising the documentation, if necessary).

43268 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules 

    (ix) Testing and revision (the restriction of program testing and revision to formally authorized personnel).

43276 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

    (1) Testing and revision of contingency plans refers to the documented process of periodic testing to discover weaknesses in such plans and the subsequent process of revising the documentation if necessary.

(2) Testing and revision of programs should be restricted to formally authorized personnel.
Final HIPAA Security Rule

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

We proposed that a contingency plan must be in effect for responding to system emergencies. The plan would include an applications and data criticality analysis, a data backup plan, a disaster recovery plan, an emergency mode operation plan, and testing and revision procedures.  In this final rule, we make the implementation specifications for testing and revision procedures and an applications and data criticality analysis addressable, but otherwise require that the contingency features proposed be met.

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

a. Comment: Several commenters suggested the contingency plan requirement be deleted. Several thought that this aspect of the proposed regulation went beyond its intended scope. Another believed that more discussion and development is needed before developing regulatory guidance on contingency plans. Others wanted this to be an optional requirement. In contrast, one commenter requested more guidance concerning contingency planning. Still others wanted to require that a contingency plan be in place but stated that we should not regulate its contents. One comment stated that data backup, disaster recovery, and emergency mode operation should not be part of this requirement. 

Response: A contingency plan is the only way to protect the availability, integrity, and security of data during unexpected negative events. Data are often most exposed in these events, since the usual security measures may be disabled, ignored, or not observed.  Each entity needs to determine its own risk in the event of an emergency that would result in a loss of operations.  A contingency plan may involve highly complex processes in one processing site, or simple manual processes in another. The contents of any given contingency plan will depend upon the nature and configuration of the entity devising it.  While the contingency plan standard must be met, we agree that the proposed testing and revision implementation feature should be an addressable implementation specification in this final rule. Dependent upon the size, configuration, and environment of a given covered entity, the entity should decide if testing and revision of all parts of a contingency plan should be done or if there are more reasonable alternatives.  The same is true for the proposed applications and data criticality analysis implementation feature. We have revised the final rule to reflect this approach.

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

b. Comment: One commenter believed that adhering to this requirement could prove burdensome. Another stated that testing of certain parts of a contingency plan would be burdensome, and even infeasible, for smaller entities.

Response: Without contingency planning, a covered entity has no assurance that its critical data could survive an emergency situation. Recent events, such as September 11, 2001, illustrate the importance of such planning. Contingency planning will be scalable based upon, among other factors, office configuration, and risk assessment. However, in response to the scalability issue raised by the

commenter, we have made the testing and revision implementation specification addressable (see § 164.308(a)(7)(ii)).

8353 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

We proposed, under the ‘‘Physical access controls’’ requirement, formal, documented policies and procedures for limiting physical access to an entity while ensuring that properly authorized access is allowed. These controls would include the following implementation features: disaster recovery, emergency

mode operation, equipment control (into and out of site), a facility security plan, procedures for verifying access authorizations before physical access, maintenance records, need-to-know procedures for personnel access, sign-in for visitors and escort, if appropriate, and testing and revision.

8366 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

Moved proposed § 142.308(a)(3), ‘‘Contingency plan,’’ to § 164.308(a)(7)(i). Modified language to state that two implementation specifications, ‘‘Applications and data criticality analysis’’ and ‘‘Testing and revision procedures,’’ are addressable.
8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

(D) Testing and revision procedures (Addressable). Implement procedures for periodic testing and revision of contingency plans.

[45 C.F.R. § 164.308(7)(ii)(D)]
State Administrative Manual - December 2004 State Administrative Manual (SAM)
4843.1     AGENCY OPERATIONAL RECOVERY PLAN (Revised 6/03) 

Each state agency (including each state data center) must maintain an operational recovery plan identifying the computer applications that are critical to agency operations, the information assets that are necessary for those applications, and the agency's plans for resuming operations following a disaster affecting those applications. If the agency employs the services of a state data center, it must coordinate the preparation of its operational recovery plan with the data center and must also provide the data center with updated lists of critical applications, applications resource requirements, run characteristics, etc., in conjunction with its workload estimates. Each agency must provide for periodic testing of its operational recovery plan.

ISO/IEC 17799:2000

11.1.5 Testing, maintaining, and re-assessing business continuity plans

11.1.5.1 Testing the plans

Business continuity may fail on being tested, often because of incorrect assumptions, oversights, or changes in equipment or personnel.  They should therefore be tested regularly to ensure that they are up to date and effective.  Such tests should also ensure that all members of the recovery team and other relevant staff are aware of the plans.  
The test schedule for business continuity plan(s) should indicate how and when each element of the plan should be tested.  It is recommended to test the individual components of the plan(s) frequently.  A variety of techniques should be used in order to provide assurance that the plan(s) will operate in real life.  These should include:

a) table-top testing of various scenarios (discussing the business recovery arrangements using example interruptions);

b) simulations (particularly for training people in their post-incident/crisis management roles);

c) technical recovery testing (ensuring information systems can be restored effectively);

d) testing recovery at an alternate site (running business processes in parallel with recovery operations away from the main site);

e) tests of supplier facilities and services (ensuring externally provided services and products will meet the contracted commitment);

f) complete rehearsals (testing that the organization, personnel, equipment, facilities, and processes can cope with interruptions).

National Institute of Standards and Technology (NIST)

800-34 Contingency Planning Guide for Information Technology Systems
· Chapter 2.1  Contingency Planning and Risk Management Process

Because risks can vary over time and new risks may replace old ones as a system evolves, the risk management process must by ongoing and dynamic. The person responsible for IT contingency planning must be aware of risks to the system and recognize whether the current contingency plan is able to address residual risks completely and effectively. As described in Section 3.6, the shifting risk spectrum necessitates ongoing contingency plan maintenance and testing, in addition to periodic reviews. 
· Chapter 3.5 Plan Training, Testing, and Exercises

Plan testing is a critical element of a viable contingency capability. Testing enables plan deficiencies to be identified and addressed. Testing also helps evaluate the ability of the recovery staff to implement the plan quickly and effectively. Each IT contingency plan element should be tested to confirm the accuracy of individual recovery procedures and the overall effectiveness of the plan. The following areas should be addressed in a contingency test: 

· System recovery on an alternate platform from backup media 

· Coordination among recovery teams 

· Internal and external connectivity 

· System performance using alternate equipment 

· Restoration of normal operations 

· Notification procedures.
· Appendix C Frequently Asked Questions

How often should my IT Contingency Plan be tested? 

Testing helps to evaluate the viability of plan procedures, determine the ability of recovery staff to implement the plan, and identify deficiencies in the plan. Testing should occur at least annually and when significant changes are made to the IT system, supported business process(s), or the IT contingency plan. Each element of the contingency plan should be tested first individually and then as a whole to confirm the accuracy of recovery procedures and the overall effectiveness. Test and exercise schedules should be stated in the contingency plan policy statement. 
How often should my Contingency Plan be updated? 

An up-to-date plan is essential for successful plan operations. As a general rule, the plan should be reviewed for accuracy and completeness at least annually, as well as upon significant changes to any element of the plan, system, business processes supported by the system, or resources used for recovery procedures. Deficiencies identified through testing (see Question 9) should be addressed during plan maintenance. Elements of the plan subject to frequent changes, such as contact lists, should be reviewed and updated more frequently. Maintenance schedules should be stated in the contingency planning policy statement.

Applications and Data Criticality Analysis
Proposed HIPAA Security Rule

43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

    c. Contingency Plan. We would require a contingency plan to be in effect for responding to system emergencies. The organization would be required to perform periodic backups of data, have available critical facilities for continuing operations in the event of an emergency, and have disaster recovery procedures in place. To satisfy the requirement, the plan would include the following:

· Applications and data criticality analysis,

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

    (i) An applications and data criticality analysis (an entity's formal assessment of the sensitivity, vulnerabilities, and security of its programs and information it receives, manipulates, stores, and/or transmits).

43272 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
Part of mechanisms to prevent unauthorized access to data that is transmitted over a communications network on the matrix.  Applications and data criticality analysis: An entity's formal assessment of the sensitivity, vulnerabilities, and security of its programs and information it receives, manipulates, stores, and/or transmits.

HIPAA Final Security Rule

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
7. Contingency Plan (§ 164.308(a)(7)(i))  We proposed that a contingency plan must be in effect for responding to system emergencies. The plan would include an applications and data criticality analysis, a data backup plan, a disaster recovery plan, an emergency mode operation plan, and testing and revision procedures. In this final rule, we make the implementation specifications for testing and revision procedures and an applications and data criticality analysis

addressable, but otherwise require that the contingency features proposed be met.

8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
a. Comment: Several commenters suggested the contingency plan requirement be deleted. Several thought that this aspect of the proposed regulation went beyond its intended scope. Another believed that more discussion and development is needed before developing regulatory guidance on contingency plans. Others wanted this to be an optional requirement. In contrast, one commenter requested more guidance concerning contingency planning. Still others wanted to require that a contingency plan be in place but stated that we should not regulate its contents. One comment stated that data backup, disaster recovery, and emergency mode operation should not be part of this  requirement.


Response: A contingency plan is the only way to protect the availability, integrity, and security of data during unexpected negative events. Data are often most exposed in these events, since the usual security measures may be disabled, ignored, or not observed. Each entity needs to determine its own risk in the event of an emergency that would result in a loss of operations.  A contingency plan may involve highly complex processes in one processing site, or simple manual processes in another. The contents of any given contingency plan will depend upon the nature and configuration of the entity devising it.  While the contingency plan standard must be met, we agree that the proposed testing and revision implementation feature should be an addressable implementation specification in this final rule. Dependent upon the size, configuration, and environment of a

given covered entity, the entity should decide if testing and revision of all parts

of a contingency plan should be done or if there are more reasonable alternatives. The same is true for the proposed applications and data criticality analysis implementation feature. We have revised the final rule to reflect this

approach.

8361 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
3. Comment: One commenter stated that there should be a requirement to document only applications deemed necessary by an applications and data criticality assessment.  

Response: Electronic protected health information must be afforded security protection under this rule regardless of what application it resides in. The measures taken to protect that information must be documented.

8361 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Moved proposed § 142.308(a)(3), ‘‘Contingency plan,’’ to § 164.308(a)(7)(i). Modified language to state that two implementation specifications, ‘‘Applications and data criticality analysis’’ and ‘‘Testing and revision procedures,’’ are addressable.

8361 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
(E) Applications and data criticality analysis (Addressable). Assess the relative criticality of specific applications and data in support of other contingency plan components.

[45 C.F.R. § 164.308(7)(ii)(E)]
State Administrative Manual - December 2004 State Administrative Manual (SAM)
4841.2     INFORMATION INTEGRITY AND SECURITY (Revised 6/04) 

Each agency must provide for the integrity and security of its automated files and databases by:

1. Identifying all automated files and data bases for which the agency has ownership responsibility (see SAM Section 4841.4); 
  

2. Ensuring that responsibility for each automated file or data base is defined with respect to:
  

a. The designated owner of the information within the agency, 
  

b. Custodians of information, and 
  

c. Users of the information; 
  

d. Ensuring that each automated file or database is identified as to its information class (SAM Section 4841.3) in accordance with law and administrative policy; 
  

e. Establishing appropriate policies and procedures for preserving the integrity and security of each automated file or data base including:
  

1. Identifying computing systems that allow dial-up communication or Internet access to sensitive or confidential information and information necessary for the support of agency critical applications; 
  

2. Auditing usage of dial-up communications and Internet access for security violations; 
  

3. Periodically changing dial-up access telephone numbers, and 
  

4. Responding to losses, misuse, or improper dissemination of information. 

4841.3 Classification of Information
The state's automated files and databases are an essential public resource that must be given appropriate protection from loss, inappropriate disclosure, and unauthorized modification. Two classes of information require extra precautions:

1. Confidential Information–information maintained by state agencies that is exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws; and, 
  

2. Sensitive Information—information maintained by state agencies that requires special precautions to protect from unauthorized modification or deletion. 

Sensitive information, as defined above, may be either public or confidential. It is information that requires a higher than normal assurance of accuracy and completeness. Thus, the controlling factor for confidential information is dissemination, while the key factor for sensitive information is that of integrity. Typically, sensitive information includes records of agency financial transactions and regulatory actions.

Subject to executive management review, the agency unit that is the designated owner of a file or data base is responsible for making the determination as to whether that file or data base should be classified as confidential or sensitive and for defining any special security precautions that must be followed to control access to and ensure the integrity of the information. See SAM Section 4841.5.
4841.4 Ownership of Information  (Reviewed 02/02) 

Agency management must assign ownership of each automated file or data base used by the agency. Normally, responsibility for automated information resides with the manager of the agency program that employs the information. When the information is used by more than one program, considerations for determining ownership responsibilities include:

1. Which program collected the information; 
  

2. Which program is responsible for the accuracy and integrity of the information; 
  

3. Which program budgets the costs incurred in gathering, processing, storing, and distributing the information; 
  

4. Which program has the most knowledge of the useful value of the information; and, 
  

5. Which program would be most affected, and to what degree, if the information were lost, compromised, delayed, or disclosed to unauthorized parties. 

4842.1 Risk Analysis

Identification of the agency information assets that are at risk, with particular emphasis on the applications of information technology that are critical to agency program operations;

a.  A critical application, from a statewide perspective, is an application that is so important to the state that the loss or unavailability of the application is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.

ISO 17799:2000
5 Asset Classification and Control

5.1 Accountability for assets

Objective: To maintain appropriate protection of organizational assets.

All major information assets should be accounted for and have a nominated owner.  Accountability for assets helps to ensure that appropriate protection is maintained.  Owners should be identified for all major assets and the responsibility for the maintenance appropriate controls should be assigned.  Responsibility for implementing controls may be delegated.  Accountability should remain with the nominated owner of the asset.  

5.1.1 Inventory of assets

Inventories of assets help ensure that effective asset protection takes place, and may also be required for other business purposes, such as health and safety, insurance or financial (asset management) reasons.  The process of compiling an inventory of assets is an important aspect of risk management.  An organization needs to be able to identify its assets and the relative value and importance of these assets.  Based on this information an organization can then provide levels of protection commensurate with the value and importance of the assets.  An inventory should be drawn up and maintained of the important assets associated with each information system.  Each asset should be clearly identified and its ownership and security classification (see 5.2) agreed and documented, together with its current location (important when attempting to recover from loss or damage).  Examples of assets associated with information systems are:

a) information assets: database and data files, system documentation, user manuals, training material, operational or support procedures, continuity plans, fallback arrangements, archived information; 

b) b) software assets: applications software, system software, development tools and utilities;

c) c) physical assets: computer equipment (processors, monitors, laptops, modems, communications equipment (routers, PBAXs, fax machines, answering machines), magnetic media (tapes and disks), other technical equipment (power supplies, air conditioning units), furniture, accommodation;

d) d) services: computing and communications services, general utilities, e.g. heating, lighting, power, air-conditioning.

5.2 Information Classification

Objective: To ensure that information assets receive an appropriate level of protection.
Information should be classified to indicate the need, priorities and degree of protection.  Information has varying degrees of sensitivity and criticality.  Some items may require an additional level of protection or special handling.  An information classification system should be used to define an appropriate set of protection levels, and communicate the need for special handling measures.

5.2.1 Classification Guidelines
Classifications and associated protective controls for information should take account of business needs for sharing or restricting information, and the business impacts associated with such needs, e.g. unauthorized access or damage to the information.  In general, the classification given to information is a shorthand way of determining how this information is to be handled and protected.

Information and outputs from systems handling classified data should be labeled in terms of its value and sensitivity to the organization.  It may also be appropriate to label information in terms of how critical it is to the organization, e.g. in terms of its integrity and availability.  Information often ceases to be sensitive or critical after a certain period of time, for example, when the information has been made public.  These aspects should be taken into account, as over-classification can lead to an unnecessary addition business expense.  Classification guidelines should anticipate and allow for the fact that the classification of any given item of information is not necessarily fixed for all time, and may change in accordance with some predetermined policy (see 9.1). 

Consideration should be given to the number of classification categories and the benfits to be gained from their use.  Overly complex schemes may become cumbersome and uneconomic to use or prove impractical.  Care should be taken in interpreting classification labels on documents from other organization which may have different definitions for the same or similarly named labels.  

The responsibility for defining the classification of an item of information, e.g. for a document, data record, data file or diskette, and for periodically reviewing that classification, should remain with the originator or nominated owner of the information.  

National Institute of Standards and Technology (NIST)

800-34 Contingency Planning Guide for Information Systems Technology

4.2.3 Plan Activation

The IT contingency plan should be activated only when the damage assessment indicates that one or more of the activation criteria for that system are met. If an activation criterion is met, the Contingency Planning Coordinator or CIO (as appropriate) should activate the plan.26 Activation criteria for events are unique for each organization and should be stated in the contingency planning policy statement. Criteria may be based on:

· Safety of personnel and/or extent of damage to the facility 

· Extent of damage to system (e.g., physical, operational, or cost) 

· Criticality of the system to the organization’s mission (e.g., critical infrastructure protection asset) 

· Anticipated duration of disruption. 

5.7.2 Contingency Solutions

Mainframes should be backed up regularly and backup media should be stored offsite. Backup and retention schedules should be based on the criticality of the data being processed and the frequency that the data is modified. (See Section 5.2.2, Contingency Solutions, for backup solutions.) As with servers, remote journaling or electronic vaulting to the alternate site could be an effective technical contingency solution. In addition, disk replication, virtualization, or NAS or SAN technologies that replicate various platforms to one replicating server could be used in some cases. 

800-35 Guide to Information Technology Security Services
Certification and Accreditation Services The complexity and rigor of specific certification activities will vary depending on the system criticality, information sensitivity, system exposure, and level of concern. C&A service providers can manage or conduct a complete certification or prepare and assess individual documents in the final certification package that is ultimately presented to the accreditor for approval.
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