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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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BACKUP METHODOLOGIES
	Backup Methodologies

[image: image1.wmf]
	There are a number of methods for backing up data, each with its advantages and disadvantages.  The examples below are not comprehensive but will show some of the methodologies that are available.  We will discuss the pros and cons of each solution to help organizations decide whether it is appropriate for their needs.


	Digital Data Storage
	Once the amount of EPHI to be stored is determined, the type of device to store EPHI can be determined.  Digital Data Storage (DDS) tape systems are generally acceptable for smaller organizations with less than about 10 Gigabytes (GB) of data to protect.  This is a good choice for a small environment, since the drives are economical and are considered reliable.  Many jukebox or tape drives are also available for this platform, allowing these tapes to be scaled or grown to meet the needs of most small to midsize environments.
Pros:

· Low cost per tape

· Smaller tape size

· Fast data transfer speed
Cons:
· Hold limited amount of data

· Used for a fixed number times

· Can be lost due to small size




	Digital Linear Tape

	Digital Linear Tape (DLT) tape systems are more expensive but have significantly greater data capacity.  This may meet the needs of most large organizations.  DLT systems can be scaled to meet the data protection needs of most organizations, regardless of size. Jukebox and tape drives are also available for this platform, and robotic or other forms of automatic rotation systems are available to handle the needs of even the largest organizations.


	
	Once the hardware has been determined, covered entities must determine the software system needed.  There are many excellent backup software systems on the market today.  Each one offers similar functionality, so entities should look at interfaces, pricing, and other factors to determine which is appropriate for their organizations.
Pros:
· Greater data capacity 

· Faster data transfer speed

· Longer lifetime use

Cons:
· High costs for drives

· Higher cost per tape

· Bulky tape size




	CD/DVD Backup
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	One backup method that has become more popular is the CD/DVD backup.  CD formats include recordable (CD-R) and rewriteable (CD-RW).  Once CD-Rs are recorded, they cannot be written over.  They can be read from any CD-ROM drive.  Rewriteable CDs can be rewritten but can only be read by the newer CD-ROM drives. This backup method is fairly inexpensive, but CDs do not hold as much storage capacity as tapes.  DVDs, an upgrade to CDs, currently holds up to 18 GB of data.  With CDs or DVDs, however, there are the issues of off-site storage and managing the burning of CD/DVDs.


	
	Pros

· CDs/DVDs are relatively low cost.

· CD/DVD drives are easy to set up and install.

· CD/DVD backups can be implemented quickly.

· CD/DVD backup processes are fast.

Cons

· CDs hold a limited amount of data.

· CDs/DVDs are prone to read/write errors.

· CDs/DVDs require a manual burning process.
· CD/DVD off-site media storage requires more physical space than tape or other media.


	USB Memory Drives
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	A popular device is the Universal Serial Bus (USB) memory drive that connects to a computer’s USB port and acts as a removable storage device.  These devices are small, about the size of stick of gum, and can be easily carried in a person’s pocket.  These devices are easy to install and can be password protected for further security.  They are relatively low cost and are easy to implement.  This solution would be ideal for backing up data on a laptop or a workstation with EPHI stored on the hard drive.  However, these devices can be easily lost or stolen and are limited to less than 1 GB of disk space.


	
	Pros

· USB memory drives are relatively low cost.

· USB memory drives are easy to set up and install.

· USB memory drives can be implemented quickly.

· USB memory drives can be password protected to further secure data.

· USB memory drives allow for fast data backups.


	
	Cons

· USB memory drives can be lost or stolen, since they are small.
· USB memory drives hold a limited amount of data of about 1 GB.

· USB memory drives require a manual process.
· USB memory drives are prone to crashes and incompatibilities.



	Online Storage
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	A popular off-site storage solution that requires fast connectivity to the Internet is online backups.  Software is installed on the PC or server, which compresses and encrypts the data prior to transferring it to a secure data center via the Internet.  The data is safely stored off-site in its encrypted format and can be restored in the event of a disaster.  The backup software has a selection feature that allows the customer to decide which files to back up.  Since costs for online backup are based on the amount of stored data, this solution is cost-effective because entities can select to back up data files only.  Issues with this method are the security of the data being transferred and the security of the data storage at the remote location.  


	
	Pros

· Online data is stored immediately off-site.

· Online data can be recovered immediately.

· The cost depends on the amount of data stored online.

· Online backups follow an automated process.

Cons

· Online backups require bandwidth resources.

· Online backup security varies between vendors.

· Online backup stability depends on vendor hardware.

· Software installed on computers for online backups can be unstable.


TYPES OF DISRUPTIONS CAUSING EMERGENCIES
	Types of Disruptions
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	Covered entities must address all types of disruptions:  non-disasters, disasters, and catastrophes.  The results from the business impact analysis can be used to identify all the types of disruptions that may happen.  

For more information regarding the types of disruptions, see Chapter 11: Contingency Plan.


	Non-disaster
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	A non-disaster is a disruption in service to EPHI and usually is a temporary disturbance that lasts less than 24 hours.  Some examples of non-disasters are:  network outages, virus infections, or planned database maintenance.  Covered entities will be able to resume operations in less than 24 hours.  The main facility is usually not affected.  During a non disaster, covered entities may be able to process EPHI using a manual or paper-based method.  

For example, an organization’s billing database that contains EPHI has been corrupted due to a computer virus, so it is taken offline.  The database administrator proceeds to restore the database from tape backup.  Due to the size of the database, it takes approximately 4 hours to fully restore the database.  While the billing database is being restored, workforce members are instructed to use a paper based method to bill patients.  


	Disaster
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	A disaster is an event that causes the entire facility to be unusable for a day or longer.  This usually requires the use of an alternative processing facility.  Software and data need to be restored from off-site copies.  The alternate site must be available until the covered entity’s main facility is repaired and usable.  

For example, a major fire breaks out in an organization’s data center, but the water sprinklers quickly extinguish the fire.  The water from the sprinklers has damaged the systems and cabling to the data center, making systems and EPHI unavailable.  It will take three days before construction workers can rebuild the data center and restore services.  The organization will use its backup tapes to continue business operations.


	Catastrophe
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	A catastrophe is a major disruption that destroys the facility altogether.  This requires a short-term solution, which would be an off-site facility, and a long-term solution, which may require rebuilding the original facility.  

For example, a severe flood hits an organization’s office, and all employees are evacuated to an off-site processing facility.  The flood destroys hardware and software, so data needs to be recovered from off-site tape backups.  At the off-site facility, hardware and software are purchased, enabling data to be restored in two days.  The primary site will take approximately one week before it is restored and operational.   



ALTERNATIVE SITES FOR DATA EMERGENCY MODE OPERATIONS
	Alternate Sites
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	An off-site backup facility or alternate site can be made accessible in case larger disasters and catastrophes impact the primary facility.  An emergency mode operation plan can include a strategy to recover and perform operations at an alternate facility for an extended period of time.  This arrangement provides the covered entity with a facility to continue operations, while the original facility is being repaired or restored to normal operations.  There are basically four types of alternate sites, each with their own advantages and disadvantages.  


	Cold Sites
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	A cold site is a facility that supplies the basic environment, electrical wiring, air conditioning, plumbing, and flooring, but it may take a few weeks to get the site activated and ready for work.  The cold site is the least expensive option, but preparing the cold site for operations will take the most time and effort.  

Cold Site Advantages:

· Lowest cost,

· Available for longer timeframes because of reduced costs, and
· Practical for proprietary hardware or software use.

Cold Site Disadvantages:

· Longest time to prepare,

· Operational testing not available, and
· Possible shared use with other entities.


	Warm Sites
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	A warm site is a facility that is usually partially configured with some equipment, but not the actual computers.  Filling a facility with duplicate hardware and computers configured for immediate operation is extremely expensive, so a warm site provides the facility and some peripheral devices.  This alternative facility is the most widely used model.  It is less expensive than a hot site and may be a good choice for entities with unusual hardware or software because they bring their own hardware and software with them to the site.  However, the annual testing that is available for hot site facilities is usually not available for warm site facilities, so entities cannot be sure they will be back to operations within hours. 


	
	Warm Site Advantages:

· Usually exclusive use,

· Reasonable amount of time to be ready, and
· Critical operations can be resumed relatively quickly.

Warm Site Disadvantages:

· More expensive,

· Not immediately available, and

· Testing usually not available.


	Hot Sites
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	A hot site is a facility that is fully configured and is operational within a few hours.  The equipment and system software must be compatible with the data being backed up from the main site and must cause no negative interoperability issues.  These sites are a good choice for entities that need an available site as soon as possible and exclusive rights to the facility.  A hot site can support a short or long-term outage and is flexible in its configuration and options.  Most hot site facilities support annual tests that can be performed by entities to ensure the site is functioning in the necessary state.  This is the most expensive option of the three types of off-site facilities and can propose problems if entities require proprietary or unusual hardware or software.  Entities would choose a hot site only if downtime would cost a significant amount and if operations were needed to be in place within a few hours.  Entities must also be able to afford keeping a hot site fully loaded with redundant systems and devices.



	
	Hot Site Advantages:

· Ready within hours for most operations,

· Usually used for short-term solutions, but available for longer stays,

· Flexible configurations,

· Annual testing available, and
· Exclusive use.

Hot Site Disadvantages:

· Very expensive,

· Unused hardware and software while not in use, and
· The need to keep hardware and software updated.


	Other Entity Sites – Reciprocal Agreement
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	In a reciprocal agreement, two organizations with basically the same equipment and environment agree to allow each other to recover at each other’s site.  If one organization experiences a disaster, critical functions are relocated to the functioning organization.  

Reciprocal Agreement Advantages:

· Lower cost,

· Ready for use, and
· Support of reciprocating organization.


	
	Reciprocal Agreement Disadvantages:

· Security of systems and data,

· Outdated plans and agreements, and

· Ability to test without disruption.


	Mobile Sites
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	Mobile sites are facilities in self-contained, transportable shells, which are custom fitted with specific telecommunications and IT equipment necessary for operations.  These are available for lease through commercial vendors.  The facility is often contained in a tractor trailer and may be driven to and set up at a desired alternate location.  Mobile sites should be designed in advance with the required equipment, and a service level agreement (SLA) between the vendor and organization should be signed.  Usually, mobile sites can arrive at the desired alternate location within 24 hours of a disaster, depending on the terms of the SLA.  


	
	Mobile Site Advantages:

· Usually ready within 24 hours of a disaster,

· Customizable equipment, and

· Easy re-location.

Mobile Site Disadvantages:

· Usually high cost,

· Hardware/software dependent on vendor, and

· Mobile sites possibly unavailable in all areas.


	Mirrored Sites
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	Mirrored sites are fully redundant facilities with real information processing.  All data processing and systems, including hardware and software, is replicated at the mirrored site.  Mirrored sites provide the fastest recovery time after a disaster, since all data is updated and hardware is available.  It is also the most expensive alternate site option and is used mainly for mission critical applications and systems.  

Mirrored Site Advantages:

· Offers the fastest recovery after a disaster,

· Data and systems replicated at mirrored site, and

· Designed, built, and maintained by organization.

Mirrored Sites Disadvantages:

· Most expensive alternate site option,

· Challenging to replicate large amounts of data, and

· Requires the most setup and ongoing support.




	Summary of Sites
	Many entities will choose to use warm sites, which have some devices, such as disk drives, tape drives, and controllers, but nothing else.  These entities usually cannot afford a hot site, and extra downtime would not be detrimental to their business operations.  The entities that choose a cold site must be able to be without operations for a week or two.  Cold sites usually include power, raised flooring climate control, and wiring.  
The off-site facility should be far away from the original site so that the off-site facility will not be affected by the same disaster that affected the original site.  If an entity is concerned about natural disasters, it is not logical to have the backup site only a few miles away because the backup site could also be affected or destroyed.
Organizations need to be aware of the costs associated with implementing an alternate site.  In all the solutions discussed above, there are significant costs for the facilities, hardware, software, and support.  As Jason Brougham states, “One of the hardest parts budget-wise [in IT] is disaster recovery and its incredible price tag.  Traditionally, you had to duplicate everything you’ve got in one data center to another and then pray that you never have to use it.”




	Vendor Agreements
	Vendor agreements are an important part of contingency plans and emergency mode operation plans.  Service Level Agreements (SLAs) with utilities, hardware, software, communications, and support vendors should be made for emergency support service.  The SLA should specify the vendor’s response time after being notified of the disaster and the level of service the vendor will provide.   Copies of SLAs along with vendor contact phone numbers should be included in all contingency plan documentation.




EMERGENCY RESPONSE
	Emergency Response
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	Protecting lives is the most important priority and should be put first before saving material objects.  After training and drills, personnel should know their building evacuation plan, designated emergency exits, and destination.  A member of the disaster recovery team should be responsible for ensuring all people are accounted for after an evacuation.  Another member of the disaster recovery team should be responsible for notifying the appropriate authorities:  the police department, security guards, fire department, emergency rescue, management, etc.  With proper training and drills, employees will be better trained to handle emergencies rather than just running towards the exit.  


	
	If the situation is not life threatening, then personnel should properly shut down systems containing EPHI and secure and remove critical data files containing EPHI right before evacuating the facility.  The documented disaster recovery plan should be located, and the necessary steps should be followed.  If the original site or office is unavailable, then the emergency mode operation plan should be followed to restore the organization’s operations at the alternative site.  The emergency mode operation plan will instruct the covered entity on how to operate while in emergency mode.  


	
	A covered entity is most vulnerable after a disaster.  Systems and doors to data center areas or server rooms should be secured so that unauthorized access does not occur during or after a disaster.   Potential issues need to be thoroughly analyzed so that necessary and expected protection is provided at all times.  




TYPES OF TESTS
	Background
	Testing and revision procedures are a part of the HIPAA Security Rule’s contingency plan requirement.  The testing and revision procedures specification recommends that covered entities regularly test and revise their contingency plans to reflect changes in their environment.  The following are samples of types of tests that a cover entity may determine to use.




	Review

	A review is a simple test to check the accuracy of contingency plan documentation. For instance, a reviewer could check whether individuals listed are still employed in the organization. This test can include checking home and work telephone numbers, organizational codes, and building and room numbers. The review results can determine if files can be restored from backup tapes and if employees know emergency procedures.



	Analysis
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	An analysis may be performed on the entire plan or on portions of it, such as emergency response procedures.  It is beneficial if the analysis is performed by someone who did not help develop the contingency plan, even if he/she has a good working knowledge of the critical functions and supporting resources. The analyst(s) should mentally follow the strategies in the contingency plan and should look for flaws in the logic or process used by the plan’s developers. The analyst(s) may also interview functional managers, resource managers, and their staff to uncover missing or unworkable pieces in the plan.



	Checklist Test
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	In this type of drill, copies of the disaster recovery plan are distributed to all the different departments and program areas for review.  This is done so that each functional manager or team can review the plan and indicate if anything has been left out or if some approaches should be modified or deleted.  This is a method to ensure that items or topics have not been omitted.  Once the program areas and departments have reviewed their copy and made suggestions, the planning team then integrates those changes into the master plan.



	Structured Walk-Through Drill
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	In this test, representatives from each department and program area come together to go over the plan to ensure its accuracy.  The group will review the objectives of the plan, discuss the scope and assumptions of the plan, review the organization and reporting structure, and evaluate the training, testing, and maintenance requirements described.  This presents the people responsible for an effective and efficient disaster recovery with an opportunity to review what has been decided upon and what is expected of them.  The group will walk through the plan’s different scenarios from beginning to end to make sure nothing is left out and to raise the awareness of the recovery team members.  



	Simulation Drill
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	This type of drill requires more planning and people.  In this drill, all employees participate in operational and support functions.  They gather together to practice executing the disaster recovery plan based on a specific scenario.  The scenario is used to test the reaction of each operational department.  This is done to ensure that specific steps were not left out and that all threats were considered.  This type of drill aims to raise the awareness of the people involved.  The drill will have the materials that are available in an actual disaster to portray a more realistic scenario.  The simulation drill continues up to the point of actual relocation to an alternate facility and actual shipment of replacement equipment.




	Full-Interruption Drill
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	This type of drill is the most intrusive to a covered entity’s regular business operations.  The original facility is actually shut down, and processing takes place at the alternate site.  The disaster recovery team fully prepares the systems and environment for operation at the alternate site.  All processing will be done only on devices at the alternate facility.  This full-blown drill requires planning and coordination and will find weaknesses in the plan that will need to be fixed before an actual disaster occurs.  


	
	During and after each type of test, a record of the significant events that occurred should be recorded and reported to management so that they are informed of the test outcomes.  Flaws and weaknesses will need to be resolved and fixed before a disaster occurs.  Amanda Dorsey says, “Remember that conducting any of these tests requires a positive attitude and should be done in the name of improvement – not from a pass/fail perspective.”
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