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Chapter 11

Contingency plan
GLOSSARY

The following is a list of terms adapted from the Disaster Recovery Journal, which you may encounter when developing and evaluating your disaster recovery plan.

	ASSET
	An item of property and/or a component of a business activity/process owned by an organization. There are three types of assets:  physical assets (e.g. buildings and equipment), financial assets (e.g. currency, bank deposits, and shares), and non-tangible assets (e.g. goodwill and reputation).


	BACKUP (Data):  
	A process used to copy electronic or paper-based data in some form, to be available if the original data is lost, destroyed, or corrupted.


	BACKUP GENERATOR
	An independent source of power, usually fueled by diesel or natural gas.


	BUSINESS CONTINUITY
	The ability of a covered entity to ensure continuity of service and support for its customers and to maintain its viability before, after, and during an event.


	BUSINESS IMPACT ANALYSIS (BIA)
	The Business Impact Analysis is a process designed to identify critical business functions and workflow, to determine the qualitative and quantitative impacts of a disruption, and to prioritize and establish recovery time objectives.  SIMILAR TERMS: Business Exposure Assessment, Risk Analysis


	BUSINESS INTERRUPTION 
	Any event, whether anticipated (e.g., public service strike) or unanticipated (e.g., blackout), that disrupts the normal course of business operations at a covered entity location.


	CD/DVD BACKUP
	A backup method involving writing or burning data to a CD or DVD.  This backup method requires a CD or DVD writer on the computer or workstation.  This is used in distributed systems such as workstations or laptops.  


	CD-ROM
	Short for Compact Disc-Read-Only Memory, a type of optical disk capable of storing large amounts of data – up to 1GB (gigabytes), although the most common size is 650MB (megabytes).  A single CD-ROM has the storage capacity of 700 floppy disks, which is enough memory to store about 300,000 text pages.


	COLD SITE
	Typically consists of a facility with adequate space and infrastructure (electronic power, telecommunications connections, and environmental controls) to support the IT system.  The space may also have raised floors and other attributes suited for IT operations.  The site does not contain IT equipment and usually does not contain office automation equipment, such as telephones, facsimile machines, or copiers.  The organization using the cold site is responsible for providing and installing the necessary equipment and telecommunications capabilities.


	CONTACT LIST
	A list of team members and/or key players to be contacted
.  The list also contains backup team members that should be contacted if the intended team member could not be reached.  The list will include the necessary contact information (e.g., home phone, pager, cell phone, etc.) and, in most cases, is considered to be confidential.


	CONTINGENCY PLAN
	A plan used by a covered entity or business unit to respond to a specific systems failure or operations disruption.  A contingency plan may use any number of resources, including workaround procedures, an alternate work area, a reciprocal agreement, and/or replacement resources.


	CONTINGENCY PLANNING
	The process of developing advanced arrangements and procedures that enable an organization to respond to an event that could occur by chance or unforeseen circumstances.


	CRITICAL FUNCTIONS
	Business activities or information that can not be interrupted or unavailable for several business days without significantly jeopardizing a covered entity’s operations.


	CRITICAL RECORDS
	Records or documents that, if damaged or destroyed, would cause considerable inconvenience and/or would require replacement or recreation at considerable expense.


	DAMAGE ASSESSMENT
	Following a disaster, the process of assessing damage to computer hardware, vital records, office facilities, etc. and determining what can be salvaged or restored and what must be replaced.


	DAT
	Acronym for Digital Audio Tape, a type of magnetic tape that uses a scheme called helical scan
 to record data.  A DAT cartridge is slightly larger than a credit card in width and height and contains a magnetic tape that can hold 2 to 24 gigabytes of data.  It can support data transfer rates of about 2 MBps.  Like other types of tapes, DATs are sequential-access
 media.


	DATA BACKUPS
	The backup of system, application, program, and/or production files to media, which can be stored both on-site and off-site. Data backups can be used to restore corrupted or lost data or to recover entire systems and databases in the event of a disaster.  Data backups are considered confidential and should be kept secure from physical damage and theft.


	DATA BACKUP STRATEGIES
	The actions and backup processes that are necessary for an organization to meet its data recovery and restoration objectives.  Data backup strategies will determine the timeframes, technologies, media, and off-site storage of the backups and will ensure that recovery point and time objectives are met.


	DATA BACKUP STRATEGIES
	The actions and backup processes that are necessary for an organization to meet its data recovery and restoration objectives.  Data backup strategies will determine the timeframes, technologies, media, and off-site storage of the backups and will ensure that recovery point and time objectives are met.


	DATA RECOVERY
	The restoration of computer files, such as programs and production data, from backup media to the state that existed at the time of the last safe backup.


	DATABASE REPLICATION
	The partial or full duplication of data from a source database to one or more destination databases.  Replication may use any number of methodologies (e.g., mirroring or shadowing).  Replication may be performed synchronously, asynchronously, or point-in-time depending on the technologies used, the recovery point requirements, the distance and connectivity to the source database, etc.  Replication, if performed remotely, can function as a backup during disasters and other major outages.


	DDS
	Acronym for Digital Data Storage, the industry standard for digital audio tape (DAT) formats.  There are currently four kinds of DDS, all with different capacities.


	DIFFERENTIAL BACKUP
	Backs up all files changed since the last full backup, regardless of whether they have been changed since the last backup operation of any kind.


	DISASTER
	A sudden, unplanned calamitous event causing great damage or loss.  1) Any event that creates an inability for a covered entity to provide critical business functions for some predetermined period of time.  2) In the business environment, any event that creates an inability for a covered entity to provide critical business functions for some predetermined period of time
.  3) The period when company management decides to divert from normal production responses and exercise its disaster recovery plan.  A disaster typically signifies the beginning of a move from a primary to an alternate location.  SIMILAR TERMS:  Business Interruption, Outage, Catastrophe




	DISASTER RECOVERY
	Activities and programs designed to return the covered entity to an acceptable condition.  The ability to respond to an interruption in services by implementing a disaster recovery plan to restore a covered entity's critical business functions.


	DISASTER RECOVERY PLAN
	The document that defines the resources, actions, tasks, and data required to manage the business recovery process during a business interruption.  The plan is designed to assist covered entities with restoring business processes within the stated disaster recovery goals.


	DISASTER RECOVERY PLANNING
	The technological aspect of business continuity planning.  The advance planning and preparations necessary to minimize loss and to ensure continuity of a covered entity’s critical business functions during a disaster.  SIMILAR TERMS:  Contingency Planning, Business Continuity Planning, Corporate Contingency Planning, Business Interruption Planning, Disaster Preparedness.


	DISK MIRRORING
	The duplication of data in real time on separate disks to ensure its continuous availability, current, and accuracy.  Disk mirroring remotely can be used as a disaster recovery solution, if performed remotely.  True mirroring will enable a zero recovery point objective
.  Depending on the technologies used, mirroring can be performed synchronously, asynchronously, semi-synchronously, or point-in-time
.


	DLT
	Short for Digital Linear Tape, a type of magnetic tape storage device originally developed by DEC and now marketed by several companies.  DLTs are ½-inch wide, and the cartridges come in several sizes – ranging from 20 to over 40 GB.  DLT drives are faster than most other tape drive types, achieving transfer rates of 2.5 MBps.


	DVD
	Short for Digital Versatile Disc or Digital Video Disc, a type of optical disk technology similar to the CD-ROM.  A DVD holds a minimum of 4.7GB of data, enough for a full-length movie.  DVDs are commonly used as a medium for digital representation of movies and other multimedia presentations that combine sound with graphics.
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	ELECTRONIC PROTECTED HEALTH INFORMATION (EPHI)
	Individually identifiable health information that is either transmitted by or maintained in electronic media.  The term “electronic media” includes electronic storage media and transmission media used to exchange information already in electronic storage media. 
· Electronic storage media may include memory devices in computers (e.g. hard drives) and any removable, transportable digital medium (e.g. magnetic tapes or disks, optical disks, and digital memory cards), and
· Transmission media are used to exchange information already in electronic format
.


	ELECTRONIC VAULTING
	The process of electronically forwarding backup data to an off-site server or storage facility.  Vaulting eliminates the need for tape shipment, significantly shortening the time required to move the data off-site.


	EMERGENCY
	A sudden, unexpected event requiring immediate action due to potential threats to health and safety, the environment, or property.


	EMERGENCY PREPAREDNESS
	The discipline that ensures a covered entity’s readiness to respond to an emergency in a coordinated, timely, and effective manner.


	
	EMERGENCY PROCEDURES:  A plan of action to commence immediately following an emergency to prevent the loss of life and to minimize injury and property damage.


	FILE SHADOWING
	The asynchronous duplication of the production database on separate media to ensure data availability, current, and accuracy.  File shadowing can be used as a disaster recovery solution, if performed remotely, to improve both the recovery time and recovery point objectives.


	FULL BACKUP
	Transfers a copy of all data within the scope of the backup to tape, regardless of whether the data had been changed since the last backup was performed.


	GIGABYTE
	2 to the 30th power (1,073,741,824) bytes.  One gigabyte is equal to 1,024 megabytes.  Gigabyte is often abbreviated as G or GB.


	GRANDFATHER-FATHER-SON TAPE ROTATION (GFS)
	A tape rotation scheme that involves two full data backups performed monthly, differential data backups performed weekly
, and an incremental done daily.


	HIGH-RISK AREAS
	Heavily populated areas that are particularly susceptible to high-intensity earthquakes, floods, tsunamis, or other disasters.  Areas where emergency response may be necessary in the event of a disaster.


	HIGH AVAILABILITY
	Systems or applications requiring a very high level of reliability and availability.  High availability systems typically operate 24x7 and usually require built-in redundancy to minimize the risk of downtime due to hardware and/or telecommunication failures.
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	HOT SITES
	Office spaces appropriately sized to support system requirements.  Hot sites are configured with the necessary system hardware, supporting infrastructure, and support personnel.  Hot sites are typically staffed 24x7.  Hot site personnel begin preparing for the system arrival as soon as they are notified that the contingency plan has been activated.


	HUMAN THREATS
	Possible disruptions to business operations resulting from human actions (e.g., a disgruntled employee, terrorism, blackmail, job actions, riots, etc.).


	INCIDENT RESPONSE
	A covered entity’s response to a disaster or other significant event that may significantly impact the covered entity, its people, or its ability to function productively.  An incident response may include evacuating a facility, initiating a disaster recovery plan, performing damage assessment, and any other measures necessary to bring a covered entity to a more stable status.


	INCREMENTAL BACKUP
	Transferring to tape only those files that have changed since the last backup operation of any kind (full, differential, or incremental).


	JOURNALING
	The process of logging changes or updates to a database since the last full backup.  Journals can be used to recover previous versions of a file before updates were made or to facilitate disaster recovery, if performed remotely, by applying changes to the last safe backup.


	MEGABYTE
	1. When used to describe data storage, 1,048,576 (2 to the 20th power) bytes.  Megabyte is frequently abbreviated as M or MB.  2. When used to describe data transfer rates, as in MBps, it refers to one million bytes.


	MIRRORED SITES
	Fully redundant facilities with full, real-time information mirroring.  Mirrored sites are identical to the primary site in all technical respects.  These sites provide the highest degree of availability because the data is processed and stored at the primary and alternate site simultaneously.  These sites typically are designed, built, operated, and maintained by the organization.


	MISSION-CRITICAL APPLICATION
	An application that a covered entity needs to perform necessary business functions.  Loss of mission-critical applications would have a negative impact on operations as well as introduce legal or regulatory impacts.


	MOBILE SITES
	Self-contained, transportable shells custom-fitted with specific telecommunications and IT equipment necessary to meet system requirements.  These are available for lease through commercial vendors. The facility often is contained in a tractor-trailer and may be driven to and set up at the desired alternate location.  In most cases, to be a viable recovery solution, mobile sites should be designed in advance with the vendor, and a SLA (Service Level Agreement) should be signed between the two parties.  This is necessary because the time required to configure the mobile site can be extensive, and without prior coordination, the time to deliver the mobile site may exceed the system’s allowable outage time.


	MOCK DISASTER
	One method of exercising teams where participants are challenged to determine the actions they would take in the event of a specific disaster scenario.  Mock disasters usually involve all, or most, of the applicable teams.  Under the guidance of exercise coordinators, the teams walk through the actions they would take per their plans or simulate performance of these actions.  Teams may be at a single exercise location or at multiple locations, with communication between teams simulating actual “disaster mode” communications. A mock disaster will typically operate on a compressed timeframe representing many hours or even days. 
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	NATURAL THREATS
	Events caused by nature that have the potential to impact a covered entity.


	NETWORK OUTAGE
	An interruption in system availability resulting from a communication failure, which affects networks of computer terminals, processors, and/or workstations.


	OFF-SITE STORAGE
	Alternate facility, other than the primary production site, where duplicated vital records and documentation may be stored for use during disaster recovery.


	ONLINE BACKUP
	A method of backup, performed either automatically or manually, where the data is stored online or through an Internet connection at the vendor’s site.


	OPERATIONAL EXERCISE
	One method of exercising teams where participants perform some or all of the actions they would take in the event of plan activation.  Operational exercises, which may involve one or more teams, are typically performed under actual operating conditions at the designated alternate location and use the specific recovery configuration that would be available in a disaster.


	OPERATIONAL IMPACT ANALYSIS
	Determines the impact of the loss of an operational or technological resource.  The loss of a system, network, or other critical resource that may affect a number of business processes.


	OPERATIONAL TEST
	A test conducted on one or more components of a plan using actual operating conditions.


	OPTICAL DISK
	A storage medium from which data is read and to which it is written by lasers.  Optical disks can store much more data -- up to 6GB (6 billion bytes) – than most portable magnetic media, such as floppies.


	PLAN MAINTENANCE PROCEDURES
	Outline the process for the review and update of business continuity plans.


	RECOVERY
	Process of planning for and/or implementing expanded operations to address less time-sensitive business operations immediately following an interruption or disaster.  The start of the actual process or function that uses the restored technology and location.


	RECOVERY STRATEGY
	An approach by a covered entity that will ensure its recovery and continuity in the face of a disaster or other major outage.  Plans and methodologies are determined by the covered entity’s strategy.
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	RESPONSE
	To assess the damage or impact and to ascertain the level of containment and control activity required following an incident or emergency.  In addition to addressing the matters of life safety and evacuation, response also addresses the policies, procedures, and actions to be followed in the event of an emergency.  Response is also the step or stage that immediately follows a disaster event where actions begin as a result of the event having occurred.  Similar Terms:  Emergency Response, Disaster Response, Immediate Response, Damage Assessment.


	RESTORATION
	Process of planning for and/or implementing procedures for the repair or relocation of the primary site and its contents and for the restoration of normal operations at the primary site.


	RISK ASSESSMENT/
ANALYSIS
	Process of identifying the risks to a covered entity, assessing the critical functions necessary for a covered entity to continue business operations, defining the controls in place to reduce covered entity exposure, and evaluating the costs for such controls.  Risk analysis often involves an evaluation of the probability of a particular event occurring.


	SIMULATION EXERCISE
	One method of exercising teams where participants perform some or all of the actions they would take in the event of plan activation.  Simulation exercises, which may involve one or more teams, are performed under conditions that at least partially simulate “disaster mode.”  They may or may not be performed at the designated alternate location and typically use only a partial recovery configuration.


	STAND-ALONE TEST
	A test conducted on a specific component of a plan in isolation from other components, typically under simulated operating conditions.


	STRUCTURED WALK-THROUGH
	One method of testing a specific component of a plan.  Typically, a team member makes a detailed presentation of the component to other team members (and possibly non-members) for their critique and evaluation.


	SYSTEM DOWN-TIME
	A planned or unplanned interruption in system availability.


	TEST
	An activity that is performed to evaluate the effectiveness or capabilities of a plan according to specified objectives or measurement criteria.  Types of test include Desk Check, Peer Review, Structured Walkthrough, Standalone Test, Integrated Test, and Operational Test.


	TEST PLAN
	A document designed to periodically exercise specific action tasks and procedures to ensure viability in a real disaster or severe outage situation.


	VITAL RECORD
	A record that must be preserved and available for retrieval if needed.




	WARM SITES
	Partially equipped office spaces that contain some or all of the system hardware, software, telecommunications, and power sources.  The warm site is maintained in an operational status ready to receive the relocated system.  The site may need to be prepared before receiving the system and recovery personnel.  In many cases, a warm site may serve as a normal operational facility for another system or function and in the event of contingency plan activation, the normal activities are displaced temporarily to accommodate the disrupted system. 


	WORK-AROUND PROCEDURES
	Interim procedures that may be used by a business unit to enable it to continue to perform its critical functions during temporary unavailability of specific application systems, electronic or hard copy data, voice or data communication systems, specialized equipment, office facilities, personnel, and/or external services.  SIMILAR TERMS:  Interim Contingencies
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The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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