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 OF THE 

OPERATIONS RECOVERY MANAGEMENT TEAMS 
The Operations Recovery Management Team is responsible for managing the overall recovery effort.  They ensure that restoration occurs within the planned critical time frames and assist in resolving problems requiring management action.  The Operations Recovery Management Team consists of the Operations Recovery Management Director, the Operations Recovery Management Manager, and the team members.  When a disaster occurs, Disaster Recovery Teams are activated at the call of the Operations Recovery Management Manager.  All other Recovery Teams report directly to the Recovery Management Team.  The teams include:

Operations Recovery Management Director, Operations Recovery Management Manager, and Team
Damage Assessment and Salvage Team

Physical Security Team

Communications Team

Hardware Installation Team

Information Technology Technical Team 

Information Technology Operations Team

Administration Team
Specifically, the Recovery Teams are charged with:

OPERATIONS RECOVERY DIRECTOR RESPONSIBILITIES
	PRE-DISASTER

	 FORMCHECKBOX 

	Approve the final disaster recovery plan

	 FORMCHECKBOX 

	Enact the disaster recovery plan maintenance

	 FORMCHECKBOX 

	Ensure disaster recovery training conduction

	 FORMCHECKBOX 

	Authorize periodic disaster recovery plan testing


	POST-DISASTER

	 FORMCHECKBOX 

	Declare the disaster

	 FORMCHECKBOX 

	Determine the plan strategy to be implemented, if more than one strategy exists 

	 FORMCHECKBOX 

	Authorize travel and housing arrangements for team members

	 FORMCHECKBOX 

	Authorize expenditures in excess of $_____

	 FORMCHECKBOX 

	Manage and monitor the overall recovery process

	 FORMCHECKBOX 

	Advise senior and user management on the status of disaster recovery efforts

	 FORMCHECKBOX 

	Coordinate media and press releases


OPERATIONS RECOVERY MANAGER AND TEAM RESPONSIBILITIES
	PRE-DISASTER

	 FORMCHECKBOX 

	Develop, maintain and update the plan as scheduled.

	 FORMCHECKBOX 

	Appoint Recovery Team members and alternates as required.  (See Exhibit __, Recovery Team Leaders Roster and Exhibit __, Recovery Teams Members Roster.)

	 FORMCHECKBOX 

	Distribute the disaster recovery plan to Recovery Teams and their members.

	 FORMCHECKBOX 

	Coordinate plan testing.

	 FORMCHECKBOX 

	Train Disaster Recovery Team members on plan implementation.


	POST-DISASTER

	 FORMCHECKBOX 

	Obtain approval to activate the Disaster Recovery Plan and the Recovery Teams.

	 FORMCHECKBOX 

	Notify all Recovery Teams leaders or alternates about disaster declaration.

	 FORMCHECKBOX 

	Obtain an overview of the degree of outage resulting from the disaster.

	 FORMCHECKBOX 

	Coordinate and summarize damage reports from all teams.

	 FORMCHECKBOX 

	Notify the organization’s directors about the severity of the disaster.

	 FORMCHECKBOX 

	Conduct briefing with all Recovery Teams

	 FORMCHECKBOX 

	Coordinate all Recovery Teams

 FORMCHECKBOX 

Damage Assessment and Salvage

 FORMCHECKBOX 

Physical Security

 FORMCHECKBOX 

Communications
 FORMCHECKBOX 

Hardware Installation

 FORMCHECKBOX 

Information Technology (IT) Operations Team

 FORMCHECKBOX 

IT Technical Team

 FORMCHECKBOX 

Administration Team

	 FORMCHECKBOX 

	Notify alternative site of pending activation. (Select the appropriate alternative location if more than one exists.)

	 FORMCHECKBOX 

	Notify the IT Technical Team so they can request off-site system backups, manuals, equipment, and documentation.

	 FORMCHECKBOX 

	Notify Administration Team to make necessary travel or hotel accommodations for designated Recovery Team members.

	 FORMCHECKBOX 

	Authorize purchases and required disbursements for equipment, equipment repairs, software, applications, and network systems acquisitions.

	 FORMCHECKBOX 

	Report to the Operations Recovery Management Director on the status of the recovery effort.

	 FORMCHECKBOX 

	Coordinate media press releases. (Director)


DAMAGE ASSESSMENT AND SALVAGE TEAM
 

The Damage Assessment and Salvage Team is responsible for the assessing the damage to the LAN and LAN facilities and reporting the level of damage to the Operations Recovery Management Team.  They must perform the assessment as quickly as possible following the disaster.  The team is also responsible for overseeing the salvage operations required to clean up and repair the data center and for re-establishing the data center in the reconstituted or new site.

 

DAMAGE ASSESSMENT AND SALVAGE TEAM RESPONSIBILITIES
	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Work closely with Recovery Management Team to reduce the possibility of disaster in the data center. (See Preventative Measures in Appendix.)

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.


	POST-DISASTER

	 FORMCHECKBOX 

	Determine damage and accessibility to:

 FORMCHECKBOX 

The building,
 FORMCHECKBOX 

The data center,
 FORMCHECKBOX 

The organization’s offices,
 FORMCHECKBOX 

Environmental controls,
 FORMCHECKBOX 

Computer room contents, and
 FORMCHECKBOX 

Office contents.   (From the Damage Assessment Checklist)

	 FORMCHECKBOX 

	Assess the extent of damage to the organization’s LAN and data center.

	 FORMCHECKBOX 

	Assess the need for physical security. (e.g., security guards)

	 FORMCHECKBOX 

	Estimate recovery time based upon the damage assessment.  (From the Damage Assessment Checklist)

	 FORMCHECKBOX 

	Identify salvageable hardware and communication equipment.

	 FORMCHECKBOX 

	Apprise the Management Team on the extent of damages, estimated recovery time, required physical security, and salvageable or repairable equipment.

	 FORMCHECKBOX 

	Maintain salvageable hardware and equipment log.

	 FORMCHECKBOX 

	Coordinate with vendors and suppliers in restoring, repairing, or replacing salvageable hardware and equipment.

	 FORMCHECKBOX 

	Coordinate transportation of salvaged equipment to recovery site, if necessary.

	 FORMCHECKBOX 

	Provide support in cleaning up the data center following the disaster.


PHYSICAL SECURITY TEAM
The Physical Security Team provides personnel identification and access limitations to the building and floors and acts as a liaison to emergency personnel.  This is crucial during the time of a disaster because of the uncommonly large number of vendors, contractors, and other visitors requiring access to the building and floors.

Physical Security Team Responsibilities

	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Work closely with the Operations Recovery Management Team to ensure the physical security of the existing systems, LAN, and facilities.

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Become familiar with emergency phone numbers.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.

	 FORMCHECKBOX 

	Obtain and update list of individuals authorized to have access to the disaster site, the recovery site, and to electronic protected health information. 


	POST-DISASTER

	 FORMCHECKBOX 

	Assess damage to entries to the disaster site.

	 FORMCHECKBOX 

	Act as a liaison to emergency personnel, such as fire and police departments.

	 FORMCHECKBOX 

	Cordon off the data center to restrict unauthorized access.

	 FORMCHECKBOX 

	Coordinate with Facility or Building Management for authorized personnel access.

	 FORMCHECKBOX 

	Provide security guards, as required.

	 FORMCHECKBOX 

	Schedule security for transportation of files, reports, and equipment.

	 FORMCHECKBOX 

	Provide assistance in any official or insurance investigation of the damaged site.


COMMUNICATIONS TEAM
The Communications Team is responsible for establishing voice and data links with the alternative site.  This includes connecting local and remote users to the alternate site.

COMMUNICATIONS TEAM RESPONSIBILITIES

	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Work closely with the Operations Recovery Management Team to ensure the physical security of the existing systems, LAN, and facilities.

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.

	 FORMCHECKBOX 

	Establish and maintain the communications configuration in the off-site storage unit.


	POST-DISASTER

	 FORMCHECKBOX 

	Coordinate with the Damage Assessment and Salvage Team on assessing communications equipment needs

	 FORMCHECKBOX 

	Coordinate with the IT Technical and IT Operations Teams to determine communication and network equipment needs.

	 FORMCHECKBOX 

	Coordinate with Administration Team to procure needed communication equipment.

	 FORMCHECKBOX 

	Coordinate with Administration Team to procure needed cabling.

	 FORMCHECKBOX 

	Retrieve the communications configuration from the off-site storage unit.

	 FORMCHECKBOX 

	Plan, coordinate, and install communication equipment at the alternative site.

	 FORMCHECKBOX 

	Plan, coordinate, and install network cabling at the alternative site.


HARDWARE INSTALLATION TEAM
The Hardware Team is responsible for implementing the activities that ensure the required processing capacity of the organization is met in the event of a disaster:  site preparation, physical planning, and data processing equipment installation.  This includes the responsibility of ordering and installing hardware for both the alternative and permanent site.

Hardware Installation Team Responsibilities
	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Work closely with the Operations Recovery Management Team to reduce the impact of a disaster in the data center .

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.

	 FORMCHECKBOX 

	Maintain the current system and LAN configuration in off-site storage.


	POST-DISASTER

	 FORMCHECKBOX 

	Verify the pending occupancy requirements with the alternative site. 

	 FORMCHECKBOX 

	Inspect the alternative site for physical space requirements.

	 FORMCHECKBOX 

	Notify the recovery site of impending occupancy.

	 FORMCHECKBOX 

	Interface with the IT Technical and Operation Teams about the space configuration of the alternative site.

	 FORMCHECKBOX 

	Coordinate the transportation of salvageable equipment to the alternative site.

	 FORMCHECKBOX 

	Notify the Administration Team of the required equipment repair, new equipment, etc.

	 FORMCHECKBOX 

	Ensure the installation of ___ temporary terminals connected to the alternative site mainframe.

	 FORMCHECKBOX 

	Plan the hardware installation at the alternative site.

	 FORMCHECKBOX 

	Install hardware at the alternative site.

	 FORMCHECKBOX 

	Plan, transport, and install hardware at the permanent site, when available.

	 FORMCHECKBOX 

	Set up and operate a sign-in, sign-out procedure for all equipment sent to and from the alternative site.


INFORMATION TECHNOLOGY (IT) OPERATIONS TEAM
The IT Operations Team is responsible for operating the production systems at the backup data center and for assisting the other Recovery Teams in establishing operations at the backup site.

IT Operations Team Responsibilities
	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Work closely with the Recovery Management Team to ensure the physical security of the existing systems, LAN and facilities.

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Ensure backups are completed as scheduled.

	 FORMCHECKBOX 

	Ensure backups are sent to the off-site storage unit as scheduled.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.


	POST-DISASTER

	 FORMCHECKBOX 

	Assist the IT Technical Team as required.

	 FORMCHECKBOX 

	Schedule a new pickup location with the off-site storage unit.

	 FORMCHECKBOX 

	Arrange for the delivery of off-site storage containers.

	 FORMCHECKBOX 

	Receive the delivery of off-site storage containers.

	 FORMCHECKBOX 

	Ensure backup tapes are sent to the off-site facility for storage.

	 FORMCHECKBOX 

	Return backup medium in storage containers to the off-site storage unit.

	 FORMCHECKBOX 

	Set up and operate a sign-in, sign-out procedure for all IT materials sent to and from the alternative site.

	 FORMCHECKBOX 

	Check the alternative site’s floor configuration to assist the Hardware, Software, and Communications Teams with installation plans.

	 FORMCHECKBOX 

	Monitor the security of the alternative site and the LAN network.

	 FORMCHECKBOX 

	Coordinate the transfer of equipment, furniture, and personnel to the alternative site.


INFORMATION TECHNOLOGY (IT) TECHNICAL TEAM

The IT Technical Team members are responsible for the installation and configuration of all the systems, applications, and network software on the LAN.

IT Technical Team Responsibilities
	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Work closely with the Recovery Management Team to ensure the physical security of the existing systems, LAN, and facilities.

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.


	POST-DISASTER

	 FORMCHECKBOX 

	Restore operating systems, applications, and network software from backup medium.

	 FORMCHECKBOX 

	Initialize new tapes as needed in the recovery process.

	 FORMCHECKBOX 

	Conduct backups at the off-site location.

	 FORMCHECKBOX 

	Test and verify operating systems, applications, and network software.

	 FORMCHECKBOX 

	Modify the LAN configuration to meet the alternative site configuration.


ADMINISTRATION TEAM
The Disaster Recovery Administration team is responsible for providing all administrative assistance:  secretarial work, filing, procurement, travel and housing arrangements, off-site storage, and other administrative matters.  Their responsibilities also include a limited authority to authorize funds for emergency expenditures other than capital equipment and salaries.

Administration Team Responsibilities
	PRE-DISASTER

	 FORMCHECKBOX 

	Understand disaster recovery roles and responsibilities.

	 FORMCHECKBOX 

	Train employees to be prepared for emergencies.

	 FORMCHECKBOX 

	Ensure sufficient comprehensive and business interruption insurance is maintained.

	 FORMCHECKBOX 

	Ensure sufficient emergency funds will be available during the recovery process.

	 FORMCHECKBOX 

	Assess the need for alternative means of communication if telephone services become unavailable.

	 FORMCHECKBOX 

	Participate in disaster recovery plan testing as required.


	POST-DISASTER

	 FORMCHECKBOX 

	Prepare, coordinate, and obtain appropriate approval for all procurement requests.

	 FORMCHECKBOX 

	Coordinate deliveries of all procurement requests.

	 FORMCHECKBOX 

	Maintain logs of all procurements in process and scheduled deliveries.

	 FORMCHECKBOX 

	Process payment requests for all invoices related to the recovery process.

	 FORMCHECKBOX 

	Arrange for travel and lodging as required by the Recovery Teams.

	 FORMCHECKBOX 

	Provide for the acquisition of telephone equipment and services, including voice, dial-up data, and leased lines.

	 FORMCHECKBOX 

	Provide for alternative means of communication among Recovery Team members in the event that regular telephone service is unavailable.

	 FORMCHECKBOX 

	Perform temporary secretarial, filing, and other administrative duties as required by the Recovery Teams.


The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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