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The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
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INTRODUCTION
	Resources
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	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring covered entities to provide facility access controls, which helps control physical information access.  The information is derived from: 
· Federal law,
· Federal regulations,
· State law,
· State regulations and guidelines,
· Federal policies and Frequently Asked Questions (FAQ), International Organization for Standardization (ISO/IEC), 
· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS)

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).
You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.  Related chapters, if applicable, are also referenced within each topic area.

	
	


	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI - Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues. 


	Decision Points
[image: image3.wmf]
	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.  

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy.  
We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures.



	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.




	Standards and Implementation Specifications 
	The HIPAA Security Rule contains standards, which are requirements covered entities must meet.  Within the standards, there are implementation specifications.  Implementation specifications are more detailed activities necessary to accomplish the standard requirement.  Some implementation specifications are required, and covered entities must complete these activities to be in compliance with the Rule.  Other implementation specifications are addressable, which means that covered entities are required to address how they will meet the specification.  Addressable implementation specifications allow covered entities more flexibility with respect to security standards compliance.  It does NOT mean that the specification is optional.  


	
	For additional information regarding meeting addressable and required implementation specifications, see CalOHI Policy Memorandum 2004-43.  It may be found on the CalOHI website at CalOHI - Security.  




FACILITY ACCESS CONTROLS
	Security Rule
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	The HIPAA Security Rule includes the following requirement for facility access controls:

“Implement policies and procedures to limit physical access to its electronic information systems and the facility or facilities in which they are housed, while ensuring that properly authorized access is allowed.”
[45 C.F.R. § 164.310 (a)(1)]


	
	The facility access controls standard has four addressable implementation specifications:    
“Contingency Operations (Addressable).  Establish (and implement as needed) procedures that allow facility access in support of restoration of lost data under the disaster recovery plan and emergency mode operations plan in the event of an emergency.” 

[45 C.F.R. § 164.310 (a)(2)(i)]

“Facility Security Plan (Addressable).  Implement policies and procedures to safeguard the facility and the equipment therein from unauthorized physical access, tampering, and theft.”
[45 C.F.R. § 164.310 (a)(2)(ii)]



	
	“Access Control and Validation Procedures (Addressable).  Implement procedures to control and validate a person’s access to facilities based on their role or function, including visitor control, and control of access to software programs for testing and revision.”
[45 C.F.R. § 164.310 (a)(2)(iii)]

“Maintenance Records (Addressable).  Implement policies and procedures to document repairs and modification to the physical components of a facility which are related to security…” 

[45 C.F.R. § 164.310 (a)(2)(iv)]



	State [image: image19.wmf]Requirements

	State rules require State departments to establish physical security measures that must provide for management control of physical information assets access (including computer systems and terminals).  State rules also require that the physical practices for each facility be adequate to protect the most sensitive information technology (IT) applications housed in the facility.   [SAM § 4842.2]
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	DECISION POINT:  Current Facility Access Controls
Does your organization currently have facility access controls in place?  
If your organization currently has facility access controls, you need to compare those controls to the ones outlined in this chapter to ensure that all aspects of facility access controls are in place or have been analyzed to meet the requirements of the standard and its implementation specifications.  If your organization does not have facility access controls, you need to establish those controls.

	
	


	Background

[image: image20.wmf]
	The HIPAA Security Rule requires that covered entities enforce physical access controls to limit access to the information held by the covered entity.  Such limited access is achieved through establishing and implementing formal, documented policies and procedures.  These policies and procedures must limit physical access to an entity’s facility while ensuring that authorized access is allowed.  Such controls are necessary to secure the health information held by the covered entity.  

Covered entities may limit access to their facilities by instituting various controls and documenting these actions using policies and procedures.  The implementation specifications under the facility access controls standard are: 

· Contingency Operations, 
· Facility Security Plan, 
· Access Control and Validation Procedures, and Maintenance Records.  
The policies and procedures for these specifications should include the following: 

· Contingency Plan – Includes disaster recovery and emergency mode operation procedures that need to be established so that entities have an emergency response outlined for staff prior to an incident,
· General Facility Security Plan – Should address various aspects of ensuring physical security in covered entities’ facilities,
· Access Control and Validation Procedures – Need to address how organizations will verify access authorizations before physical access, outline escorting of visitors, establish sign-in procedures, and establish need-to-know processes for personnel access, and   
· Maintenance Records – Provides documentation of the repair and replacement of physical security components. 




CONTINGENCY OPERATIONS
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	Contingency operation procedures should include allowing facility access in the event of an emergency so that personnel may restore lost data under the data disaster recovery plan and emergency mode operation plan.  A covered entity must have contingency operations defined so that its emergency response considers data protection and restoration.  Also, a covered entity must ensure that its data disaster recovery plan and emergency mode operation plan allow members of the disaster recovery team to access the facility to restore any loss of data and critical business activities.
A covered entity’s contingency plans may also include a recovery facility, a location that can be used to reestablish systems that have been damaged or destroyed.  Regardless where the recovery facility is physically located, staff will need to be able to access the systems and data to recover and restore operations. 
 


	Disaster Recovery & Emergency Mode

	The HIPAA contingency plan standard requires a process for restoring any loss of data in the event of a disaster such as a fire, vandalism, natural disaster, or system failure.  In addition, the HIPAA contingency plan standard requires covered entities to have a plan for emergency mode operations.  To effectively implement a data recovery plan and emergency mode operations, workforce members will need to have access to the covered entity’s facilities and any recovery facilities, if appropriate. 


	
	For more information regarding contingency planning, data backup, disaster recovery, emergency mode operation plan, and testing and revision, see Policy Memorandum 2005-62, Exhibit 1, Chapter 11: Contingency Plan.  It may be found on the CalOHI website at CalOHI – Security.  



	Facility Access during Emergencies 
	The contingency operations implementation specification requires covered entities to address how they will establish (and implement as needed) procedures that allow facility access in the event of an emergency.  Facility access will be in support of restoring lost data under the disaster recovery plan and emergency mode of operations plan.  These procedures would be enacted immediately following an emergency or disaster.  These procedures should consider: 


	
	· The party responsible for providing access to the facility following an emergency, 

· The location of the back-up facility,


	
	· Whether the facility has controlled access,
· Staff notification of the alternate site and how personnel are to obtain access. 




	State Requirements
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	State rules require State departments to conduct operational recovery planning.  This process provides necessary preparation to design and document a sufficient set of procedures to ensure continued agency operations in the event of a disaster or any other event resulting in the unplanned discontinuation of IT system operations.  [SAM § 4843]   Further, a State department’s operational recovery plan must cover, at a minimum: 
1. Summarization of agency strategy for managing disaster situations,

2. Distinct management and staff responsibility assignments immediately following a disaster and continuing through reestablishment of normal operations,
3. Prioritization for the recovery of critical applications, and

4. Operational procedures documented in a systematic fashion that will allow recovery to be achieved in a timely and orderly way.  [SAM § 4843.1]  
An informational copy of the plan must be filed with the Department of Finance.  A suggested operational recovery plan topic outline is provided in SIMM Section 140.  



	[image: image23.wmf]
	DECISION POINT:  Contingency Plan 

Does your organization have a plan for addressing facility access during a disaster and for emergency mode operations?  
You need a plan that allows the disaster recovery team to have facility access.  The plan and procedures should address how to prevent unauthorized individuals from physically accessing EPHI.  The plan and procedures should be documented and readily available.  The disaster recovery plan should be tested and practiced.  

	
	


Facility Security Plan
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	A covered entity must have policies and procedures to safeguard the facility and equipment therein from unauthorized physical access, tampering, and/or theft.  A facility is defined as the physical premises, interior, and exterior of a building.  [45 C.F.R. § 164.304]  
Covered entities should take the following aspects into consideration when designing methods to secure their facilities: 
1. The facility’s geographic operating locations contribute to its vulnerabilities to natural threats, such as flooding; man-made threats, such as burglary; and damaging nearby activities, such as electromagnetic interference from radar.  This information should have already been identified and recorded in your risk analysis.
2. Facilities and operations are supported by people and technical services.  These include electric power, heating, air conditioning, and telecommunications.
Entities often take facility security precautions for granted.  However, these efforts must be documented so that staff training is standardized.  A facility’s security plan is carried out through staff actions. 


	
	For example, a covered entity’s facility security plan may include requiring data center staff to pull the exit door shut and lock it with a code when leaving the facility.  This aspect of the plan is ineffective unless the staff implements the policy.  



	Facility Security Plan Contents
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	Covered entities should consider the following in their facility security plan: 

· Data centers or facilities containing systems, systems-networked computers, portable devices, and portable media, 
· Peripheral equipment,

· Information technology (IT) staff offices,

· Workstations,

· Line taps,

· Direct observation, and
· Electromagnetic interception and structural damage to the facility.

In developing the facility security plan, priority should be placed on securing data centers, peripheral equipment locations, and information technology (IT) staff offices.  Workstation locations are also vulnerable to unauthorized physical access, tampering, and theft.  Normal security measures, such as locks and surveillance cameras, may provide adequate protection in non-public areas but may not be robust enough for public areas or areas where workstations with access to EPHI coexists with offered public services.  




	Fires
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	Fire safety must be included in your facility security plan.  Keep in mind that the first asset to be protected is human life.  Also, potential ignition sources, building operations, building occupancy, fire detection, and fire extinguishment should be identified and addressed.  Knowledge of sprinkler systems and their routing is important.  
A covered entity’s facility is more risk-prone to a security breach during a fire or a fire drill.  In addition to fire, your facility security plan needs to address structural collapse, especially in earthquake fault areas.  Shut off valve locations for plumbing need to be identified in the facility security plan.



	Data Centers


	Data center operations should be secured at all times with access to areas limited to authorized staff only.  As a minimum standard, sensitive areas should be secured by access systems (e.g., card key entry) and may be monitored by surveillance cameras.  Visitors should be screened before being allowed into the data center.  They can be issued badges that indicate the areas where they are allowed access, and they can be escorted by staff to their destination.  After-hours, unannounced visitors should never be allowed access to a data center.  Also, employee policies should clearly define security requirements and expected employee behavior in the data center.  



	Data Interception
	Inside or outside of the data center, data can be intercepted in three ways:

1. Direct Observation – when system terminals and workstation display screens can be observed by unauthorized persons,
2. Interception of Data Transmissions – when a person gains unauthorized, direct access to data transmission lines to tap and read transmitted data, and
3. Electromagnetic Interception – when a covered entity’s electromagnetic signal is strong enough to be picked up by a special-purpose radio receiver.  

Physical security plans for data systems, and particularly for data centers, need to address these three types of interception.  Covered entities need to recognize that unauthorized access may occur at any time and not only during disaster recovery or emergency operations mode.  Plans should address unauthorized physical information viewing.  In addition, plans should address how to limit access to transmission lines so snooping devices or transmitters cannot be placed near them at any time.  


	
	For more information regarding facility security plans, refer to NIST 800-12, Chapter 15: Physical and Environmental Security.   For more information regarding disaster recovery and emergency mode operation plan, see Policy Memorandum 2005-62, Exhibit 1, Chapter 11: Contingency Plan.  It may be found on the CalOHI website at CalOHI – Security
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	DECISION POINT:  Facility Security Plan – Physical Controls
Does your facility security plan address physical controls?  
Facility security plans should include utilizing appropriate controls to limit access to facilities that store EPHI, such as server rooms and data center doors.  Staff should be trained in the policies and procedures to secure these areas. 

	
	For additional information regarding securing devices and media, see Chapter 13: Device and Media Controls.  Chapter 13 provides a tool to assist you in the inventory of hardware, software, and other media.  This tool may be modified to meet your business needs.  It may be found on the CalOHI website at CalOHI – Security.  



	Equipment Control



	Covered entities must have a process for monitoring equipment coming into and leaving their facilities.  These procedures document how hardware and software is brought onto and off the site and how to maintain a record or log of that equipment.  This includes, but is not limited to, the marking, handling, and disposal of hardware and storage media.  Covered entities should have an accounting log to keep track of all equipment and to help with equipment identification if a theft has occurred. 



	IT Staff Offices
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	IT staff offices frequently have documentation that contains actual EPHI or technical documentation on how to access EPHI.  These offices often may be left unattended if the staff is off-site supporting clients.  Policies should instruct staff to keep such documentation under lock and key at all times and to lock their offices when they are not there.  




	State Requirements

	State rules require State departments to provide for the proper use and protection of its information assets, such as IT facilities, software, and equipment.  This includes providing for the security of information technology facilities, software, and equipment utilized for automated information processing.  [SAM § 4841]   
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	DECISION POINT:  Facility Security Plan – Equipment
Does your facility security plan address equipment?
Your facility security plan should address the control of equipment.  The plan should be accessible to staff.  You should review the current facility security plan to assess its effectiveness in terms of addressing HIPAA security requirements.  You should ensure that it addresses all aspects of facility security.  Also, you must test the facility security plan.  You must ensure that all employees are knowledgeable and trained in the plan.

	
	


Access Control & Validation PROCEDURES
	Verify Access Authorizations


	This implementation specification calls for covered entities to establish and implement procedures that control and validate a person’s, including visitors’, access to facilities based on his/her role or function.  It also calls for control of access to software for testing or revision.  


	Workforce Members
	Physical security is established and maintained through policies and procedures communicated to and applied by staff.  These policies and procedures instruct staff to validate access privileges before granting access privileges appropriate for the staff member’s job functions.  


	
	A secure outer perimeter with managed entry points limits access to your facility.  Covered entities need to properly identify and verify each employee attempting to enter a facility or area to determine if access should be allowed.  Verification can happen through:

· Identifying an anatomical attribute (biometric system), 
· Using smart or memory cards (swipe cards), 
· Being personally recognized by a security guard,

· Presenting a photo ID, 
· Using a key or providing a card, and 
· Entering a password or PIN.  


	
	Additionally, these methods can be supported by sign-in sheets, data logs, and/or security cameras.  If an organization uses a card badge reader, there are several different types of systems to choose from.  Organizations may swipe a magnetic card that utilizes a magnetic strip containing authorization information.  Or the card can contain a magnetic dot, an embedded wire, or a proximity card, which means it does not need to be swiped through a reader but can be read by a camera situated above the door as the individual approaches.



	Risks

[image: image10.wmf]

	Piggybacking is a common problem when trying to control authorized access into a facility area.  This occurs when an individual gains unauthorized access by using someone else’s legitimate credentials or access rights.  Usually, an individual who does not have credentials closely follows a person who does have credentials through entrances. The best preventative measure against this type of problem is to hire a security guard and/or educate employees on good security practices.


	
	Covered entities need to implement what is reasonable and appropriate for their business practices.  Implementing such systems and/or employing a security guard full-time or during business hours can be costly, and organizations need to determine whether these are effective measures for them.



	Visitors - Sign-in and Escort

[image: image11.wmf]
	Visitors to a covered entity’s facility should be monitored at the point of entry.  Covered entities should have procedures established to govern their reception, hosting, and/or escorting.  
A vulnerable area within facilities that is a major point of entry is a delivery area or loading dock.  Vendors accessing facilities on a recurring basis need a separate location and a defined procedure for deliveries.  




	Need-to-Know Procedures


	Within the facility are offices and rooms that may require additional levels of security, such as door locks, lockable cabinets, and/or man traps.  The information processing service or data center typifies an area that requires an additional level of security.  This area also needs to be protected from natural and man-made disasters.  These internal controls limit information access on a need-to-know basis.

There are many other security considerations besides the rooms within a facility.  Equipment can be located in a way to minimize the risk of unauthorized access.  Likewise, power and telecommunications cable that carry data or support information services need protection from interception or damage.  



	Testing and Revision Software
[image: image12.wmf]
	Procedures on controlling access to software programs for testing and revision should ensure that testing and/or revising software programs are identified.  In addition, covered entities must ensure that staff who have authorized access are identified and authenticated both visually and via technical mechanisms and are authorized to perform these functions.  Testing and revision software should not be stored in a generally open and available location.  Rather, covered entities should store this software in a more secure, separate location to further enhance its protection from inappropriate access.  In addition, implementing tight workforce security may be appropriate for workforce members who work with testing and revision software.

For more information regarding workforce security, see Chapter 5: Workforce Security, which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at CalOHI – Security.  



	Polices and Procedures
	The administration of facility access controls should be governed by formal polices and procedures that:

· Establish guidelines for granting, altering, or revoking access to the facility and/or to testing and revision software, 
· Ensure appropriate and timely communication of staff events (e.g. hires or terminations) that may impact the list of authorized individuals,
· Update access control with the latest personnel changes; 
· Define the party responsible for granting access approval for policy exceptions,
· Conduct periodic audits of access control logs (i.e., if using an automated card key entry type of safeguard) to ensure compliance with entity guidelines, 
· Create and maintain an inventory on the keys that provide access to secured areas,  
· Identify the party responsible for managing a master access list that includes physical facility access as well as software or program access, and 
· Ensure staff is aware of and participate in the facility access policies and procedures.  This includes notifying the appropriate persons in the event that facility access is compromised.  



	State Requirements


	Departments must address procedures to control and validate a person’s access to facilities based on his/her role or function, including visitor control, and control of access to software programs for testing and revision.  State rules call for covered entities to control access to and preserve the security and integrity of files and databases as well as authorize access to the information.  [SAM § 4841.5]  Covered entities should control the physical access to the facilities where the files and databases reside in addition to implementing technical measures to safeguard access to the data.
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	DECISION POINT:  Access Control and Validation Procedures
Do you have access control and validation procedures in place?

You need to ensure your access control and validation procedures address all aspects of physical security as outlined above.  You need to document the procedures and train staff on facility security responsibilities.  You need to constantly revisit the procedures and update them regularly to ensure the safest security measures are in place. 
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	MAJOR CONSIDERATION:  Coordinating between Risk Assessment and Physical Security  

Have you done a risk assessment that included physical access?  
Your risk analysis should include risks resulting from access to your facility.  If your risk assessment already contains physical access risks, you may refer to that assessment as you review your compliance of facility access controls.  If not, you need to evaluate the risks inherent in the accessibility of your facilities.

	
	


Maintenance Records
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	Covered entities must establish policies and procedures to document the repairs and modifications made to the physical components of a facility that are related to security (e.g., doors, walls, hardware, locks, etc.).  Repairs to locks, card access system components, and video surveillance equipment would all fall under this implementation specification.  Records should provide the following information: 

· Reason(s) for the repairs,
· Organization engaged to perform the repairs,
· Name of the technician who performed the repairs,
· Date the repairs were started,
· Date the repairs were completed,
· Manager who authorized the repairs,
· Manager who approved the repair completions, and
· Cost and the purchase order number, if available, under which the repairs were performed.  

All work should be inspected and approved by an authorized manager.  
For example, if repairs require the resetting or reissuing of badges or card keys, management must ensure that old badges or card keys are retrieved and that new ones are issued to the appropriate staff. 

Since facility repairs and maintenance may affect disaster recovery plans and emergency mode operation plans, these plans must be updated after maintenance has been performed.  Covered entities must inform key staff of these changes.  

For example, a new door that provides an extra fire exit has been added to the facility.  The covered entity must revise its access procedures, disaster recovery plans and emergency mode operation plans to include an updated floor plan with highlighted emergency exits and must inform staff of the changes.  
[45  C.F.R. § 164.310 (a)(1)]



	State Requirements


	State rules require State departments to establish a uniform method for recording data related to the repair or maintenance of data processing equipment, software, and facilities to prevent excessive maintenance costs and degradation in customer and vendor support.  [SAM § 5010]  SAM goes beyond what is required by HIPAA and the intent of SAM is not precisely the same as the HIPAA Security Rule.  However, it does serve as a springboard for the HIPAA specification that requires covered entities to document the repairs and modifications made to the physical components of a facility that are related to security.  
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	DECISION POINT:  Maintenance Records
Are maintenance records of physical security-related items kept?

You need to establish and implement policies and procedures that define who is responsible for maintaining physical security-related item records.  You need to decide if there will be a centralized office that maintains these records or if a program area will be responsible for maintaining these.

	
	


definitions

	
	The terms listed below are related to facility access controls.  Other terms are defined in CalOHI Policy Memorandum 2005-56, Exhibit 12: Security Management Process Terms and Definitions.  It may be found on the CalOHI website at CalOHI – Security.  When the HIPAA Security chapters are completed, the terms will be merged into the CalOHI glossary on our website.


	Access


	The inspection or copying of protected health information (PHI) by the individual who is the subject of the PHI or by an individual's personal representative.  Personal representatives, relevant to their role, are allowed access to the information.   [45 C.F.R. § 164.304]  


	Access Control and Validation Procedures
	Procedures that control and validate a person’s access to facilities based on his/her role or function, including visitor control, and control of access to software programs for testing and revision.  [45 C.F.R. § 164.310]  


	Administrative Safeguards


	Administrative actions, policies, and procedures to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information (EPHI) and to manage the conduct of the covered entity’s workforce in relation to the protection of that information.  [45 C.F.R. § 164.304]  


	Electronic Protected Health Information 


	Individually identifiable health information that is either transmitted by or maintained in electronic media.  
“Electronic media”:  In order for PHI to be considered EPHI, it must be transmitted by or maintained in “electronic media”.  The term “electronic media” includes electronic storage media and transmission media used to exchange information already in electronic storage media.   Electronic storage media may include memory devices in computers (e.g. hard drives); any removable, transportable digital medium (e.g. magnetic tapes or disks, optical disks, and digital memory cards); or transmission media used to exchange information already in electronic format.  [45 C.F.R. § 164.103]


	Facility


	The physical premises and interior and exterior of a building. [45 C.F.R. § 164.304]  




	Facility Access Controls


	Formal, documented policies and procedures that limit physical access to a covered entity’s electronic information systems and the facility or the facilities in which these systems are housed, while ensuring that proper access is allowed.  [45 C.F.R. § 164.310]  


	Facility Security Plan


	Policies and procedures to safeguard the facility and equipment therein from unauthorized physical access, tampering, or theft.  [45 C.F.R § 164.310]  


	Maintenance Records


	Documentation of the repairs and modifications made to the physical components of a facility that are related to security (e.g., doors, walls, hardware, locks, etc.).  [45 C.F.R. § 164.310]  
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· 7.2 – Equipment Security




	National Institute of Standards and Technology (NIST)
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	State Administrative Manual (SAM)

	State Administrative Manual (SAM), http://sam.dgs.ca.gov/default.htm  

· Section 4841, Agency Responsibilities

· Section 4842.2, Agency Risk Management Program

· Section 4842.21, Additional State Data Center Requirements

· Section 4843, Operational Recovery Planning

· Section 4843.1, Agency Operational Recovery Plan

· Section 4845, IT Security Reporting Requirements

· Section 4946, Maintenance and Operations Plan Policy

· Section 5010, Policy


	Statewide Information Management Manual (SIMM)
	Statewide Information Management Manual, 
· Section 05, Operational Recovery Plan Quarterly Reporting Schedule

· Section 140, Operational Recovery Plan Topic Outline 
· Section 160, Maintenance and Operations Plan Guidelines

	
	


Decision Points AND MAJOR CONSIDERATIONS
	ISSUE IMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Current Facility Access Controls

	 FORMCHECKBOX 

	
	
	
	Contingency Plan

	 FORMCHECKBOX 

	
	
	
	Facility Security Plan – Physical Controls

	 FORMCHECKBOX 

	
	
	
	Facility Security Plan – Equipment

	 FORMCHECKBOX 

	
	
	
	Access Control and Validation Procedures

	 FORMCHECKBOX 

	
	
	
	Coordinating between Risk Assessment and Physical Security  

	 FORMCHECKBOX 

	
	
	
	Maintenance Records

	








2
PAGE  

