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HIPAA

Security
Chapter 9

Security Incident Procedures
	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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INTRODUCTION

	Resources
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	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring covered entities to establish appropriate processes to document and respond to electronic protected health information (EPHI) security incidents.  While the Rule only addresses EPHI systems security, it is considered a best business practice to use the incident procedure for any security breach.  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Sysadmin, Audit, Network, and Security (SANS)

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.



	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 

We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures.




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.




SECURITY INCIDENT PROCEDURES
	Background
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	The HIPAA Security Rule requires that administrative safeguards be in place to protect data integrity, confidentiality, and availability.  In meeting this requirement, covered entities must establish and implement policies and procedures on reporting security incidents.  This requires entities to not only have an appropriate procedure on how to report security incidents, but to also have documented formal rules and instructions on how to respond to security incidents.  The purpose of the latter is to manage personnel conduct in relation to the protection of information and to mitigate, to the extent possible, the harmful effects of the security incident.  
The HIPAA Security Rule’s security incident procedures standard is a required standard.  All covered entities must have documented policies and procedures for this standard and its implementation specifications.  The standard’s implementation specification, which supports the concept of integrated and documented security incident reporting, is also required. 



	Security Rule

	HIPAA’s final Security Rule states: 

“Standard:  Security incident procedures.  Implement policies and procedures to address security incidents.”  [45 C.F.R. § 164.308(6)(i)]
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	The security incident procedures standard includes the following required implementation specification:
“Implementation Specification:  Response and Reporting:  (Required).  Identify and respond to suspected or known security incidents; mitigate to the extent practicable, harmful effects of security incidents, that are known to the covered entity; and document security incidents and their outcomes.”   [45 C.F.R. § 164.308(a)(6(ii)]


	
	The Rule requires covered entities to establish policies and procedures on reporting and documenting security incidents and to prepare an appropriately planned response in advance of foreseeable incidents.  Implementing the security incident standard, along with other standards contained in the Rule, will ensure that all personnel know the reporting mechanisms and are aware of the procedures in the event of an incident.




	Security Incident 
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	An entity should be able to rely upon the information gathered from complying with other security standards (i.e., risk management and risk analysis) and from HIPAA Privacy standards to determine what constitutes a security incident in the context of its business operations.  [Federal Register, Vol. 63, No. 155, p. 8350]  If an action is considered an incident, the process of documenting the incident, the information that should be contained in the documentation, and the appropriate response to the incident is dependent upon an entity’s environment and the information involved.
The HIPAA Security Rule defines a security incident as:  “The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.”  [45 C.F.R. § 164.304]  The Rule also defines information systems as:  “An interconnected set of information resources under the same direct management control that shares common functionality.  A system normally includes hardware, software, information, data, application, communications and people.”  [45 C.F.R. § 164.302]
The all-encompassing nature of these definitions points out the Department of Health and Human Services’ (DHHS) comprehensive security incident reporting intent.  Not only must systems be in place to prevent security incidents in the computer system (i.e., technical controls), but mechanisms must also be in place to monitor and report staff security incidents (i.e., administrative controls).




	State Requirements
	State rules require State departments to ensure the integrity of computerized information resources by protecting them from unauthorized access.  [SAM § 4840]
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	DECISION POINT:  Security Incident Policies and Procedures

Does your organization have established policies and procedures for detecting and reporting security incidents?  
You must have policies and procedures for detecting and reporting security incidents.  These policies and procedures must be documented, and staff must be trained on the policies and procedures.  

	
	


	Security Incident Procedures
	Covered entities must create security incident policies and procedures, if not already in place, and must respond quickly and effectively when a security incident occurs.  The security incident response and reporting policy is the foundation of the incident response program.  This policy should: 
· Define the events considered to be incidents by your organization,
· Establish the organizational structure for incident response, 

· Identify to whom the incidents should be reported,
· Define the roles and responsibilities of staff members for reporting and responding to security incidents, and 

· Establish the incident reporting requirements.  

If needed, the policies and procedures should also address how your organization will communicate incident details with outside parties, such as the media or law enforcement agencies.  The security incident communication section should include input from your public affairs staff, legal counsel, management, and others who contribute to your business practice.  



	Security Incident Team
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	Covered entities should select appropriate individuals to be part of a formal incident response team.  They will assume their responsibilities when required.  Members of the team should have adequate knowledge of the organization’s hardware and software.  A staff member should be designated to speak to the media or to law enforcement on behalf of the organization.  The team should also be well trained in incident response activities.  



	Incident Response Life Cycle
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	The National Institute of Standards and Technology (NIST) Special Publication (SP) 800-61, Computer Security Incident Handling Guide, proposes the following incident response life cycle.  The incident response life cycle includes the following phases: 

· Preparation, 

· Detection and analysis, 

· Containment, eradication and recovery, and 

· Post-incident activity.
  




	Preparation
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	The preparation phase includes acquiring tools and resources that may be of value during incident handling.  An incident response team can more effectively handle an incident if tools and resources are already in place prior to an incident occurring.  

For example, having the following tools and resources – updated contact lists, access audit/log software, network diagrams, backup devices, and computer forensic software – will better enable organizations to handle a security incident.  



	Detection & Analysis 


	Detection and analysis may be performed using a host of resources, including the following: 

· Network and Host-based Intrusion Detection Systems – These systems include antivirus and file integrity checking software.  Different software may detect incidents that the other type of software may not.  
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	· Logs – Logs from operating systems, services, and applications frequently provide value during incident analysis.  The logs should provide information such as the accounts accessed and the actions performed.  Determining a baseline level of logging and performing systems auditing corresponds with the information system activity review implementation specification under the Rule’s security management standard.  


	
	· Normal Network Behavior – The security incident team needs to understand the normal behaviors of networks, systems, and applications.  By determining what normal behavior is, abnormal behavior will be more recognizable.  Profiling networks and systems will assist with determining what normal behavior is.  Profiling measures the characteristics of expected activity levels so that changes in patterns may be more easily identified.  

· Reporting – Organizations need to specify to whom security incidents should be reported.  




	Containment, Eradication, & 
Recovery
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	Covered entities need to establish procedures for containing incidents quickly and effectively so their business impacts are limited.  Procedures need to be established for evidence gathering and handling.  Thought needs to be given on how to capture data evidence from systems.  Data evidence includes network connections lists, processes, login sessions, open files, network interface configurations, and memory contents.  
Organizations need to establish procedures to eliminate the damage or the damaging activity causing the incident.

For example, if a hacker is accessing a system, installing a firewall that the hacker cannot penetrate would appropriately eradicate the cause of the security incident.


	
	Finally, procedures on obtaining system snapshots through full forensic disc images need to be established.  These images will restore the data to its original form prior to the security incident.  Imaging is also valuable because it is much safer to analyze an image than it is to analyze the original system, since the analysis may inadvertently alter the original system.  

For more information regarding data backup, see CalOHI Policy Memorandum 2005-62, Exhibit 1, Chapter 11: Contingency Planning and Policy Memorandum 2005-60, Exhibit 1, Chapter 13: Device and Media Control.  These documents may be found on the CalOHI website at CalOHI - Security.   



	Post-Incident Activity
	Post-incident activity should include conducting meetings on the lessons learned after encountering a major incident.  These meetings are helpful for brainstorming improvements on the security measures and the incident handling process itself.  It should include making any necessary changes to prevent further incidents, either by using hardware, software, and/or policies and procedures.



	State Administrative Manual
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	The State Administrative Manual (SAM) requires State departments to promptly investigate incidents involving the unauthorized or accidental modification, destruction, disclosure, loss, or access of automated files and databases, as well as incidents involving the loss, damage, or misuse of information assets.  Departments are required to immediately notify the California Highway Patrol (CHP) upon discovery of all IT security incidents and computer-related crimes.  Each department must submit to the Department of Finance a completed Security Incident Report (SIMM §140) that is signed by the Department Director and the Information Security Officer within 10 working days of becoming aware of the incident.  [SAM § 4845]
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	LEGAL CONSIDERATION:  State Administrative Manual

State departments must comply with the security incident reporting requirements of SAM Section 4845.  


	State Law
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	California Civil Code Sections 1798.29 and 1798.82-1798.84 require a business or a State department that maintains unencrypted computerized personal information, as defined below, to notify any California resident whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  The type of acquired information that triggers a notice requirement is an individual's name plus one or more of the following: 
· Social Security number, 
· Driver's license or State ID card number, or
· Financial account numbers. 
The law's intention is to give affected individuals the opportunity to take steps to protect themselves from identity theft.  [See the California Department of Consumer Affairs, Office of Privacy Protection’s Recommended Practices in relation to this law at www.privacy.ca.gov.] 
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	LEGAL CONSIDERATION:  California Civil Code 
Have you established documented policies and procedures to meet the requirements of Civil Code Sections 1798.29 and 1798.82-1798.84 in the event that any California resident’s unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. 

	
	


DEFINITIONS
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	Listed below are some of the terms related to security incidents. 

Administrative safeguards:  Administrative actions and policies and procedure, to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity’s workforce in relation to the protection of the information.  [45 C.F.R. § 164.304]
Information system:  An interconnected set of information resources under the same direct management control that shares common functionality.  A system normally includes hardware, software, information, data, application, communications, and people.  [45 C.F.R. § 164.304]


	
	Integrity:  The condition where data or information have not been altered or destroyed in an unauthorized manner.  [45 C.F.R. § 164.304]
Security or Security measures:  Encompass all of the administrative, physical, and technical safeguards in an information system.  [45 C.F.R. § 164.304]

Security Incident:  The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.

[45 C.F.R. § 164.304]
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� The National Institute of Standards and Technology (NIST) Special Publication (SP) 800-61, Computer Security Incident Handling Guide, U.S. Department of Commerce, January 2004.
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