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SECURITY INCIDENT REPORT FORM
	Agency:
	     

	Address:
	     
     

	Information Security Officer:
	     

	Telephone Number:
	     

	Fax Number:
	     
	E-mail Address:
	     



INCIDENT DETAILS

	Date Incident Occurred:
	     
	Time Incident Occurred:
	     

	Incident Reported to:
	(Name of California Highway Patrol Officer, Attorney General, District Attorney, or Other)

     

	Date Reported:

	     
	Contact Name:
	     
	Telephone Number:
	     


	Description of Incident:

	     


	Factors Included in Cost Estimate:
	Estimated Cost of Incident:
	     

	     



CORRECTIVE ACTIONS

	Corrective Actions Taken to Prevent Future Occurrences:

	     

	Actions Taken to Mitigate Harm:  (To individuals whose data is breached)

	     


	Factors Included In Cost Estimate:
	Estimated Cost of Corrective Action:
	     

	     


	Have those responsible for the incident been identified?
	 FORMCHECKBOX 
   Yes           FORMCHECKBOX 
   No

	If so, how many individuals were involved?
	     


	Were employees involved?
	 FORMCHECKBOX 
   Yes           FORMCHECKBOX 
   No

	Will criminal charges be filed?
	 FORMCHECKBOX 
   Yes           FORMCHECKBOX 
   No

	If so, under what State or federal law?  (Provide citation)
	     


	What other actions will be taken against those who were responsible for the incident?

	     


	Prepared by:
	     
	Date Prepared:
	     

	Title:
	     
	Telephone Number:
	     

	E-mail Address:
	     
	Fax Number:
	     


SIGNATURES

	Signature:

	
	Date:      

	Information Security Officer Name:  (Please Print)
     
	
	

	
	
	

	Signature:
	
	Date:      

	Director Name:  (Please Print)
     
	
	


The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.

